## AFACHE COHFIG
## Bauthor Peter MoConnell <chil ef Bdomal n, coms
FewriteEngine On

# ADEBLG
php_flag xdebug. profiler_enable 1

# EMYV'=
ServerSignature EMail
SetEnv SERVER_ADMIN chief@domaln. com

# TIMEOUTS

php_wvalue post_max_size 28M

php_wvalue upload_max_filesize 28M
php_walue max_execution_time BEAEBEG
php_walue max_input_time EEABABDA
php_walue session go_maxlifetime 366@
php_walue output_buffering "8"

# DISAGLE MAGIC OUOTES
php_flag magic_quotes_gpc of f

# DOHT ALLOW THE FOLLOWIHG SCRIFT TYPES

Options -Indexes

Options -ExecCiGl

AddHandl et cgi-script . pl . py . jsp . shtml . sh . asp . col

# ADD TYFES

AddType imagesx-icon . ico
AddType x-fontsotf L oLf
AddType x-font tif LT
AddType x-font/eot . eot

AddType x-font woff ., woff

# FORCE EHCODIHG
AddDef aul tCharset UTF-5

# FORCE TYFE FOR C55 FILES (SOLYE HTACCESS C55 RE-ROUTIHG HTHML HIHE-TYFE FROBLEM:
AddType textscss css
¢Files % css:
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FUrceljpe LEXLS IS5

</Files»

# FONT SLUPFORT

AddOutputFilterBuTupe DEFLATE x-font/otf x-fontitif x-font/eot x-font/woff

# ATTEMFT TO FAKE COOKTE-FREE IMAGES
£FilesMatch "!'5, Cgifl jpetal pngr >

php_walue session, cookie_domain example, com
£/FilesMatch:

# CAMOMI CAL
Rewri teCond
RewriteRul e

# ROUTE ALL
RewriteCond
RewriteCond
RewriteCond
RewriteCond

RewriteRule .

FIXES

BCHTTP_HOSTY ! “wwwh, % [HCI

“Co#rd http Adwww, BCHTTP_HOST ¥CREQUEST_URI X [R=3A1, L, HC]

ATTEMFTS TO LOAD FHP FILES DIRECTLY (EXCLUDIHE AJAX

#CREQUEST _FILEMAMET -
ECREQUEST_FILEMAMET . %%, php. #7
YREQUEST_URLY !, #?/ajax/. =7
ECREQUEST_URIY !, #7/fckeditors, 7

index. php [L]

# STOP WALLICIOUS BOTS ~ RIFFERS
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“Anarchie [HC, OR]
“ASPSesk [HC, OR]
“attach [HC, ORI

“atraxbot [HC, OR]

“autoemail spider [HC, OR]

“Azureus [HC, OR]
"Bl ack Wi dow [HC, OR]

“Black Hole [HC, OR]
“Both mailtor craftbot@yahoo, com [HC, OR]
“CherryPicker [HC, OR]

“ChinaCl aw [HC, ORI
“Custo [HC, OR]
“DISCo [HC, OR]

“Downl 0ads Demon [HC, OR]

“eCatch [HC, OR]
“EirGrabber [HC, OR]

“Email5i phon [HC, OR]

“Emailkol f CHC, OR]

— R
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“Expresss WebFlctures LHC, UR]
“ExtractorPro [HC, OR]
“EyeMetIE [HC, ORI

“Fl ashizet [HC, ORI
“GetRight [HC, ORI
“Getleb!
“gechasher [HC, OR]

“Gol Zi1la [HC, ORI
“Go-Ahead-Got -1t [HC, ORI
“GrabMet [HC, OR]

“Grafula [HC, ORI

“HMview [HC, ORI

- HTTrack [HC, ORI

“Imageh Stripper [HC, ORI
“Imageh Sucker [HC, OR]

- Indu Library [HC, ORI
“InterGET [HC, ORI
“Internett Hinja [HC, OR]
“JetCar [HC, ORI

“JOC Webh Spider [HC, ORI
“larbin [HC, OR]

“LeechFTP [HC, ORI

“Massy Downl oader [HC, OR]
“MIDown® tool [HC, ORI
“Misters Pix [HC, OR]
“Mavroad [HC, ORI

“MearSite [HC, OR]

“MetAnts [HC, OR]
“MetMechanic [HC, OR]
“HetSpider [HC, ORI

“Meth Vampire [HC, ORI
“MetZIP [HC, ORI

“Octopus [HC, ORI

“Of flines Explorer [HC, ORI
“Of flines Mavigator [HC, OR]
“PageGrabber [HC, OR]
“Papa’ Foto [HC, ORI
“pavuk [HC, ORI
“pcBrowser [HC, OR]
“PycURL [HC, ORI
“Pyuthon-urllib [HC, OR]

[HC, OR]
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# EXFIRES SLFFORT
£1fModul e mod_expires. o

ExpiresActive On

Expireshefault "access

plus

HTTP_USER_AGEHT

. “Real Downl oad [HC, ORI

- "ReGet [HC, OR]
“research-scan-bot [HC, ORI
- "S5iteSnagger [HC, OR]

- "Sosospider [HC, ORI

- “SmartDownl oad [HC, ORJ

- "SuperBot [HC, ORI

- "SuperHTTP [HC, OR]

- "Surfbot [HC, ORJ

- “tAkelut [HC, OR]
 "Teleporth Pro [HC, OR]

- “Titan [HC, OR]

- “Wol dEYE [HC, OR]

- “lleb Imageh Collector [HC, ORI
- “Webh Sucker [HC, ORJ

- “llebRAuto [HC, OR]

- “llebCopier [HC, OR]

- “llebFetch [HC, ORI

- “llebGoy IS5 [HC, OR]

- “Webleacher [HC, ORI

- “llebReaper [HC, OR]

- “llebSauger [HC, OR]

- “Hebsites eXtractor [HC, OR]

HTTP_USER_RAGEMT} “Websited Quester [HC, OR]
HTTP_USER_AGENTY “WebStripper [HC, ORI
HTTP_USER_AGENTY “WebWhacker [HC, ORI
HTTP_USER_AGENTY “WebZIP [HC, ORI
HTTP_USER_AGEMTY “Mget [HC, OR]
HTTP_USER_AGEMTY “Widow [HC, OR]
HTTP_USER_AGEMTY “WWWOFFLE [HC, OR]
HTTP_USER_AGEMTY “xaldon’ kebSpider [HC, ORI
HTTP_USER_AGEMTY “xenu [HC, OR]
HTTP_USER_RAGEMT} “Zeus. xWebster [HC, OR]
HTTP_USER_AGENTY "Zeus

1 seconds"

ExpiresByType text/html "access plus 1 seconds”



ExpiresByType imagesx-icon "access plus 1 month"
ExpiresByType imagesgif "access plus 2592008 seconds"
ExpiresByTupe images jpeg "access plus 2592008 seconds"
ExpiresByType image/png "access plus 2592008 seconds"
ExpiresByType texticss "access plus BE48AA seconds"
ExpiresByTupe text/javascript "access plus 216088 seconds”
ExpiresByTupe applicationsx-javascript "access plus 216008 seconds”
ExpiresByTupe application/ javascript "access plus 216088 seconds”
£/1 fModul e
£ifModule mod_headers, o
£filesMatch ", Cicol pdfl f1vl jpal jpeal pnal i f1 swfig":
Header set Cache-Control "max-age=2592808, public"
£/filesMatch:
<filesMatch "W\, (cssig" s
Header set Cache-Control "max-age=6A48088, public"
£/filesMatch:
£filesMatch "M, Cjsig" s
Header set Cache-Control "max-age=21668068, private"
£/filesMatch:
£filesMatch "N Caomll tata g
Header set Cache-Control "max-age=2166808, public, must-rewvalidate”
£/filesMatch:
£filesMatch "M, Chimll html phpr "
Header set Cache-Control "max-age=l, priwvate, must-rewvalidate”
£/filesMatch:
£/1 fModul e

## SUPFORT FOR HOW-COMPRESSED FILES IF ITS MHEEDED + nocompress, php
SetEnvI fHoCase Request_URI nocompresss, php$ no-gzip dont-vary

# STOF EROWSER FREFETCHI MG

SetEnvIfHoCasze X-Forwarded-For .+ proxy=yes
SetEnvIfHoCasze X-moz prefetch no_access=yes
FewriteCond ¥{EMY: no_access: yes
RewriteRule . % - [F,L]

## ROUTE PLUBLILC FILES
RewriteRule “(cssl scriptsl imgsl ajax) /0, 9% mvc/frontend/$1/%2 [L, HC]

FewriteRule “([a-zl+/20(cssl scriptsl imgsl ajax) A0, 7% mvc/ $1$2/%3 [L, HC]

RewriteRule “uploadsd/, #)7% tmp/uploads/$1 [L, HCI



## REOLUTE ALL

RewriteCond #{REQUEST_URIY !. ™. ico
RewriteCond #{DOCUMEMT _ROOTI #{REQUEST_URI: ! -f
RewriteRule . #)7% index. phpTuri=$1 C[L, 05A]



