<IfModul e mod_headets, c
Header always set Access-Control-Allow-Origin ="
Header always set Access-Control -Allow-Methods "POST, GET, PUT, OPTIOWS, PATCH, DELETE"
Header always set Access-Control -Allow-Headers "Authorization, X-Accept -Charset, X-
Accept, Content -Tupe"

AT FModul e

£IfModule mod_rewrite, o
£IfModul e mod_neqgotiation. o>
Options -Multiviews
<41 fModul e

FewriteEngine On
RewriteBase /

# Redirect Trallling 513shes, ..
RewriteRule (. #2/% /%1 [L,R=3611

# Whitelist only Index, php, robots txt, and those start with publics or ap17
RewriteRule 07 (4l indexh, phpl robotsh, txtl Cpublicl apia /) - [R=4A4, L]

# Handle Front Controller, .,
RewriteCond ¥{REQUEST_FILEMAMEX ! -d
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteRule . # index, php [LI

# https: <sgl thub, comst ymondesi gns: jut —aut be'wi k1/Aut hent 1 cation
RewriteCond #CHTTP: Authorizationd ©C, )
FewriteRule . # - [e=HTTP_AUTHORIZATION: %11

<41 fModul e

<IfModul e mod_expires, o

# Cache the audio files for 1 year.

#It's yp to the browser to respect this

ExpiresActive On

ExpiresByType audios/Cmpe?g3?l ogal aac) “access plus 1 uear”
<41 fModul e

<IfModul e mod_defl ate, ¢
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# LISgole gerliglioyy ror medig 111E5S

SetEnvI fHoCase Request_URI ““/api/plauys” no-gzip dont-wary

#
# Gzip compression,

# Stolen from https: /7gi thub, comshSbp.server-confl gs-apaches

# Force compression for mangled Accept-Encoding request headers

# https: < /devel oper, yahoo, comsbl ogssydns pushl ng-beyond-gzi ppl ng-25661, html

£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase "¢ Accept-Encodingl ¥-cept-Encodi ngl X{1531 “{1531 -{1532 %
“r{gzipl deflaterhss, Pvs=1+ [X"-1{4d, 133% HAVE_Accept-Encoding
RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng
</TfModul e
</TfModul e

# Compress all output 1abeled with one of the following MIME-types
IfModule mod_filter, c
AddOutputFilterBuTupe DEFLATE "applicationdatom+xml”

“applications javascript" A
“applications json" A
“applicationsld+json” A
"applications/mani fest+json"
“applicationsrdf+xml" A
"applicationsrss+xml” A
"applicationsschema+json”
"applicationsvnd. geo+json” &
"applicationsvnd, ms-fontobject”
“applicationsx—font-ttf"
"applicationsx-javascript” A
"applicationsx—web-app-mani fest+json” &
"applicationsxbtml+xml” A
“"applicationsxml" A
“fontseot" &
"font/opentype” &
"imagesbmp"
"imagessvg+xml" N
"imagesvnd, microsoft, icon® &



"imagesx-1con”
"text/cache-mani fest" &
“textsoss" A

“text/html" N

"text/s javascript" A
"text/plain" A

“text/vcard” N
“text/vnd rim location, xloc" %
"textsvtt" A
"text/x-component” A

"text s/ x-cross-domal n-policy” &
“text s xml"

AT Modul e
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