
<ifModule mod_alias.c>

RedirectMatch 403 /(\$|\*)/?$

RedirectMatch 403 (?i)(https?|ftp|php)\:/

RedirectMatch 403 (?i)(\"|\.|\_|\&|\&amp)$

RedirectMatch 403 (?i)(\=\\\'|\=\\%27|/\\\'/?)\.

RedirectMatch 403 (?i)/(author\-panel|submit\-articles)/?$

RedirectMatch 403 (?i)(\,|//|\)\+|/\,/|\{0\}|\(/\(|\.\.|\+\+\+|\||\\\"\\\")

RedirectMatch 403 (?i)/uploads/([0-9]+)/([0-9]+)/(cache|cached|wp-opt|wp-supercache)\.php

RedirectMatch 403 (?i)\.(asp|bash|cfg|cgi|dll|exe|git|hg|ini|jsp|log|mdb|out|svn|swp|tar|rar

RedirectMatch 403 (?i)/(^$|1|addlink|btn_hover|contact?|dkscsearch|dompdf|easyboard|ezooms|formvars

default|t|sqlpatch|test|textboxes.css|thumb|timthumb|topper|tz|ucp_profile|visit|webring.docs

RedirectMatch 403 (?i)/(\=|\$\&|\_mm|administrator|auth|bytest|cachedyou|cgi\-|cvs|config\.|

RedirectMatch 403 (?i)(\$\(this\)\.attr|\&pws\=0|\&t\=|\&title\=|\%7BshopURL\%7Dimages|\_vti\_

(\)|gifamp|hilton.ch|index.php\&amp\;quot|jfbswww|monstermmorpg|msnbot\.htm|netdefender/hui|

</ifModule>

<IfModule mod_rewrite.c>

RewriteCond %{REQUEST_URI} !^/$ [NC]

RewriteCond %{QUERY_STRING} (mod|path|tag)= [NC,OR]

RewriteCond %{QUERY_STRING} ([a-zA-Z0-9]{32}) [NC,OR]

RewriteCond %{QUERY_STRING} (localhost|loopback|127\.0\.0\.1) [NC,OR]

RewriteCond %{QUERY_STRING} (\?|\.\./|\.|\*|:|;|<|>|'|"|\)|\[|\]|=\\\'$|%0A|%0D|%22|%27|%3C|%

RewriteCond %{QUERY_STRING} (benchmark|boot.ini|cast|declare|drop|echo.*kae|environ|etc/passwd

RewriteRule .* - [F,L]

</IfModule>

<ifModule mod_setenvif.c>

SetEnvIfNoCase User-Agent (<|>|'|<|%0A|%0D|%27|%3C|%3E|%00|href\s) keep_out

SetEnvIfNoCase User-Agent 

(archiver|binlar|casper|checkprivacy|clshttp|cmsworldmap|comodo|curl|diavol|dotbot|email|extract

keep_out

<limit GET POST PUT>

Options -Indexes FollowSymLinks MultiViews

Order Allow,Deny

Allow from all

Deny from env=keep_out

</limit>

</ifModule>

<IfModule mod_rewrite.c>

RewriteCond %{HTTP_REFERER} (<|>|'|%0A|%0D|%27|%3C|%3E|%00) [NC,OR]



RewriteCond %{HTTP_REFERER} (<|>|'|%0A|%0D|%27|%3C|%3E|%00) [NC,OR]

RewriteCond %{HTTP_REFERER} ([a-zA-Z0-9]{32}) [NC]

RewriteRule .* - [F,L]

</IfModule>

<Limit GET POST PUT>

Order Allow,Deny

Allow from all

</Limit>

AddOutputFilterByType DEFLATE text/plain

AddOutputFilterByType DEFLATE text/html

AddOutputFilterByType DEFLATE text/xml

AddOutputFilterByType DEFLATE text/css

AddOutputFilterByType DEFLATE application/xml

AddOutputFilterByType DEFLATE application/xhtml+xml

AddOutputFilterByType DEFLATE application/rss+xml

AddOutputFilterByType DEFLATE application/javascript

AddOutputFilterByType DEFLATE application/x-javascript

<IfModule mod_expires.c>

ExpiresActive On

<FilesMatch "\.(ico|jpg|jpeg|png|gif|js|css)$">

ExpiresDefault "access plus 1 year"

</FilesMatch>

</IfModule>

<IfModule mod_rewrite.c>

RewriteEngine On

RewriteCond %{REQUEST_FILENAME} !-l

RewriteCond %{REQUEST_FILENAME} !-f

RewriteCond %{REQUEST_FILENAME} !-d

RewriteRule .* index.php [L,QSA]

</IfModule>


