#
# UTF-8 encodi mg
#

# use utr-8 encoding for anything served textsplain or textshtml
Addbef aul tCharset utf-5

# force utf-8 for a number of file formats
AddCharset utf-8 . html . c3ss . j5 . xml . json . rss

U

# "-Indexes" will have Apache block users from browsing folders without 5 default document
# Usually you should 1eave this activated, becsuse you shouldn't allow everybody to surrf

t firough

# every rfolder on your server (which 1ncludes rather private places 1ike CMS system

fol derss,

Options -Indexes

# If your server 15 not alresdy configured as such, the following directive
# should be uncommented in order to set PHP's register_global s option to OFF,
# This closes a3 major security hole that 15 abused by most Y55 (cross-site

# scriptingy attacks, For more Information: http: /php. netsregi ster_gl obal 5
#

# IF EEGISTER_GLOGALS DIRECTIVE CALUSES 588 ITHTEREHAL SERYER ERRORS

#

# Your server does not allow PHP directives to be set via . htaccess, In that
# case you must make this change in your php ini file instesd I you are

# using a commercial web host, contact the admind strators for assistance 1n
# doing this Mot all servers allow local php ind files, and they shoul d

# include all PHP configurations Cnot just this onel, or you will effectively
# reset everything to PHP defaul ts Consul towww, php. net for more detailed

# information about setting PHP directives

php_flag reqgister_globals Off
#

# Start rewlte englne
#

# Turning on the rewite engine 15 necessary for the following rules and Ffeatures,

T | L R



SLTTIIOOULE mod_rewrl Le, .F

RewriteEngi ne On
# FBlock access to "hidden” directories whose names begin with a period This
# 1ncludes directories used by version control systems such as Subversion or Gt

RewriteRule "7 /2%, " - [F, L]
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# GEHERAL REHWRITES #
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# #
# GEHERAL HOTES #
A e i e e R #
# We use [5=%] to skip the next % RewiteRules when 3 condition 15 met  so #
# 17 you add or edit anything, take this into account. #
A e i e e R #
# All environmental wariables we might want to use in the engine have the #
# prefix REWMRITE., s0 we can e3sily scoop them out of §_SERYER in PHP #
A e i e e R #
#If you think this 15 groovy, check this out: #
# http: A S www, webmasterworl d comsapaches 3205525 htm #
# #
# #
# Flag certain IFs as Trusted #
A e i e e R #
#  Always rlag local IFs as trusted #
A e i e e R #

SetEnvIf Remote_Addr “192%, 1684, 14, REWRI TE_TRUSTED_IP=true
SetEnvIf Remote_Addr “127%, 8%, 6%, [1-71% REWRITE_TRUSTED_IP=true

# #
# #
# Redirected everything that 15 an existing file and part of the public #
# dir Is directed straight to the existing file #
A e i e e R #

RewriteCond #CREOUEST_URIY ! /¢ [OR]

RewriteCond #CREQUEST_URLY ! 7/ _/(, #2

RewriteCond #CDOCUMENT_ROOT: #{REQUEST_URIY —f

RewriteRule . 7 - [OSA, L, E=REWRI TE_SOURCE: REAL_FILE, E=_REDIRELCT: yes]




# Get the client-reguested full URT and full guery string

RewriteCond ¥{THE_REQUESTY "CA-ZIL3, 93\ CA07P100NP07°% T#09% HTTRY
RewriteRule .7 - [E=REWRITE_URI: %1, E=REWRI TE_QUERYSTRIHG: %21

#
# Make sure pages that have already been rewitten are not rewiten 593100

FewriteCond #{EMY: _REDIRECTY “yes$ [OR]
FewriteCond #{EMY: REDIRECT_STATUST 286
RewriteRule .7 - [L]

#
# Redirected everything that 15 an existing file and part of the public

# directory to the engine, This alternative to passing straight through
# gives us the possibility to do things In PHP. 1ike authentication for
# sensitive J5 files, minification, cache control, newer versions etc

# _____________________________________
#  RewriteCond ZREQUEST_LRIZ ! "%

#  RewriteCond ZREQUEST_LRIZ ! “Ybackof f1ces(, 1

#  RewriteCond ZCDOCUMENT_ROOTH #{EMY: REWRI TE_LRI} -f

# RewriteRule . 7 - [E=REWRI TE_SOURCE: REAL_FILE, E=_REDIRECT: yes, 5=471

#

#

# redirect calls to the homepage

# _____________________________________

RewriteCond ¥{REQUEST_URIY “C/0%
FewriteRule . # - [E=REWRI TE_SOURCE: FROMT_PARGE, E=_REDIRECT: yes, 5=31

#

#

# Images that are to be resized are alse redirected to the enige,

# which calls 5 resize script

# _____________________________________

FewriteCond #¥REOUEST_FILEMAMEY “/resizes. = jpgl gi fl png)
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RewriteRule . 7 - [E=REWRITE_SOURCE: IMAGE_RESIZE, E=_REDIRECT: yes, 5=11

# #
# #
# set the source 1f not already set #
A R R R T R R #

RewriteCond #CEMY: REWRI TE_SOURCEX “%
RewriteRule . 7 - [E=REWRITE_SOURCE: EVER¥THIHG_ELSE, E=_REDIRECT: yes]

# #
# #
# Redirected everything to the engine #
A e R i e e #
# this 1ncludes any URL pointing to 3 non-existing file  This 15 based on #
# the assumption that the engine checks file extensions and reports an #
# userul a4/ #
A e R i e e #
RewriteRule ™0, #1% index. php [L, OSA]
# #
<41 fModul e

#EOF



