Directoryl ndex index php

# BEGIH WFSuperCache
# EHD WFSuperCache

# BEGIH WordFress

## Block known bad user agents, bots and potentially malicious reguest methods

## The following 115t may [nclude bots that no 1onger exist o that are not a problem for
your 51 te,

## The 115t will always be 1ncomplete and 1t 15 therefore wise to

## follow di scussions on one of the many “security” mailimg 115ts o on 3 forum

## such as httoe /7w, webmast erwor] d, comssearch_endgl ne_spl ders:”

## It 15 als0 unwise to rely on this 115t a5 your OHLY securl ty mechani sm.

## White-11st allowed sites

## Better to use IP addresses than (REROTE_HOSTG name
## Fewrl teCond ZCREFOTE_HOST? ! wordpresss, orgd [HCT
## White-11st WordPress and Automatic servers
RewriteCond ¥{REMOTE_ADDRY ! 216N, BN, 194, 4
RewriteCond ¥{REMOTE_RDDRY ! By, 34y, 174, 135
RewriteCond ¥{REMOTE_RDDRY ! By, 34h, 1774, 159
RewriteCond #¥{REMOTE_ADDRY ! BEN, 1354, 484,
FewriteCond ¥{REMOTE_RDDRY ! B34, Bh, 2314, 112
FewriteCond ¥{REMOTE_RDDRY ! B34, 178N, 1344,
RewriteCond #¥{REMOTE_ADDRY ! B34, 174y, 245%, 148
RewriteCond ¥{REMOTE_ADDRY ! 72%, 2334, 184N, 124
RewriteCond ¥{REMOTE_ADDRY ! 724, 233%, 184h, 98
RewriteCond ¥{REMOTE_ADDRY ! 724, 2334, 56N, 138
FewriteCond ¥{REMOTE_ADDRY ! 724, 233%, 564 139
FewriteCond ¥{REMOTE_RDDRY ! 72%, 2334, B9, 14
RewriteCond ¥{REMOTE_RDDRY ! 74y, 288N, 24,
RewriteCond #{REMOTE_ADDRY ! 74, 208, 247, 188
RewriteCond ¥{REMOTE_ADDRY ! 76N, 74y, 1594, 137
FewriteCond #¥{REMOTE_ADDRY ! 76N, 7dh, 2484,
RewriteCond ¥{REMOTE_RDDRY ! 76N, 74, 2544, 126
## White 115t 01 sgus

FewriteCond ¥{REMOTE_ADDRY ! 754, 1264, 1894, 284
RewriteCond ¥{REMOTE_RDDRY ! 74y, 864, 1984, 242
RewriteCond #¥{REMOTE_ADDRY !173% 1924, 614, 226
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#H MWL LE=L1SL LIVETYrE
FewriteCond ¥REMOTE_RDDRY !5A, 19, 5 163
# White-11st 1ocal host

RewriteCond ZCHTTP_HOSTY ! 70127, BY, B4, 11 local host) [HCI

## Elock bad user agents
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HCHTTP_USER_AGENTX
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Bl ackWi dow CHC, OR]

Bot mailto craftbot@yaboo, com [HC, OR]

ChinaCl aw CHC, OR]
Custo [HC, OR]
DISCo [HC, OR]

Downl oady Demon [HC, OR]

EirGrabber [HC, ORI
EmailSiphon [CHC, OR]
Emaillolf CHC, ORI

Expressh kWebPictures [HC, OR]
ExtractorPro [HC, ORI

EyeMetIE [HC, ORI
FlashiGet [HC, ORI
GetRight [HC, ORI
Getlleb! [HC, OR]
5ol £i11a [HC, ORI

Go-Ahead-Got-It [HC, ORI

GrabMet [HC, OR]
Grafula [HC, OR]
HMVi ew [HC, OR]
HTTrack [HC, OR]
HTTrack [HC, OR]

Imaget, Stripper [HC, ORI
Imageh Sucker [HC, ORI
Indyt Library [HC, ORI
Indyt Library [HC, ORI

IntercGET [HC, ORI

Internets HMinja [HC, ORI
JOCY Mebs Spider [HC, ORI

JetCar [HC, ORI
LeechFTP [HC, ORI

MIDown tool [HC, ORI
Massh Downl oader [HC, OR]

Misters Pix [HC, OR]
Mawtroad [HC, OR]
HearSite [HC, ORI



Fewrl teCond
RewriteCond
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HetHnt= L[HC, OE]

HetSpider [HC, ORI

HetZIF [HC, OR]

Hets Yampire [HC, OR]
Octopus [HC, OR]

Of flineh Explorer [HC, ORI
Of flineh Hawvigator [HC, ORI
PageGrabber [HC, ORI

Papa“ Foto [HC, ORI

ReGet [HC, OR]

Real Downl oad [HC, OR]
5iteSnagger [HC, ORI
SmartDownl oad [HC, OR]
SuperBot [HC, ORI
SuperHTTP [HC, ORI

Surfbot [HC, ORI

Teleports Pro [HC, ORI
TurnitinBot [HC, ORI

Yoi dEYE [HC, OR]

WLWOFFLE [HC, OR]

KWebAuto [HC, ORI

WebCopier [HC, ORI
HebFetch [HC, OR]

HebGo% IS5 [HC, ORI
WeblLeacher [HC, ORI
WebReaper [HC, ORI
WebSauger [HC, ORI
HebStripper [HC, ORI
WebWhacker [HC, ORI

HebZI P [HC, OR]

Webh Imageh Collector [HC, ORI
Web' Sucker [HC, OR]
Hebsitey Quester [HC, ORI
Hebsitey extractor [HC, ORI
kidow [HC, ORI

mal donh WebSpider [HC, ORI
Zeus [HC, OR]
archiverloader [HC, ORI
casper [HC, ORI

clshttp [HC, ORI
cmsworldmap [HC, ORI



RewriteCond #CHTTP_USER_AGEMTX
RewriteCond #CHTTP_USER_AGEMTX
RewriteCond #CHTTP_USER_AGEMTX
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curl [HC, OR]
diavol [HC, OR]
dotbot [HC, OR]
eCatch [HC, OR]
email [HC, ORI
extract [HC, OR]
flicky [HC, OR]
grab [HC, ORI
harvest [HC, OR]
jakarta [HC, OR]
Jjawa [HC, ORI
kmocrew [HE, OR]
larbin [HC, OR]
libwwy [HC, OR]
miner [HC, ORI
nikto CHC, ORI
pavuk [HC, ORI
pcBrowser [HC, ORI
pl anetwork [HC, ORI
puycurl [HC, ORI
puthon [HC, ORI
scan [HC, OR]
skygrid [HC, OR]
tAkeOut [HC, ORI
wget [HC, ORI
winhttp [HCI

FewriteCond #¥{HTTP_REFERERY . ru [HC, OR]
RewriteCond #¥{HTTP_REFERERY “. cn [HC]
## MHote: The final RewiteCond must HOT use the [OR] f1ag.

## Feturn 483 Forbi dden error,

RewriteRule . * - [F]

## Frotect sensitive files from cl1ent-s1de viewlng

¢FilesMatch " “(wp-configh, phpl phpt, inil phpSh. inil installh, phpl phpt, infol readmes, htmll bb-
configh, phpl “htaccess! readmes, txtl error_logl erraors, 1ogl PHP_errorsh, Logl b, svn)

Deny from all
£/FilesMatch:

<Limit GET HERD POST:
arder deny, allow
deny from . ru

n.

]



deny from
<flimits

L CN

# protect xmlrpe

<Files xmlrpc. php:

Order Deny, ALLow

Deny from
/Filess

all

<IfModule mod_rewrite, o

RewriteEngi ne On

RewriteBase

Rewri teCond

Rewri teCond
RewriteRul e

RewriteCond
RewriteCond
RewriteCond
RewriteRul e

RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e

/

®LSERVER_PORTY '111%
ECHTTP_HOSTY “wiww', ©, #23% [HCI
“Coeng http ASELA$1 [R=3A1, L]

WIHTTPSY off

ELREQUEST_URI Y pallet-pricing
ECHTTP_HOSTY “Cwwwty, 270, #3% [HCI
)% https: A/E2581 [R=381, L, 05A]

“charcoal. #product s, btml 7%
“printablelists, html 7%
“how_to_orders, html 74
“guest _book", html 7%
“historgs, html 7%

Sproductss [R, L]
[R, LI

[R, LI
[R, LI

[R, LI

Sproductss
Sproductss

Sproductss
Sproductss

FewriteRule “indexh, phpd - [LI
RewriteCond ¥{REQUEST_FILEMAME: ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
RewriteRule . /index, php [LI
<fIfModul e

# EHC WotrdPress

AuthHame bbcharcoal. com

AuthUserFile /mnt/stor9-woc2-

dfwl /5283534528995 www, bbcharcoal . comd webs/ content / _wti _pwt/servi ce, pud
AuthGroupFile /mnt/stor9-wc2-






