#

# | Character encodlngs /

#

# Serve all resources 1abeled a5 textshtml or textsplain’

# with the medis type "charset’ parameter set to UTF-8,

#

# https: /7Rt tpd apache, orgsdocsscurrent s modscore [t ml #3ddder aul tcharset

AddDef aul tCharset utf-5

# Serve the following file types with the media type "charset’

# parameter set to UTF-5

#

# https: </httpd apache. orgsdocsscurtent smodsmod_ml me. ft ml #addchar=set

<IfModul e mod_mime. c>
AddCharset utf-5 . css

CJs N
. json N
Cdf o
B =T
. xml

<41 fModul e

#

# 1 File access

#

# Block access to directories without 5 default document,

#

# vou should 1eave the following uncommented, a5 you shouldn'to 511 ow
# anyone to suef through every directory on your server Cwhich may

# Includes rather private places such as the CHS' s directori ess,

<IfModul @ mod_aut ol ndex, o
Options -Indexes
AT FModul e



#

# | Reducing MIME type securlty risks /

#

# FPrevent some browsers from MIME-sni Ffing the response,

#

# This reduces exposure to drive-by download attacks and cross-origin

# data leaks, and should be 1eft uncommented, especially 17 the server
# 15 serving user-upl oaded content or content that could potentially be
# treated as executable by the browser,

#

<IfModul e mod_headets, c»
Header set X-Content-Type-Options “nosniff"
</ fModul e

#
# 1 Clickjackimg /
#

# FProtect website agalnst clickjacking

#

# The example below sends the ~X-Frame-0Options  response header with

# the wvalue "DENY', Informing browsers not to display the content of

# the web page in any frame,

#

# This might not be the best setting for everyone You shoul d read

# about the other two possible values the ~X-Frame-0Options  header

# field can have: “SAMEORIGIN and ~ALLOW-FROM

# https: //tool s 1etf, orgshtml Arfoc7a398sect] on-2 1,

#

# Keep in mind that while you could send the s-Frame-Options  header
# for all of your website’s pages, this has the potential downside that
# 1t forbids even non-malicious framing of yow content (e g when

# users visit your website using a Google Image Seatch resul ts pagel,

#

# Monethel ess, you should ensure that you send the s-Frame-Options

# header for all pages that allow 5 user to make a state changl ng

# operation (e g pages that contain one-click purchase 11nks, checkout
# or bank-transrer confirmation pages, pages that make permanent



# contlguratlon changes, etc. J,

#

# Sending the X-Frame-0ptions header can also protect your website

# against more than just clickjacking attacks:

# https: < /curess desxfo-click jackl mg, pdf,

#

# https: #/tools 1etf, orglhtml 2rfc7asd

# httoe /7Bl ogs, msdn, comsbs1 el nt ernal s/archi ves 261 8,637 38, combat 1 ng-cl 1 ok jackl ng-wl th-x-
frame-options, aspx

# httpos < www, owasp, orgsl ndex, phpeCl 1 ck jack ng

<IfModul e mod_headers, cx
Header set X-Frame-Options " DEHY"

# “mod_headers’ cannot match based on the content-tupe, howsyer,

# the "s-Frame-Options’ response header should be send only for
# HTAL documents and not for the other resources,

¢FilesMatch ",
i appcachel atoml bbawl bmpl crxl cssl curl eotl f4labpyll f1vl geojsonl gi fl htcl icol jpe?
gl jsl jsonild)?
| meC a1l mani fest| mapl mpal oexl ogl agvll opusl ot I pdfl pngl rdfl rssl saf ariextzl svgz?
| swfl topojsonl t1Lcf 1l txtl voard wofl wttl webappl webl mpll webmani festl wof f271 x1ocl xmll xpi 2 $" >
Header unset X-Frame-Options
£/FilesMatch:

AT Modul e

RewriteEngine On

RewriteCond ¥{REQUEST_FILEMAMEY ! -d
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond #¥{REQUEST_FILEHAMEY ! -1
RewriteRule “C, 3§ 484, html [0QSA, L]



