# See https: /gl thub, comsh5bps bt ml 5-boi 1 erpl at esbl obsmast ers/di 5t ht access
# and https: /sl st gl thub, comschel so/8749688 for more 1nformatlon

# sbout some of these directives

# Everything 15 UTF-8
Addbef aul tCharset utf-5
AddCharset utf-5 . atom

. bbaw

L0555

. geojson M

CJs N

. json N

. jsonld

.manifest

Cdf o

B =T

. topojson

CWLL N

webapp M

. webmani fest

cxlac s

. xml

# Mo directory 11stings Cfor securl toyl
£l fModul e mod_autol ndex, o

Options -Indexes
<41 fModul e

# Avold rewlting 1ssues
Options -Multiviews

# Alter HTTF headers for 1mproved securl ty
Header set X-Content-Tupe-Options “nosniff"
Header set X-x55-Protection "1: mode=block"
Header unset X-Powered-By

# Hide Apache somewhat (see html 5boilerpl ate for details)
ServerSignature OFf

# GZip settings from html Bhollerpl ate
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SLTIrAdULE mod_JdeT L dLe, 27
SetEnvI fHoCase "¢ Accept-EncodXngl ¥-cept-Encodi ngl X{1531 “{1531 -{1532% "((gzipl deflaterhss:, 7
Wsxd 4 [WY-11{4,133% HAVE_Rccept-Encoding
RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng
AddOutputFilterBuTupe DEFLATE "applicationdatom+xml”
“applications javascript" A
“applications json" A
“applicationsld+json” A
"applications/mani fest+json"
“applicationsrdf+xml" A
"applicationsrss+xml” A
"applicationsschema+json”
"applicationsvnd. geo+json” &
"applicationsvnd, ms-fontobject”
“applicationsx—font-ttf"
"applicationsx-javascript” A
"applicationsx—web-app-mani fest+json” &
"applicationsxbtml+xml” A
“"applicationsxml" A
“fontseot" &
"font/opentype” &
"imagesbmp"
"imagessvg+xml" N
"imagesvnd, microsoft, icon® &
"imagesx-icon" A
"text/cache-mani fest" &
"textsoss" A
"text/html" M
"text/ javascript" A
"textsplain® A
"textvcard” N
"text/vnd rim location, xloc" %
"textsvtt" A
"text/ x—component” A
"text s x-cross-domai n-policy” A
"text s xml"
</TfModul e

# Don't 1et proxies create probl ems

Header metrge Cache-Control "no-transform”



Rewrltebngine Un

# Rewite cache-busting url =

RewriteRule “C, 1% hash-, =75 ()% $1. $2 [PT]

# Except for specific (whitelistedy files, rewite everything to 1ndex php

# ror approprlate routlng

FewriteRule ! “istyless, cssl clienth, jsl libss, # imgh/. # docsh/, # robotsh, txt)$ index php

# Misc, caching settings
FileETag All
Header metge Cache-Control “priwvate”

# For ordinary (noncachebustedy files, set a very short expiration time
ExpiresActive on
Expiresbefault "access plus B seconds”

# Because we use cachebusting URLs, we can set "explres”

# very far in the future,

ExpiresByType texticss "access plus 1 year"

ExpiresByType application/ javascript "access plus 1 year"
ExpiresByTupe applicationdx-javascript "access plus 1 year"
ExpiresByType text/javascript "access plus 1 uyear"



