
#--------------------------------------------------------#

#     Protect files                                      #

#--------------------------------------------------------#

<FilesMatch "\.(?:htaccess|htpasswd|ini|php|phtml|php3|php4|php5|php6|pl|py|jsp|asp|htm|shtml|bat|sh|cgi)$"

Order allow,deny

Deny from all

</FilesMatch>

#--------------------------------------------------------#

#     Don't run executable files                         #

#--------------------------------------------------------#

<Files *>

  SetHandler none

    SetHandler default-handler

</Files>

#php_flag engine off

#--------------------------------------------------------#

#     Block shell uploaders, htshells, and other baddies #

#--------------------------------------------------------#

RewriteCond %{REQUEST_URI} ((php|my|bypass)?shell|remview.*|phpremoteview.*|sshphp.*|pcom|nstview

RewriteCond %{REQUEST_URI} (\.exe|\.php\?act=|\.tar|_vti|afilter=|algeria\.php|chbd|chmod|cmd

RewriteCond %{QUERY_STRING} 

(\.exe|\.tar|act=|afilter=|alter|benchmark|chbd|chmod|cmd|command|cast|char|concat|convert|create

[NC]

RewriteRule .* - [F]

#--------------------------------------------------------#

#     No directory listings                              #

#--------------------------------------------------------#

IndexIgnore *

Options All -Indexes

#--------------------------------------------------------#

#     Only allow GET HTTP methods                        #

#--------------------------------------------------------#

<LimitExcept GET>

Deny from all

</LimitExcept>


