£Files ™ "\, (sglitel sdbl s3dbl dby "=
Require all denied
£/Files:

# 0on't show directory 115t1ngs
Options -Indexes

# URL rew-tes
<IfModul e mod_rewrite, o

Options -Multiviews

FewriteEngine On
# Rewri teBase

# Protect some contents

RewriteRule ™ /7%, git+ - [F,L]

RewriteCond ¥{REQUEST_FILEMAME: ! -f
FewriteCond ¥{REQUEST_FILEMAMEY ! -d
RewriteRule . # index, php [LI

<IfModul e mod_ensy, o
SetEry COCKPIT_URL_REWRITE On
AT FModul e

AT FModul e

# Allow Cross-0r1 gl n-Resource-5hari ng
<IfModul e mod_headets, c

Header add Access-Control-Allow-Origin ="

Header add Access-Control -ALlow-Methods: "GET, POST, OPTIOMS, DELETE, PUT"

AT FModul e

AddDef aul tCharset utf-5

AddTupe applications javascript i3 jsonp
AddTupe applications json J=on

T P



# HUOL O
AddType audiofogg
AddType audi o/ mpa

# ¥ideo

AddType wideo/ogg
AddType wi deo/mps
AddType wideo/webm
AddType wideodx-f1w

# 5v

# Reguired for swg webfonts on 1FPad

oga 0gg
mda fda f4b

ogy

mpd mdy fdv fdp

webm
flw

#  twitter, com/Fontsqgul Frel /st atuss1 955559055
o]

AddType i mage/ svg+xml
AddEncoding gzip

# Webrfonts

AddType application/vnd ms-fontobject
AddType applicationsx—font-ttf
AddType font/opentype

AddType applicationsx—font-woff

AddType imagesx-icon

AddType image/webp

AddType text/cache-mani fest

AddType text/x-component

AddType applicationsxml

AddType text/x-wvcard

AddType applicationsx-shockwave-T1ash

£<IfModul e mod_expires, o

ExpiresActive On

ExpiresByType applicationd json
ExpiresByType applicationspdf

ExpiresByTupe applicationsx-shockwave-f1ash

ExpiresByTupe imagesbmp
ExpiresByType imagesqgif
ExpiresByType image’ jpeq

Svg SvOZ

=1n

ent

ttf ttc

ot f
wof f

ico
webp

appcache manifest

htc

t-ss atom xml rdf

wiof
swf
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ExplresBUlype 1magespng "access plus 1 year”
ExpiresByType imagesswg+xml "access plus 1 year”
ExpiresByType imagestiff "access plus 1 year”
ExpiresByType imageswnd. microsoft, icon "access plus 1 year”
ExpiresByType imagesx-1icon "access plus 1 year”
ExpiresByTuype text/css "access plus 1 year”
ExpiresByTupe wideosx—f1w "access plus 1 year”
ExpiresByType applicationdvnd, bw-fontobject "access plus 1 year”
ExpiresByType applicationd/x-font-ttf "access plus 1 year”
ExpiresByType applicationsfont-woff "access plus 1 year”
ExpiresByType font/opentype "access plus 1 year”
ExpiresByType image/webp "access plus 1 year”

# The following HIME types are 1n the process of reglstration
ExpiresByTupe applicationdxslt+xml "access plus 1 year”
ExpiresByType imagesswg+xml "access plus 1 year”

# The following HINE types are HOT regi stered
ExpiresByType applicationmathml +xml "access plus 1 year”

ExpiresByTupe applicationsrss+xml "access plus 1 year”

# Javascript has wvarious HIME types

ExpiresByType applicationdx-javascript "access plus 1 year”
ExpiresByType applicationd javascript "access plus 1 year”
ExpiresByType text/ecmascript "access plus 1 year”
ExpiresByType text/javascript "access plus 1 year”
</1fModul e
#

# [0isabling ETags a5 they are most 11kely misconflgued and
# do not add functionalit beyond Last-Hodi £1ed
#
<IfModul e mod_headers, ¢

# Try removing etag headers CIf 1t's coming from proxy for exampl e

Header unset ETag
</1fModul e

<IfModul e mod_deflate, o>

# Force deflate for mangl ed headers devel oper, yahoo, comsbl ogssydn/post s/ 261 8,1 2/ pushi ng-



beyond-gzi ppi g
IfModule mod_setenvif. c
<IfModul e mod_headets, c
SetEnvI fHoCase "0 Accept-Encodingl ¥-cept-Encodi ngl X153 “{153] -{1532 %
“rigzipl deflaterhss, Ths#1+ [X"-1{4, 133% HAVE_Accept-Encoding
FequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encoding
<41 fModul e
<41 fModul e

# Compress all output 1abeled with one of the followlng MIHE-types
# (for Apache versions below 2 3 7, you don't need to enable “mod_filter’
# and can remove the “<Iftodule mod_filter, c»’ and </IfModules” 1ines as
# AddOutputFilterByType 15 still in the core directlves)
IfModule mod_filter, c
AddOut putFilterBuTupe DEFLATE applicationdatom+xml

application/ javascript

applicationd json

applicationdrss+xml %

application/vnd ms-fontobject

applicationdx-font-ttf

applicationdxhtml +xml

applicationdxml *

fontsopentype

images svg+xml

images x—icon M

text/css A

text/html

text/plain &

text/x-component ™

text/xml
<41 fModul e

AT FModul e

# Femove ETags
FileETag MHone



