#-—— DH-FHF handl ers ---

AddHandler fastcgi-script fog fogi fpl
AddHandl er php-fastcal . php

Action php-fastcgl /ogi-binddispatch. fogl

SetEny TZ AmericasHew_York

# Use FHF5 a5 defaul t

# AddHandl e+~ appl 1 cationsx-ht tpd-phps . php . phpd . php3 . phtml

##

# @version $1d htaccess txt 13415 2A09-11-A3 15 53 252 1an %

# Bpackage Jooml &

# Bropyright Copuyrlght (03 28A5 - 2A08 Open Source Matters Al rights reserved,
# Bl1cense htto sf i, gou, orgscopyl eftsgol, html  GHUYGPL

# Joomls! 15 Free Software

##

HHRRRRRRRRRRRRRRRRRR BB BB BB BB RRRRRRRRRRRRRRRRRRRRRRRRH

# KEEAD THIS COMFLETELY IF ¥YOU CHOOSE TO LUSE THIS FILE

#

# The 1ine just below this section: 'Options +FollowSymlinks' may cause probl ems
# with some server configueations, It 1s required for use of mod_rewite, but may alteady
# be set by your server admind strator in 8 way that i ssallows changing 1t 10

# your . htaccess file,  If using 1t causes your server to error out, comment 1t out Cadd #
to

# beginning of 11nel, reload your site 1n your browser and test your sef wrl's IF they
work,

# 1t has been set by your server admin strator and you do not oneed 1t set here
#

HHRRRRRRRRRRRRRRRRRR BB BB BB BB RRRRRRRRRRRRRRRRRRRRRRRRH

## Can be commented out 1f causes errors, see notes above,

Options +FollowSumlinks

#

# mod_rewite 1n use

RewriteEngine On

#Has sty Begin - Rewite rules to block out some common explol ts

## If you experience probl ems on your s1te block out the operations 11sted bel ow
## This attempts to block the most common type of exploit “attempts’ to Jooml
#

## Deny access to extension xml F11es Cuncomment out to activated

#cFiles ™ "%, xmlg">

P77 PRSP -7 7T .. -t .



#LrUer g1 o, Jeriy

#oeny From all

#5ati=sry all

#o/F1lesy

## End of deny access to extension xml files

RewriteCond %{OUERY_STRIMGY mosConfig_[a-zA-2_141, 213C=1 %¥E300 [OR]
# Block out any script trying to base6d_encode crap to send via URL
RewriteCond ZC0UERY_STRIMGY basebd_encode, =h(, =) [0OR]

# FBlock out any script that Includes a <script: tag in URL
RewriteCond ¥{0UERY_STRIMGY (%<I ¥3Ch, #script, =% ¥3E2 [HC, OR]

# FBlock out any script trying to set 3 PHP GLOBALS wariable wia URL
RewriteCond %{OUERY_STRIMGY GLOBALSC=| “[I “¥[B-9A-Z1{8, 232 [OR]

# FBlock out any script trying to modify & _REQUEST wariable wia URL
RewriteCond ¥{0UERY_STRIMGY _REQUESTC=| [ %¥[B-9A-Z1{@, 232

# send all blocked request to homepage with 483 Forbi dden error!
FewriteRule 0, #)% index, php [F, L]

#

#Hasasfass End — Rewrlte rules to block out some common explolts

#  Uncomment following 1ine 1f your webserver's LRL

# 15 not directly related to physical file paths,

# lUpdate Your Joomla! [Dfrectory ¢ just # for rooth

# RewrlteFase /

#Hagfstats Fegin - Jooml 3! core SEF Section

#

RewriteCond %{REQUEST_FILEMAMEY ! —f

RewriteCond %{REQUEST_FILEMAMEY ! -d

FewriteCond ¥REQUEST_URIY ! “/index, php

RewriteCond #{REQUEST_URIZ (/1% phpl s htmll ™, bkml %, feed b, pdflh, rawl A07 J20% [CHC]
RewriteRule o, #) index php

RewriteRule . # — [E=HTTP_RAUTHORIZATIOM: ¥IHTTP: Authorizationd, LI

#

s End - Jooml 3! core SEF Section

#pagasfass Fedirect to MailChimp malling 115t subscription editing page
#

Redirect 3681 /mailing-list http //ohiocitycucl es. usl. 1ist-manage, coms subscribe?
U=257f Ab351 592422379506 7ddd4]l d=df 8364daec

#

HHHHHHHRIH

Options -Indexes



