# Enable FHF 5 4
# AddType 3ppl 1 cationsx-ht tpd-php54 . php

RewriteEngine on

## Force wuw,

#Rewr1 teCond XEHTTP_HOST: ! 7%

#Rewrl teCond XCHTTP_HOST? ! "www', [HCT

#Rew1teRule ™ http: /s www, ZCHTTP_HOSTH ACREQUEST_URI: [R=34A1, L]

S

S

## FPush everythi ng through 1ndex php
RewriteCond #¥{REQUEST_FILEMAMEY ! -f
RewriteCond #{REQUEST_FILEMAMEY ! -d
RewriteRule “C[*7?1#0% /index. php/$l [HC, L, 05A1

# Deny Access to sensitive f1les directly
<Files

o

C,umll, twigl,incl, sgla"s
Order allow, deny
Deny from all

£/Files:

# Addi tional Security for htaccess
¢Files . htaccess:

Order allow, deny

Deny from all
£/Files:

#
# Expires headers (for better cache controll
#
#
# BHOTE: I recommend di s3b11ng this mod_explres on your 1ocal mach ne

# =50 that you don't need to re-version your assets everytlime you make

# 3 change!

#

# These are pretty far-ruture expl res headers

# They assume you control versionimg with cachebusting query params 11ke:
# <script sro="applicatlon js7261 AAGAS" >

# Addi tionally, consider that outdated proxies may miscache

#
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#

# If you don't use filenames to wversion, lower the css and js to something 11ke "access
plus 1 week”

#

£IfModul e mod_expires. o
ExpiresActive on

# Perhaps better to whitellst expires rul es? Perhaps,
Expireshefaul t "access plus 1 month"

# cache, appcache needs re-requests In FF 5 6 Cthy Remy “Tntroduci ng HTHLED

ExpiresByType text/cache-manifest "access plus A seconds”

# Your document html

ExpiresByType text/himl "access plus A seconds”
# [ata

ExpiresByTuype text/xml "access plus A seconds”
ExpiresByType applicationdxml "access plus A seconds”
ExpiresByType applicationd json "access plus A seconds”
# R55 fee

ExpiresByTupe application/rss+xml "access plus 1 hour”

# Favicon {cannot be renamed)

ExpiresByTupe image/x-1icon "access plus 1 week"

# Medi s 1mages, wideo, audio

ExpiresByType imagesqgif "access plus 1 month"
ExpiresByTupe imagespng "access plus 1 month"
ExpiresByTupe image’s jpg "access plus 1 month"
ExpiresByType image’ jpeq "access plus 1 month"
ExpiresByType wideosogg "access plus 1 month"
ExpiresByType audiosogg "access plus 1 month"
ExpiresByTuype wideos/mpd "access plus 1 month"
ExpiresByType wideoswebm "access plus 1 month"
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# HIC rfiles (css3pl



Expl resByType

# Webfont=

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

text / x—-component " ACCESS
font/truetype " access
font /opent ype " access
applicationdx-font-wof f " access
1 mage/ svg+xml " access

applicationdvnd ms-fontobject "access

# C55 and Javascript

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

<IfModule mod_
Header append Cache-Control "public

AT T Modul e

AT T Modul e

text/css "access
application/ javascript " access
text/ javascript " access

headers, o

# GZIFP Compression

£IfModul e mod_gzip. o>

mod_gzip_on Yes

mod_gzi p_dechunk ‘es

mod_gzip_item_
mod_gzip_item_
mod_gzip_item_
mod_gzip_item_
mod_gzip_item_
mod_gzip_item_

AT T Modul e

plus

plus
plus
plus
plus
plus

plus
plus
plus

include file . Chtml?l txtl cssl jsl phpl plo %

include handler “col-script$
include mime “text/, =

include mime “applicationdx-javascript,

exclude mime “images. =

exclude rspheader “Content-Encoding . =gzip. #

—_ = == = =

month”

mant b

mant b

mant b

mant b

mant b

Jear"
Jear"
Jear"



