SetEnv APP_EMVIROHMEMT dewel opment

Options -Indexes

AddTupe audio/mp3 . mp3
AddType audiosogg . ogg

SetEnvIf Origin ““httpisa® FA0 4, 07
i 1ocal hostl cdnh, rockl egends, orgl rocklegendt, orgl facebook, comd () [A-91+)7%" origin_is=$6
Header alwaus set Access-Control-Allow-Origin #origin_isie env=origin_is

£IfModule mod_rewrite, o
£IfModul e mod_neqgotiation. o>
Options —Mul tiviews
<41 fModul e

RewriteEngine On

# force HTTFS
#Rewr] teCond ZCHTTPS: | =on
#Rewri teRule 0, #1% https </ ZCHTTP_HOST A %1 [R=341, L]

# remove the server s1gnature
#5erversi gnature OFfF

# enable H5TS
#Header al ways set Strict-Transport-5Securi ty “max-age=1 6A7A988; 1 ncl udesubbomal ns"

# always enable the ¥55 filter of the browser
#Header al ways set X-Xss-Protection “1; mode=block”

# prevent mimetype sn1 FF1mg
#Header al ways set X-Content-Type-0ptlons “nosnd 1

# prevent framing
#Header al ways set X-Frame-0Options " SAMEORIGIH"

# CSF, use with care and whitelist external 11nked domains
#Header al ways set Content-Securi ty-Follicy "defaul t-sc 'self’ 'unsafe-inline'”
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# FEEUIrELL [Mdlll /II:I ol dSM1ES,
#Rewrl teRule 70, #1/8 781 [L, R=3817
RewriteRule “{documentation) - [L, R=3A11]

# Handl e Front Controller, ..
RewriteCond #LREQUEST_FILEMAMEY ! -d
RewriteCond #%REQUEST_FILEMAMET ! -f

el

RewriteRule ™ index php [L]

AT FModul e

<IfModul e mod_defl ate, ¢

# Force deflate for mangl ed headers devel oper, yahoo, comsbl ogs/ydn/post 57261 8,1 2/ pushi ng-
beyond-gz1 ppd g
£IfModule mod_setervif, o
<IfModul e mod_headets, c»
SetEnvI fHoCase "¢ Accept-Encodingl ¥-cept-Encodi ngl X{1531 “{1531 -{1532 %
“(Cgzipl deflatexhss, Phsxa+ [X™-1{4,133% HAYE_Accept-Encoding
RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng
<fIfModul e
<fIfModul e

# Compress all output 1abeled with one of the following MIME-types
£IfModule mod_filter, c
AddOut putFilterBuTupe DEFLATE applicationdatom+xml

application/ javascript
applicationd json
applicationdrss+xml %
applicationdvnd ms-fontobject
applicationdx-font-ttf *
applicationdxhtml +xml %
applicationdxml
font/opentype
images svg+xml
images x—1icon M
text/css A
textshtml
text/plain &
text/x—-component
text/xml

<fIfModul e



AT Modul e



