# BEGIH WordFress

£IfModule mod_rewrite, o
FewriteEngine On

RewriteBase /flexbones/

RewriteRule “indexh, php$ - [L]
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEX ! -d
RewriteRule . /flexbones/index php [L]
<41 fModul e

# EHC Wotr-dPress

## Load upl oads from the staging or production servers

£IfModule mod_rewrite, o
# Attempt to 1osd f1l1es from production 17
# they' re not In ow 1ocal version
FewriteCond ¥{REQUEST_FILEMAMEY ! -d
RewriteCond ¥{REQUEST_FILEMAME: ! -f
FewriteRule appsupl oads /(. 1 &
http: //myproductionsite comd appsdupl oads/$1 [HC, L]
<41 fModul e

#HH SECURITY
# General Security Hardenl ng measures
# KG5-Frotection

# https </kb, sucurl. netswarni ngsshardent ngsheaders-x-xss-prot ect 1 on

<IfModul & mod_headers, ¢
Header set ¥-%55-Protection "1; mode=block"
AT FModul e

# X-Frame-0pt1ons
# https: </kb sucorl. netswarni ngs:shardent ngsheaders-x—frame—-cl 1 ck jackl mg

<IfModul e mod_headets, c
Header alwaus append ¥-Frame-0ptions SAMEORIGIH
<41 fModul e

NN ¥ P R R



# ATLOMNCENIL =T Qe TI0SL T T

# https: <okb, sucurl. netswani ngsshar-dent ngsheaders-x-cont ent -t ype

<IfModul e mod_headets, c»
Header set X-Content-Type-Options nosniff
</ fModul e

# Wordpress recommend the ol lowl mg

# http A/ codex, wordpress, orgsHardent ng_HordPress
# FBlock the 1nclude-only files,

I fModule mod_tewrite, o

RewriteEngi ne On

RewriteBase /flexbones/

FewriteRule “wp-adminsincludess - [F, L]
FewriteRule ! "wp-includes/ - [5=31

FewriteRule “wp-includessL"/1+%, phps - [F, L]
FewriteRule “wp-includes/ js/tinumcesl angss. +%. php - [F, L]
FewriteRule “wp-includesstheme-compats - [F, L]

<A Modul e

£files wp-config php:
order allow, deny
deny from all
/files:



