AddDef aul tCharset UTF-5

HHRBR R AR R AR R AR R AR R AR RAR AR R A
#H## UEL FEWEITE #H##
HHRBR R AR R AR R AR R AR R AR RAR AR R A

FewriteEngine On
FewriteRule “(system) - [F,L]

# App =1ngle thems

RewriteCond #{REQUEST_FILEMAMEY ! -f

RewriteCond ¥{REQUEST_FILEMAMEX ! -d

FewriteRule “assetss(, #2% app/templ atessassetss$1 [0QSA, L]

# App mul t1-theme

RewriteCond #{REQUEST_FILEMAMEY ! -f

RewriteCond ¥{REQUEST_FILEMAMEX ! -d

FewriteRule “themes/([A-9a-zA-Z_-1¢{1,3) assets/0, #2% app/templ ates/$1/assets /42 [QSA, L]

# Module =1ngle thems

RewriteCond #{REQUEST_FILEMAMEY ! -f

RewriteCond ¥{REQUEST_FILEMAMEX ! -d

RewriteRule “([A-9a-zA-Z_-11{1, ) assets /(. 2% modulesd$1/templ ates/assets/$2 [0QSA, L]

# Modul & mul t1-theme

RewriteCond #{REQUEST_FILEMAMEY ! -f

RewriteCond ¥{REQUEST_FILEMAMEX ! -d

RewriteRule “([B-9a-zR-Z_-1{1, ) /themes/([A-9a-zA-Z2_-1{1, 31 assets/(, 2§
modul ess %1 Atempl ates/ 327 assets/%3 [035A, L]

# 1ndex, php

RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEX ! -d
RewriteRule . # index. php/$8 [OSA, LI

HHHRRAAE ERROR DOCS

ErrorDocument 488 ' <html »<head: </ head: <body:<hl >488 Bad Request<shl:</body:< html:
ErrorDocument 481 ' <html »<head: < head: <body:<hl >481 Unauthorized</hl </ boduy: < html >
ErrorDocument 483 ' <html »<head: < head: <body:<hl >483 Forbidden< /bl :</body: < html =
ErrorDocument 484 ' <html »<head: </ head: <body:<hl >484 Hot Found</hl:</body: </ html =

FcimeiteMf e i i =L I L Lot T R e e T [ s P S D Do Lunfi ¥ [P Ny SRR [y 1) R § [k B BESSPESRS B SR LT | S ML L S R,



Crruruacument s
ErrorDocument SE6
</html '
ErrorDocument 561
ErrorDocument SA3
</html '

STILML A4 TIEdUA & F TNIEdUs S D00 <TI0 #9020 FISLTIO0 MOL HL L OWeEQsS s T < 0 DOOUs < s TICIL #

" <html »<head:</head: <body:<hl >588 Internal Server Ervror</hl:</bodys:

" <html »<head:</head: <body:<hl >581 Mot Implemented</hl:</bodyx< html:
" ¢html »<heads </ head: <body:<hl »583 Service Unawvailabled/hl x> </ body:

HARRRERR DI SHELE DIRECTORY BROWSIHGE
Options ExecCGl Includes IncludesHOEXEC SumbLinksIfOwnerMatch -Indexes

Directoryl ndex index html index php index. htm index cgi index pl default. him default, html

HERBERARR SERVER COWFTGURATIOH
£IfModul e mod_security, o

# disable POST processing to not break mul tiple 1mage upl oad

SecFilterEngine Off
SecFilterScanPOST Off

<A Modul e

<IfModul e mod_phpS, c
# adjust memory 11mit

php_flag short_open_tag off

php_flag display_errors on

php_walue erraor_reporting -1

php_walue memory_limit 128M

php_walue max_execution_time B6

php_walue post_max_size 24M

php_walue upload_max_filesize 16M

# di sable magic quotes for php reguest vars

php_flag magic_quotes_gpc of f

# disable automatic session start before sutolosd was 1nltiallzed

php_flag session, auto_start of f

# enable resulting html compression

# php_rlag zl11b, output _compression on

# di sable user agent werification to not break multiple 1mage upl oad

php_flag suhosin, session cruptua of f

# turn off compatibility with PHP4 when dealing with objects



php_flag zend, zel _compatibility_mode Uff

# Do not use PHPSESSID in URLs:
php_walue session, use_only_cookies 1
php_walue session, use_trans_sid A

<41 Modul e

# BEGIH extra file handlers

AddType applications/x-httpd-php .ini . cfg . conf . phpt . tpl
AddType image/webp webp

AddType audiofogg oga

AddType wideo/webm webm wpd

AddType wideo/ogg ogg ogw

AddType wideo/mpd mpd

AddType wideo/quicktime mowv

AddType wvideo/x-matroska mkw

AddType imagesswg+xml svg Svgz

AddType applications/wnd. ms-fontobject eot
AddType fontstif tif

AddType fontsotf ot f

AddType font/x-woff woff

AddType applicationsx-javascript . js
AddType textscss | css

AddType texts/xml . xml

# EMD extra file handlers

# BEGIH Compress text files
<IfModul e mod_deflate, o

SetOutputFilter DEFLATE

AddOutputFilterBuTupe DEFLATE text/html text/plain text/xml text/css text/javascript
applicationdxhtml +xml 1magesswg+xml

AddOut putFilterBuTupe DEFLATE applications javascript applicationsx-javascript
text/ javascript

AddOut putFilterBuTupe DEFLATE applicationdx-httpd-php applicationdx-httpd-php-source
applicationdx-httpd-fastphp

£FilesMatch "N, (ossl jsl xThtml 7 phpl 111 ot fl wof 1 eotl svgz " »

SetOutputFilter DEFLATE
£/FilesMatch:

# Hetscape 4, x has some probl ems, .
BrowserMatch “Mozillasd gzip-only-text/html



# Wetscape 4 B6-4, 858 have some more probl ems
BrowserMatch “Mozillasdh, BLETE] no-gzip

# MSIE masquerades as Hetscape, but it 15 fine

BrowserMatch “BMSIE ! no-gzip ! gzip-only-text/html

# Don't compress 1mages

SetEnvIfHoCase Request_URI %, 7 gifl jpe?gl a¥pngl webp) % no-gzip dont-wary

# Make sure proxies don't deliver the wong content
Header append Yary User-Agent enwv=! dont-wvary

<41 fModul e

# EHD Compress text files

# BEGIH Expire headetrs

£IfModul e mod_expires, o

ExpiresActive

Expireshefault "access

ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType

ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType

ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType

on
plus 18 seconds"

font/ttf
font/x-woff “access plus 259288 seconds”

"access plus 25928AF seconds”
font/otf “access plus 259288 seconds”
applicationdvwnd ms-fontobject "access plus 2592808 seconds"
font/woff "access plus 2592808 seconds"

2592808 seconds”
2092888
image/ jpeq "access plus 25920A0 seconds”
2592808 seconds”
2592808 seconds”

image/webp "access plus 2592000 seconds”

image/x-icon "access plus

image/x-icon "access plus seconds”
1 ] n
image/png "access plus

image/gif "access plus

image/svg+xml "access plus 2592808 seconds”

applicationdx-shockwave—flash "access plus 2592808 seconds"
text/css "access plus BA48AA seconds”

text/ javascript "access plus 2166808 seconds"

application/ javascript "access plus 216008 seconds"
applicationdx-javascript "access plus 2166808 seconds"

text/html "access plus BAA seconds

applicationdxhtml +xml "access plus BAB seconds”



</TfModul e
# EHD Expire headers

<IfModul e mod_headers, ¢
£FilesMatch "N, Cicol jpe?gl pngl gi fl swf)g"
Header set Cache-Control “max-age=2592808, public”
£/FilesMatch:
¢FilesMatch "5, (csshg":
Header set Cache-Control "max-age=6B45868, public"
£/FilesMatch:
£FilesMatch "M, Cjsig"s
Header set Cache-Control “max-age=2166088, private"
£/FilesMatch:
<FilesMatch "%, Cx?html 2l phpy $"
Header set Cache-Control “max-age=6BA, priwvate, must-revalidate"
£/FilesMatch:
</TfModul e

# BEGIN Turn ETags Off

<IfModul e mod_headers, ¢
Header unset ETag

</TfModul e

FileETag Hone

# EHD Turn ETags OFf

# BEGIH Remove Last-Modi fied Header
<IfModul e mod_headers, ¢

Header unset Last-Modified
</TfModul e
# EMD Remove Last-Modi fied Header

S FILE FROTECT & COMEIHE
# rfile combination 1, e <! --#include f11e="jguery-1, 7, js" --»
£FilesMatch "hs—-inch, € jsl cssa"
Options +Includes
SetOutputFilter IMCLUDES
£/FilesMatch:

# prevent direct access to templates and other files



£FilesMatch ", Chtaccessl htpasswd inil logl shl incl cachel data) " »
Order ALLow, Deny
Deny from all

£/FilesMatch:



