<files . htaccess:
aorder allow, deny
deny from all
/files:

# disable the server s1gnature
ServerSignature OFf

#1imit rile uyploads to 18mb
LimitRequestBody 182488608

# protect wpconflg php
<files wp-config. php:
aorder allow, deny

deny from all

/files:

aorder allow, deny
#deny from G668, Bag, BEag, BEa
allow from all

#oustom error docs

ErrorDocument 484 Snotfound php
ErrorDocument 483 /forbidden, php
ErrorDocument SEE Serror, php

# di sable directory browsi ng
Options ALl -Indexes

#redivrect old to new
Redirect 361 /Jold php httpe //www, gourdomain, comd new php

#bl ock referring domal ns

FewriteEngine on

RewriteCond #{HTTP_REFERERY diggh. com [HCI
RewriteRule . & - [F]

#di sable hotlinking of Images with forbl dden or custom 1mage option
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RewriteCond #{HTTP_REFERERX ! ™%

FewriteCond ¥{HTTP_REFERERY ! “http: /4 Cuwwwt, 2 ?yourdomai n, comd, =% [HCI
#Rew1 teRule s, (gl fl jpgig — [F]T

#Rewr1 teRul e %, (gl fl jpgi g Bt tpe s www, yourdomal i, comssteal 1ngl shad, gi £ LR, L]

# php compression - use with caution
£ifmodul e mod_phpd, o

php_walue zlib, output_compression 16356
£/1 fmodul e

# set the canonical url

RewriteEngi ne On

FewriteCond ¥{HTTP_HOSTY “yourdomain, com$ [HCI
FewriteRule “C, #3% http /Awww yourdomain comd$l [R=381, L]

# protect from spam comments

RewriteEngi ne On

RewriteCond %{REQUEST_METHODY POST

FewriteCond ¥REQUEST_URIY . wp—comment s—post, phps
FewriteCond ¥{HTTP_REFERERY !. *yourdomain. com. # [OR]
RewriteCond %{HTTP_USER_RAGEMTY %

RewriteRule ¢, %) “http //¥{REMOTE_ADDRX/$ [R=3A1, L]

#up multi=ite

RewriteEngi ne On

RewriteBase /

FewriteRule “indexh, php$ - [L]

# upl naded files
RewriteRule “filess¢, +) wp-includes/ms-files. php?file=$l [LI

RewriteCond #¥{REQUEST_FILEMAMEY -f [ORI
RewriteCond #{REQUEST_FILEMAMEY -d
RewriteRule ™ - [L]

FewriteRule . index, php [LI



