# Set regul ar mime types,
AddTupe application/pgp-keys . asc

AddTupe image/ jpeqg . Jpag
AddTupe imagespng . png
AddType texts himl . html

# I have only one xml file, and that one 15 an atom reed,

AddTupe applicationsatom+xml . xml

# The correct mime type for woff 15 'applicationsfont-woff', but for woffZ2 1t 15
# 'fontswoff2', For png 1t 15 'Imagespng’, so I am going with consistency here.
# even though It 15 not standard  Browsers understand Sngual,

AddType fontswoff |, woff

AddType font woff2 | woff2

# Set encoding and 1anguage,
Defaul tLanguage en-GB
Addbef aul tCharset UTF-5
AddCharset UTF-3 . himl
AddCharset UTF-5 . xml

# Allow caching of static resources,

ExpiresActive on

ExpiresByType imagespng "access plus 1 month"
ExpiresByTuype image/ jpeq "access plus 1 month"

# The feed 15 not uypdated that often, but when it 15, the changes should be
# wvisible 35 soon 35 possible, Trade 1atency for bandwl th,
ExpiresByType applicationsatom+xml “access plus 6 hours"

# Because I subset fonts for every page specifically, 3 change 1n the page

# 1ikely causes 3 change 1n the font, (I optimize for 1nitial page 1oad, because
# most wisitors only visit one page b The only use case for caching then, 1s

# when you hit the back button on the browser, or when you are surfing I assume
# nobody stays on my site for longer than two howrs In one session, 5o that 1s

# the time to cache,

ExpiresByTupe text/himl "access plus 2 hours"
ExpiresByTupe font/woff "access plus 2 hours"
ExpiresByTupe font/woff2 "access plus 2 hours"
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# CNgole SLrl1ocl Lrgrisport Securl iy Wil 4 mdxy Jge o5 18 OJ05,

Header set Strict-Transport-Security "max-age=1A368A8A" env=HTTPS

# [i=able 1oading stuff from other domains to mitigate %55 attacks, (I have a

# static stite anyway, but 1t dossn't huet elther, except maybe for the extra

# header bytes, 1

Header set Content-Security-Policy “default-src 'none' ) font-sic 'self'; img-sic ' self'

style-src 'unsafe-inline

# Do not 115t directory contents,
Options -Multiviews -Indexes

# Pages should not end 1o a trailimg s1ash,
Directorysl ash Off

RewriteEngi ne On

# Redirect nsecure connections to the https wersion There are some downsides
# to this C(downgrading man in the middle attacks, etc by, but I'we allowed the

# insecure version for over a year (with 3 rel=canonical 1ink pointimg to the

# secure wversion, and updating all 1inks within my controll, and I am still

# seeing =1gni ficant amounts of 1nsecure trarffic, so I think that this 15 best
#1in the end

RewriteCond ¥CHTTP_HOSTY ! =beta. ruudvanassel donk. com

RewriteCond ¥{HTTPS: off

FewriteRule ™ https: //ruudvanassel donk, com®CREQUEST_URI Y [R=361, L]

# Redirect anything that ends 1n a slash to the page without s135sh,
RewriteBase /
RewriteRule ™C, #)%/% $1 [R=361,L]

# Internally, the document for Afoosba- 15 &t sfoosbarsT ndex html,
RewriteRule “CChwwhvds/-1+0% $1/index himl [T=text/html]

# Do not serwe files with . gz extension with a gzip mime type, but 1nstead
# make , gz set the encoding to gzip.

FemoveType . gz

AddEncoding gzip . gz

# serve gzipped files I1f the browser accepts them and 1f a non-empty . gz file

# exists for the requested file All html and xml files have 3 correspondl ng



#.0z t1le

RewriteCond #¥{HTTP: Accept-Encodingy gzip
RewriteCond #{REQUEST_FILEMAMEX. gz -5
RewriteRule . #3% $1. gz [L]



