## Default index File
Directoryl ndex index php

## Hide server 1nfo 1n headers
#5erverTokens Frod

ServerSignature OFf

## Do not allow spache 1ndexes
Options -Indexes

# Allow cross-origin access to web fonts,
<IfModul e mod_headets, c
¢FilesMatch "%, Ceotl otfl tE0of1l wof 270 8"
Header set Access-Control-Allow-Origin ="
£/FilesMatch:
<41 fModul e

<IfModul e mod_phpS, c
php_value memory_limit 256M
php_value max_execution_time 15A

## disable magic guotes for php request vars
php_flag magic_quotes_gpo of f

## di sable sutomatic session start
php_flag session, auto_start off

## enable resul ting html compression
php_flag zlib, output _compression on

## disable user agent werlfication to not bresk multiple 1mage upl oa
php_flag suhosin, session, cryptua of f

## turn of f compatibility with PHP4 when dealing with objects
php_flag zend. zel _compatibility_mode Off
<SIfModul e

<IfModul e mod_security, o
## di sable POST processing to not bresk mul tiple 1mage upl oa
SecFilterEngine OfFf
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<A Modul e

<IfModul e mod_deflate, o

## Force compression for mangled “Accept-Encoding request headers
£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase "¢ Accept-Encodingl ¥-cept-Encodi ngl X{1531 “{1531 -{1532 %
“r{gzipl deflaterhss, Pvs=1+ [X"-1{4d, 133% HAVE_Accept-Encoding
RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng
</TfModul e
</TfModul e

## Compress all output 1abeled with one of the followlng media types
IfModule mod_filter, c
AddOutputFilterBuTupe DEFLATE "applicationdatom+xml”

“applications javascript" A
“applications json" A
“applicationsld+json” A
"applications/mani fest+json"
“applicationsrdf+xml" A
"applicationsrss+xml” A
"applicationsschema+json”
"applicationsvnd. geo+json” &
"applicationsvnd, ms-fontobject”
“applicationsx—font-ttf"
"applicationsx-javascript” A
"applicationsx—web-app-mani fest+json” &
"applicationsxbtml+xml” A
“"applicationsxml" A
“fontseot" &
"font/opentype” &
"imagesbmp"
"imagessvg+xml" N
"imagesvnd, microsoft, icon® &
"imagesx-icon" A
"text/cache-mani fest" &
"textsoss" A
"text/html" M
"text/ javascript" A



“textSplains M

“text/vcard” N
“text/vnd rim location, xloc" %
"textsvtt" A
"text/x-component” A

"text s/ x-cross-domal n-policy” &
“text s xml"

AT Modul e

## Map the following f11ename extensions to the specified
## encoding type In order to make Apache serve the file types

## with the appropriate Content-Encoding response header
## (do note that this will HOT make Apache compress them! .,
<IfModule mod_mime, >

AddEncoding gzip SWOZ
/I fModul e

AT Modul e
<IfModul e mod_ssl, o>
## make HTTFS env wars awvallable for CGET mode
55L0ptions StdEnwvars
AT Modul e

<IfModul e mod_rewrite, o

Options +FollowSumlinks
FewriteEnglne on

#Rewr] teBase smagent o

## 1ight AFI calls processing

#Rewr1 teRul e “apl /([ a-z][H-95-z_]+1/7% api. phpPtype=$1 [05A, L]

## rewite APIZ calls to apl, php Cby now 1t 15 REST only)
FewriteRule “api/rest api. phpttype=rest [Q3A, L]

#t workaround for HTTP authorization in CGI envi ronment
RewriteRule . * — [E=HTTP_AUTHORIZATION: %{HTTP: Authorizationi]



## TRACE and TRACK HTTP methods di sabled to prevent X555 attacks
RewriteCond #¥{REQUEST_METHOD: “TRACLEKI
RewriteRule . # - [L, R=4A5]

## [153]]1ow access to Fi1les in the downl oader dir
RewriteRule “downloader/C, #3% #$1 [R=4A3, MC, L]

## Force HTTFS
#Rewr] teCond ZCHTTPS: | =on
#Rewri teRule 0, #1% https </ ZCHTTP_HOST A %1 [R=341, L]

## Hon wiw to Wi,

#Rewrl teCond XCHTTPSE ! =on

#Rewrl teCond XCHTTP_HOST? ! "www', [HCT

#Rewr] teCond XSERYER_ADDR: !=127 4, 4, 1

#Rewr] teCond X SERYER_ADDRY 1= :1

#Rewrl teRul e ™ XCEMY: FROTOM: /7w, ZEHTTP_HOST} X REQUEST_URT > [R=341, L]
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## www,  to Hor b
#Rewrl teCond XCHTTPSE ! =on
#Rewr] teCond XCHTTP_HOST? “www', . +1% [HCT
#Rewri teRul e ™ XCEMY: FROTOM: /7% ZREQUEST_LURI} [R=3A1, L]

## always send 984 on missing files 1n these folders
RewriteCond #¥{REQUEST_URIY ! “/imedial skinl jsi/

## never rewlte for existing files, directories and 11nks
RewriteCond #¥{REQUEST_FILEMAMEY ! -f
RewriteCond #{REQUEST_FILEMAMEY ! -d
RewriteCond #{REQUEST_FILEHMAMEY ! -1

## rewlte everything else to 1ndex php
RewriteRule . # index, php [LI

<SIfModul e
## Frevent character encoding 1ssues from server overrldes, second 1ine 15 ofr persisiting

155085
AddDef aul tCharset Off



#Add0er aul tCharset UTF-5

## xpires headers
<IfModule mod_expires. c

ExpiresActive on

Expireshefaul t " access
# L55
ExpiresByTuype text/css " access

# Data 1nterchange

ExpiresByTupe applicationdatom+xml " access
ExpiresByTupe applicationsrdf+xml " access
ExpiresByTupe application/rss+xml " access
ExpiresByType applicationd json " access
ExpiresByType applicationdld+json " access
ExpiresByTupe applicationsschema+json " access
ExpiresByTupe applicationdwnd, geo+json " access
ExpiresByType applicationdxml " access
ExpiresByTuype text/xml " access

# Favicon (cannot be renamed! ) and cursor 1mages

ExpiresByType imageswnd. mictrosoft, icon " access

ExpiresByTupe image/x-1icon " access
# HTHL

ExpiresByType text/himl " access
# Javascript

ExpiresByTupe applicationd javascript " access

ExpiresByTupe applicationsx-javascript " access

ExpiresByType text/javascript " access

# Manifest files
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ExpiresByType applicationdmanifest+json " access

ExpiresByType applicationdx-web-app-manifest+json " access

ExpiresByType text/cache-manifest " access
# Media riles

ExpiresByType audiosogg " access

ExpiresByType imagesbmp " access

ExpiresByType imagesqgif " access

ExpiresByType image’ jpeq " access

ExpiresByType imagespng " access

ExpiresByType imagesswg+xml " access

ExpiresByType image/webp " access

ExpiresByType +ideosmpd " access

ExpiresByType wideosogg " access

ExpiresByType wideoswebm " access
# Web fonts

# Embedded OpenType (EOTI

ExpiresByType applicationdvnd. ms-fontobject " access

ExpiresByType font/eot " access

# LpenType

ExpiresByType font/opentype " access

# TrueType

ExpiresByType applicationd/x-font-ttf " access

# HWeb Opern Font Format CHOFFG 1, 8

ExpiresByType applicationsfont-woff " access

ExpiresByType applicationdx-font-woff " access

ExpiresByType font/woff " access

# HWeb Open Font Format CHOFFD 20 &

ExpiresByType applicationdfont-woff2 " access
# Other

ExpiresByType text/x-cross-domain-policy " access
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AT FModul e

# FileETag MHone doesn't work in 3ll cases,
<IfModul e mod_headets, c

Header unset ETag
<41 fModul e

FileETag Hone

Order allow, deny
Allow from all

## Deny access sensitive files
£Files RELERSE_MOTES. txt:
Order allow, deny
Deny from all
Satisfy ALl
£/Files:

¢FilesMatch "™, "=
Order allow, deny
Deny from all
Satisfy ALl

£/FilesMatch:

#oFi1estiatch " Chakl sgll 1ogl skl gzl z1pl sampl e ">
£FilesMatch ", Cbakl 1ogl shl gzl zipl sampl ex " >
Order allow, deny
Deny from all
Satisfy ALl
£/FilesMatch:



