# stop by defsult directories 11s5t1ng
Options -Indexes

FewriteEngine On

#Rewr] t eRase

# Block out any script trying to basebd_encode data within the URL.
RewriteCond #COUERY_STRIMGY basebd_encodel “C1#\(["21+%) [OR]

# Block out any script that Includes a <scriptr tag in LURL

RewriteCond ¥{OUERY_STRIMGY < #3C0CL"s]#s5)+cript, =(:| #¥3E2 [HC, ORI

# Block out any script trying to set 3 PHP GLOBALS wariable wia LKL
FewriteCond ¥{OUERY_STRIMGY GLOBALSC=I [l %H¥LB-9A-Z1{A, 230 [OR]

# Block out any script trying to modify & _REGQUEST wariable wia LREL
FewriteCond ¥{OUERY_STRIMGY _REQUESTC =l S[I NWE[B-9A-Z14A, 232

# Return 483 Forbi dden header and show the content of the root homepsge
RewriteRule . # index, php [FI

# 3dd ' of ul ernd
FewriteRule “/cpd cpd [LI
RewriteRule adming ¥{REQUEST_URIZ/ [R=361, L]

# Redirect to control panel
RewriteRule “admin/70, )% cp/$l [LI

# Secure cms fol der

B

RewriteRule ~ #/7cms/+basic/+scriptss/+(, #)§ cms/basic/scripts/$1 [L]

B

RewriteRule © #/7cms/+scriptsd+0, #)% cms/scripts/$1 [L]
# Lock next rule
FewriteRule “CL™, A1+2%, phpl, #2% $1. php?ECQUERY _STRIMGE [LI

# Lock for scripts arter language 1n url without cps Cendlndex, php?_capcha_=mycapchial
RewriteCond #{REQUEST_FILEMAMEY ! /cp

RewriteRule “(La-zl{23 [a-z1{23[-_1[A-Z1{232 /(L7 1+0N, phpt, #)§ $2, php?i

CAUERY _STRI MG &l anquage=$1L[L]



# HILIOW JULCESS LU S1LEmMm3Ip 1112

FewriteRule “sitemap. xml sitemap. xml [L]

# Fix skip language in wl., For exp: httpe #/sbnd, netsensupl oadsartl cl es3245645 jog
RewriteCond #{REQUEST_FILEMAMEY ! /cp
FewriteRule “[7/1+/Cthemesl upl oadl servicesl plugins) SC, +3% $1/62 [L]

# check for 1anguage changl ng
RewriteCond ¥{REQUEST_FILEMAMEY ! fcp
FewriteRule “CL7/% 1+2/7% index php?l anguage=$1 [L]

# Unlock public folders and run in url Friendly mode
RewriteCond #{REQUEST_FILEMAMEY ! /cp

RewriteCond #¥{REQUEST_FILEMAMEX ! /themes

RewriteCond #{REQUEST_FILEMAMEX ! /upload

RewriteCond ¥{REQUEST_FILEMAMEY ! /setvices

RewriteCond #{REQUEST_FILEMAMEY ! /plugins

RewriteRule “CL™, A1+2 /007 140770, #) % index php?_rewrite_=$3/%
LOUERY_STRIMGY &scri pt _name=$24&1 anguage=%1 [LI]



