# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS
# # ERFURS #
# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS

#
# 1 484 error prevention /
#

# [0isable the pattern matching based on £11enames,

# This setting prevents Apache from returning a 984 error a5 the resul t
# of 3 rewite when the directory with the same name does not exi st

Options —Mul tiviews

# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS
# # THTERHET EXFLURER #
# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS

# Force Internet Explorer to render pages 1n the highest awallabl e
# mode 1n the various cases when 1t may not,

<IfModul e mod_headets, c

Header set X-UR-Compatible "IE=edge”

£FilesMatch "%, Cappcachel atoml crxl cssl curl eotl f40abpyll 1wl geojsonl gi fl htcl icol jpe?
gl jsl jsonC1dy?
| mel av11 mani festl mapl mpdl oexl ogl agwll opusl ot f1 pdfl pngl rdfl rssl saf ariextzl svgz?
| swfl topojsonl tt0cf 1l txtl vofl witl webappl webl mpd| wof £ 271 xml | xpi 14" >

Header unset X-UA-Compatible

£/FilesMatch:

<41 fModul e

# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS
# # NEDCIA TYFES AHD CHARACTER EHCODIHES #
# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS

#
# 1 Media types /
#

T o Y i X L i memT o Jim i i — = BAT RAT L. o



# JErYE FESOUrCES W1 L Lhe pgroper medlg LOpeEsS LTormeriy Krnowr d= IiLric Lopess,

<IfModul e mod_mime, o>

AddType audi o/ mpa fda fdb mda
AddType audiofogg 0Ja 0gg opus
AddType applications json json map topojson
AddType applicationsld+json jsonld

AddType applicationswnd. geo+json Qe jSon

AddType applications javascript is

AddType applicationsx-web-app-mani fest+json webapp

AddType text/cache-mani fest appcache manifest
AddType wi deo/mps fdv fdp mdv mpd
AddType wideo/ogg gy

AddType wideo/webm webm

AddType wideodx-f1w flw

AddType applicationsfont-woff wof f

AddType applicationsfont-woff2 woff 2

AddType application/vnd ms-fontobject eot

AddType applicationsx—font-ttf tto ttf

AddType font/opentype oLf

AddType imagesswg+xml v SWOZ
AddType applicationsoctet-stream safariextz
AddType applicationsx-chrome-extension (o

AddType applicationsx-opera-extension Qe

AddType applicationsx-xpinstall xpi

AddType applicationsxml atom rdf rss xml
AddType image/webp webp

AddType imagesx-icon cur ico

AddTupe ftextswit wit

AddType text/x-component htc

AddType text/x-wvcard wiof

AT FModul e

# Set UTF-8" as the character encoding for all resources served with
# the media type of “textshtml  or textsplain’,
AddDef aul tCharset utf-5



# Set UIF-8 as the character encoding tor other certaln Fesources,
<IfModule mod_mime, >
AddCharset utf-5 . atom

L BS54
. geojson M
R
. json b
. jsonld A
PS54
. topojson b
vt
webapp M
. xml

/I fModul e

# HHRHHR AR AR AR AR AR AR R AR AR AR AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR AR A
# # URL REWRITES #
# HHRHHR AR AR AR AR AR AR R AR AR AR AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR AR A

#
# | Rewrlte englne /
#

£IfModule mod_rewrite, o
Options +FollowSumlinks
RewriteEngine On
RewriteBase /

/I fModul e

#
# | Suppressing # Forcing the “www =~ at the beginning of URLs /
#

# INFORTANT: HEYER LSE BOTH RULES AT THE SHIE TIME!

# Option 1: rewdte www, exampl e com + exampl 2 com

# <IrfModul e mod_rewite c:

# Rewri teCond #CHTTPS: ! =on

# Rewri teCond ZCHTTP_HOST? “www'. ¢, +3% [HCT

# RewriteRule ™ httpe /7% ZCREQUEST_LRI} [R=341,L]



# <o FHodul ex

# Option 20 rewlte exampl e com + www, Exampl 8 com

# <IfModul e mod_rewite cx

Rewr] telond XCHTTPS: ! =on

THTTP_HOST? ! “wwws,  [HCT

Rewri teCond #SERVER_ADDR: ! =127 8, 4, 1

Rewrl telond XCSERYER_ADDRY 1=::1

RewriteRule ™ http: /swww, ZCHTTP_HOST BREQUEST_URI: [R=341, L]
# <1 FHodul e

&

Fewr] teCond

T

S

H OR O OB W

# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS
# # SECURITY #
# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS

#
# 1 File access /
#

# Block access to directories without 3 default documernt,

<IfModul @ mod_aut ol ndex, o
Options -Indexes
AT FModul e

# Block access to all hidden files and directories with the exception of the
# visible content from within the "/ well-knowns hidden directoruy,

£IfModule mod_rewrite, o
RewriteCond ¥{REQUEST_URI T "7 /2%, well-knowndCC™ A1+, /A 70+4%" [HCI
RewriteCond #{SCRIPT_FILEMAME: -d [OR]
RewriteCond #{SCRIPT_FILEMAME: -f
RewriteRule "C71 /% " - [F]
<41 fModul e

# Block access to fl1les that can expose sensitive 1nformation,



£FilesMatch "C°#, =# %, Cbakl confl distl flalinfcill logl psdl shl sqll swloplal "1 4"
# Apache « 2.3
<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
Satisfy ALl
</TfModul e

# Apache 2 2,3

<IfModul e mod_authz_care, c&
Fequire all denied

</TfModul e

</FilesMatchs

¢Files ™ "7 &\, ([HRILTtI[Aal>":
# Apache « 2.3
<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
Satisfy ALl
</TfModul e

# Apache 2 2,3

<IfModul e mod_authz_care, c&
Fequire all denied

</TfModul e

</Files»

#
# | Reducing MIME type securlty risks
#

# FPrevent some browsers from MIME-sni Ffing the response

<IfModul e mod_headets, c»
Header set X-Content-Type-Options “nosniff"



AT Modul e

#
# | Reflected Cross-5ite Scripting (%550 attacks /
#

<IfModul e mod_headers, ¢

Header set X-x55-Protection "1: mode=block"

£FilesMatch "%, Cappcachel atoml crxl cssl curl eotl f4Cabpyll f14l geojsonl gi fl htol icol jpe?
gl jsl jsonild)?
| meC a1l mani fest| mapl mpal oexl ogl agvll opusl ot I pdfl pngl rdfl rssl saf ariextzl svgz?
| swfl topojsonl t1Lcf 1l txtl vofl wttl webappl webl mpd | wof £271 xmll xpi ) §" >

Header unset xX-¥55-Protection

£/FilesMatch:

/I fModul e

# HHRHHR AR AR AR AR AR AR R AR AR AR AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR AR A
# # WEE FERFUORMAHLCE #
# HHRHHR AR AR AR AR AR AR R AR AR AR AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR AR A

#
# | Compression /
#

<IfModul e mod_deflate, o>

# Force compression for mangl ed headers,
#
£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase "0 Accept-EncodXngl ¥-cept-Encodi ngl X{1531 “{153]1 -{1532 %
“{gzipl deflate)hss, Tvs=)+ [X"-1{4d, 133% HAVE_Accept-Encoding
FequestHeader append Accept-Encoding "ogzip, deflate” env=HAVE_Accept-Encoding
/I fModul e
/I fModul e

# Mark certain resources as been compressed 1n order to
#
# 1) prevent Apache from recompressimg them



# 20 ensure that they are served with the correct
# ‘Content-Encodi g’ HTTP response header

<IfModule mod_mime. c
AddEncoding gzip svgz
< IFModul e

# Compress all output 1abeled with one of the following medis types,

<IfModule mod_filter, ci

AddOutputFilterBuTupe DEFLATE "applicationdatom+xml” %
"applications javascript" A
"applications json” A
"applicationsld+json” &
"applications/mani fest+json”
"applicationsrdf+xml" A
"applicationsrss+xml” A
"applicationsschema+json”
"applicationsvnd. geo+json” &
"applications/vnd, ms-fontobject"”
"applicationsx—font-ttf"
"applicationsx-javascript” A
"applicationsx—web-app-mani fest+json” A
"applicationsxbtml+xml”
"applicationsxml" %
"font/eot" &
"font/opentype” &
"imagesbmp"
"imagessva+xml" N
"imagesvnd, microsoft, icon® &
"imagesx-icon" A
"text/cache-mani fest" A
"texticss" A
"text/html" N
"text/ javascript” A
"textsplain® A
"textSvoard A
"textSvnd rim location, xloc" M
"textSvtt" N



"text/ x—component” A
"text s x-cross-domai n-policy” A
"text s xml"

</TfModul e

<A Modul e

# BEGIN WordFress

I fModule mod_tewrite, o
RewriteEngi ne On

RewriteBase /

FewriteRule “indexh, php$ - [L]
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule . /findex php CL]
</TfModul e

# EHC WotrdPress



