Options -Indexes +5umLinksIfOwnerMatch
Directoryl ndex index, html

<IfModul e headers_modul e
Header set Content-Security-Policy "default-sic 'self';img-sroc # stule-src ' self
https: //fonts googleapis com; font-stc hitps: //fonts. gstatic, com;”
Header set X-Frame-Options "SAMEORIGIH"
Header set X-Content-Tupe-Options nosniff
Header set X-x55-Protection "1: mode=block"
Header set Cache-Control “public, must-revalidate, proxy-revalidate, no-transform”
Header set X-UR-Compatible "IE=edge, chrome=1"
Header set Connection "Keep-Aliwve"
# ‘mod_headers’ can't match based on the content-type, however, we only
# want to send this header for HTAL pages and not for the other resources
£FilesMatch "M, Cappcachel crxl cssl eotl gifl btel icol jpe?
al jsl mdal mdwl mani festl mpdl oexl ogal ogal ogyl ot fl pdfl pngl saf ariextzl swal svgzl L1 vofl webappl wet
[ wmll xpl 2 g"»
Header set Cache-Control “public, must-revalidate, proxy-revalidate, no-transform”
Header unset X-Frame-0ptions
Header unset X-¥S55-Protection
Header unset X-UA-Compatible
£/FilesMatch:
<Files manifest. appcache:
# Header set Cache-Control “public, no-cache, no-store. must-reval 1 date, proxy-reval 103
transform”
Header unset Accept-Ranges
£/Files:
<IfModule ss1_modul e
Header set Strict-Transport-Security max-age=16A7AIER;
<41 fModul e
£IfModule seternvif _modul e
£FilesMatch "N, Caiflicol jpe?gl pngl svaz?l webp) "
SetEnvIf Origin " IS_CORS
Header set Access-Control-Allow-0Origin "#" enw=IS_CORS
£/FilesMatch:
<41 fModul e
<41 fModul e

#
# 1 UTF-8 encoding /

AL




# lse UTF-8 encoding for anything served as “textshtml or textsplain
Addlef aul tCharset utf-3

#

# | Proper MIME types for all files /

#
<IfModule mime_modul e
AddCharset utf-3 . atom . css . j5 . json . rss . wtt | webapp . xml
# Audi o
AddType audi o/ mpa .mda  fda . fdb
AddType audiofogg L 0ga . 0gg

# Javascript

# Hormallze to standard type (it's spiffed in IE anyways):
# http /r/tool s 1etf, orgshtml /rfod329sect i on-7, 2

AddType applications javascript . js . esb . jsonp
AddType applications json . json

# ¥ deo

AddType wi deo/mps Cmpd L omdy Ly L Tdp
AddType wideo/ogg . 0gv

AddType wideo/webm . webm

AddType wideodx-f1w Tl

# Web fonts

AddType applicationsfont-woff . woff
AddType applicationsfont-woff2 cwoff2
AddType application/vnd ms-fontobject . eat

# Browsers usually 1gnore the font HIHE types and sni ff the content,

# rfollowlng fonts,
AddType applicationsx—font-ttf Cttoo L ttf
AddType font/opentype L oLf

# Make 5YGEZ fonts work on 1Pad:

# https: </twl tter, comsFont Sgul el /st at ussl 455559055
AddType  imagesswg+xml = I g
AddEncoding gzip . SWOZ



# Other

AddType applicationsoctet-stream .safariextz

AddType applicationsx-chrome-extension . CFx

AddType applicationsx-opera-extension . DEX

AddType applicationsx-shockwave-T1ash . st

AddType applicationsx-web-app-mani f est+json . Webapp

AddType applicationsx-xpinstall . xpl

AddType applicationsxml catom . rdf L rss L oxml

AddType text/x-markdown . md

AddType image/webp . webp

AddType imagesx-icon .ico

AddType text/cache-mani fest . appcache . mani fest

AddType textswit A

AddType text/x-component Chte

AddType text/x-vcard e

AddType applicationspgp-keys . gpg . pgp
<41 Modul e

# Block access to backup and source f11es,
# These files may be 1eft by some text editors and can pose 3 great security

# danger when anyone has access to them,

£<FilesMatch "C°# = ™, =\ Cbakl ht, #| davl confiigy ¥l distl flal incl inil 1ogl psdl sgll swlopll ascl b
shl mdl umll 1ockl 1ogl git. # gpgl pap? 2 §" >
Fequire all denied
£/FilesMatch:
£FilesMatch " ajaxl customl unit)h, php$"
Fequire all denied
£/FilesMatch:
¢FilesMatch "5, html$":
Fequire all granted
£/FilesMatch:
<IfModule deflate_modul e
# Force compression for mangl ed headers,
# httpoe /s devel oper, yahoo, comsbl ogssydn/post s/ 261 8.1 27 pushil ng-beyond-gz1 ppi ng
¢IfModule setenwvif_modul e
<IfModul e headers_modul e
SetEnvI fHoCase "¢ Accept-EncodXngl ¥-cept-Encodi ngl ®{15%1 “{1531 -{153>% "“((gzipl deflate)®
[®™-11{4,13%% HAVE_Accept-Encoding
FequestHeader append Accept-Encoding "ogzip, deflate” env=HAVE_Accept-Encoding



AT FModul e
AT FModul e

# Compress all output 1abeled with one of the followlng MIHE-types
# (for Apache versions below 2 3 7, you don't need to enable “mod_filter’
# and can remove the “<Iffiodule filter_module>’ and <1 fHodul e 11nes
# as AddoutputFilterByType 1s still in the core directivess,
£IfModule filter_module:

AddOut putFilterBuTupe DEFLATE applicationsatom+xml %

applicationd javascript

applicationd json %

application/rss+xml &

application/vnd ms-fontobject

applicationdx-font-ttf

application/ x—web-app-mani fest+json &

application/xhtml +xml %

applicationsxml %

fontsopentype

image/ swg+xml &

imagesx-icon %

text/css A

text/html

text/plain

text/x-component ™

text/xml
<41 fModul e

<41 fModul e

#

# | Content transformations /

#

# Frevent some of the moblle network providers from modl fuling the content of
# your siter httpe 7w w3 orglProtocol s/rfc26] B folel 6-5ec] 4 html #5ecl 4, 9, 5

#
# | ETag removal /
#

# Since we' e sending far-ruture expl res headers (see belowr, ETags can

# be removed: httpe ss/devel oper, yahoo, com:sperformances Ul es, [itml #et ags,



# FileFTag Hone 15 not enough For every server,
# <IFHodul e headers_modul 2>

#  Header unset ETag

# <1 FHodul e

#

# FileFTag Hone

#
# | Expires headers (for better cache control) /
#

# The rfollowing explres headers are set pretty fa- in the futwe I you don't
# control versioning with rilename-based cache busting, consider 1owering the

# cache time for resources 11ke C55 and J5 to something 11ke 1 week,

# The rfollowing explres headers are set pretty fa- in the futwe I you don't
# control wversioning with ilename-based cache busting, consider 1owering the

# cache time for resources 11ke C55 and J5 to something 11ke 1 week,

£IfModul e expires_modul e
ExpiresActive on

Expireshefaul t "access plus 1 month"
# C55
ExpiresByTuype text/css "access plus 1 year”

# Data 1nterchange

ExpiresByType applicationd json "access plus A seconds”
ExpiresByType applicationdxml "access plus A seconds”
ExpiresByTuype text/xml "access plus A seconds”

# Favicon (cannot be rensmed!
ExpiresByTupe image/x-1icon "access plus 1 week"

# HTHL components (HTCsD

ExpiresByType text/x-component "access plus 1 month"
# HTHL
ExpiresByType text/himl "access plus A seconds”

# Javascript



ExpiresByType applicationd javascript "access plus 1 year”

# Manifest files

ExpiresByType applicationdx-web-app-manifest+json "access plus B seconds”

ExpiresByType text/cache-manifest "access plus A seconds"
# Medi a

ExpiresByType audiosogg "access plus 1 month"
ExpiresByType imagesqgif "access plus 1 month"
ExpiresByType image’ jpeq "access plus 1 month"
ExpiresByType imagespng "access plus 1 month"
ExpiresByType +ideosmpd "access plus 1 month"
ExpiresByType wideosogg "access plus 1 month"
ExpiresByType wideoswebm "access plus 1 month"

# Web resds
ExpiresByTuype applicationdatom+xml "access plus 1 hour”
ExpiresByTupe applicationsrss+xml "access plus 1 hour”

# Web fonts

ExpiresByType applicationsfont-woff "access plus 1 month"
ExpiresByType applicationdvnd. ms-fontobject "access plus 1 month"
ExpiresByType applicationd/x-font-ttf "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByType imagesswg+xml "access plus 1 month"

/I fModul e

#

# | Filename-based cache busting /

#

#If you're not using 3 build process to manage your £11ename version revyl g,
# you might want to consider enabling the followling directives to route all
# requests such as sosscstyle 12345 css’ to sossestyle css

e e [ e § 3

# To understand why this 1s important and 8 better 1dea than “# css?v23 . read:

# httoe /st evesouders, comsbl ogs 2665, 85, 23/ revyl ng-r1 1 enames-dont —use-gueryst 1 mg

#
# | File concatenation /
#




# Allow concatenation from within specific C55 and J5 files, e 4!
# Inside of “script, combined js= you could have

# < —#include file="11hbs/jguery, js" --»

# < —#include file="pluginss joguery, 1dletimer, js" --»

# and they would be Included into this single file

# <Irtodul e 1ncl ude_modul 2
<Filesfiatch "y, 7Ccombl ned pol gfill=rs, jsg's
Options +Includes

#
#
# Addiut put F1 1 terByType THCOLUDES appl1catlons javascript appl1catlons j=son
# SetOutputFilter THCLUDES

#  </Filesfiatch:

# <1 FHodul e

#

# | Error pages /
#

ErrorDocument €88 /1index. himl
ErrorDocument 481 /index. himl
ErrorDocument €82 /index. html
ErrorDocument 483 /1ndex. himl
ErrorDocument 484 /index. html
ErrorDocument S8 /index. himl



