FewriteEngine on

#Force non-wi;

RewriteCond #CHTTP_HOSTY www, . 3% [HCI

FewriteRule . #2% https //stripecon, eu/$1 [R=3A1, L]

RewriteRule . - [E=HTTP_AUTHORI ZATIOM: %IHTTP: Authorizationk]

IfModule mod_setenvif. c
<IfModul e mod_headets, c
¢FilesMatch "% Cbmpl curl gi fl icol jpe?al pngl svgz?l webp) " »
SetEnvIf Origin " IS_CORS
Header set Access-Control-Allow-0Origin "#" enw=IS_CORS
£/FilesMatch:
<41 fModul e
<41 fModul e
<IfModul e mod_headets, c
¢FilesMatch "%, Ceotl otfl tE0of1l wof 270 8"
Header set Access-Control-Allow-Origin "
£/FilesMatch:
<41 fModul e
<IfModul e mod_headets, c
Header set X-UA-Compatible "IE=edge"
£FilesMatch "4,
{ appcachel atoml bbawl bmpl crxl cssl corl eotl f4Cabpyll 1l geojsonl gi fl htel icol jpe?
gl jsl jsonclds?
| m4l av11 mani fest! mapl mpdl oexl ogl agwll opusl ot f1 pdf| pngl rdfl rssl saf ari extzl svge?
| swfl topojsonl el txtl veard wofl wttl webappl webl mpll webmani fest] wof £ 271 x1 ocl xmll xpi 2" >
Header unset X-UA-Compatible
£/FilesMatch:
<41 fModul e
£IfModul e mod_mime,

# Data 1nterchange

AddTupe applicationsatom+:xml atom

AddType applications json Jjson map topojson
AddType applicationsld+json jsonld

AddTupe applicationsrss+xml (=3

AddType applicationswnd. geo+json genjsan

AddType applicationsxml tdf xml



# JavaScript

# Hormallze to standard toype.
# https: </tool s 1etf, orgsbtml Arfod3298sect] on-7, 2

AddType applications javascript is

# Manifest files

AddType application/mani fest+json webmani fest
AddType applicationsx-web-app-mani fest+json webapp
AddType text/cache-mani fest appcache

# Media riles

AddType audi o/ mpa fda fdb mda
AddType audiofogg 0Ja 0gg opus
AddType image/bmp bmp

AddType imagesswg+xml v SWOZ
AddType image/webp webp

AddType wi deo/mps fdv fdp mdv mpd
AddType wideo/ogg gy

AddType wideo/webm webm

AddType wideodx-f1w flw

# Serving . ico’ Image files with a different media tupe
# prevents Internet Explorer from di splaying then as 1mages:
# https: //gi thub, comsh5bps/html 5-

bol 1 erpl 3t escommi to3 7051 ecA90d0A1 3602690591 boddoh2A5a30f Gee

AddType imagesx-icon cur ico

# Web fonts

AddType applicationsfont-woff wof f
AddType applicationsfont-woff2 woff 2
AddType application/vnd ms-fontobject eot

# Browsers usually Ignore the font media types and simply snifr

# the bytes to figue out the font f/_//_‘u-'



# https ssmimesnl 1, spec, whatwg, orgs#matchl ng-a-font -t ype-pat tern
#

# Howewver, Blink and WebkKit based browsers will show 3 warning
#1in the console 1f the following font types are served with any
# other media types,

AddType applicationsx-font-ttf tto ttf
AddType font/opentype ot f

# Other
AddType applicationsoctet-stream safariextz
AddType applicationsx-bb-appworld bbatw
AddType applicationsx-chrome-extension (o!
AddType applicationsx-opera-extension Qe
AddType applicationsx-xpinstall xpl
AddType text/wcard voard wof
AddType text/wnd rim location. xloc xl oo
AddType textswit wit
AddType text/x-component htc

AT T Modul e

AddDef aul tCharset utf -5
<IfModul e mod_mime, c
AddCharset utf-3 ., atom

AT T Modul e

. bbaw

L BS54

. geojson M
R

. json b

. jsonld A
.manifest %
Crdf o
PS54

. topojson b
vt
webapp M

. webmani fest
Cxloc s

. xml



£IfModul e mod_autol ndex,
Options -Indexes

<41 fModul e

<IfModule mod_rewrite, o
FewriteEngine On
RewriteCond #{REQUEST_URI

HLSCRIPT_FILEMAMEX

HLSCRIPT_FILEMAMEY -f

B I R TR N o

Rewri teCond

Rewri teCond

RewriteRule
<41 fModul e

EES ALY

well —knowndCC™, A1+ A9 +%" [HC]

-d [OR]

£FilesMatch "C7#, =# %, Cbakl confl distl flalinfcill logl psdl shl sqll swloplal "3 g":

# HApache < 2 3

<IfModule ! mod_authz_core, c
Order allow, deny
Deny from all
Satisfy ALl

<41 fModul e

# Apache & 2 3

<IfModul e mod_authz_core, c
Fequire all denied

<41 fModul e

£/FilesMatch:
<IfModul e mod_headets, c
Header set X-Content-Type-Options
<41 fModul e
<IfModul e mod_headets, c
Header unset X-Powered-By
<41 fModul e
ServerSignature OFf
<IfModule mod_deflate, c

7 For mangled Ao
# https: /sdevel oper, yaboo, cr

IfModule mod_setenvif. c
<IfModul e mod_headets, c
SetEnvI fHoCase
“rigzipl deflaterhss, Ths=r+ [X7-14{4, 1335

nosni F 1"

cept -Encodi g request headers

m bl ogssydns pushi ng-beyond-gz1 ppi ng-25641

HAYE _Accept -Encodi ng

=, l"-.'_::lc

“{ Accept -Encodzngl X-cept -Encodi ngl X153

html

-{1531%



RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng
</ fModul e
</ fModul e

# Compress all output 1abeled with one of the followimg media types,

#

# 010 For Apache wversions below version 2 3 7 you don't need to

# enable “mod_filter’ and can remove the <IfModule mod_filter, cs’

# and “<s/IfModuler” 1ines as AddOutputFilterByType’ 1s still in

# the core directives,

#

# https: //httpd apache orgsdocsscurrent smodsmod_f11ter, html #addout put 111 terbyt ype

IfModule mod_filter, c
AddOutputFilterBuTupe DEFLATE "applicationdatom+xml”

“applications javascript" A
“applications json" A
“applicationsld+json” A
"applications/mani fest+json"
“applicationsrdf+xml" A
"applicationsrss+xml” A
"applicationsschema+json”
"applicationsvnd. geo+json” &
"applicationsvnd, ms-fontobject”
“applicationsx—font-ttf"
"applicationsx-javascript” A
"applicationsx—web-app-mani fest+json” &
"applicationsxbtml+xml” A
“"applicationsxml" A
“fontseot" &
"font/opentype” &
"imagesbmp"
"imagessvg+xml" N
"imagesvnd, microsoft, icon® &
"imagesx-icon" A
"text/cache-mani fest" &
"textsoss" A
"text/html" M
"text/ javascript" A



"text/plain" A
"text/vocard" N

"text/vnd rim location, xloc" M

"textivtt" N

"text/x-component” A

"text s/ x-cross-domal n-policy” &

"textsxml"
AT T Modul e
<IfModul e mod_mime, c
AddEncoding gzip SWOZ

AT T Modul e

AT T Modul e

<IfModul e mod_headers, o>

Header unset ETag

AT T Modul e

FileETag Hone
£IfModul e mod_expi

ExpiresActive
Expireshefaul t

ExpiresByTupe

Fes, cx

an

texticss

# Data I1nterchange

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

applicationsatom+xml
applicationdrdf +xml
applicationdrss+xml

applicationd json
applicationdld+json
applicationdschema+json
applicationdvnd geo+json
applicationdxml

text/xml

"access

"access

"access
"access

"access

"access
"access
"access
"access
"access

"access

plus

plus

plus
plus
plus

plus
plus
plus
plus
plus
plus

mont h"

Jear"

hiour"
hiour"
hiour"

seconds"
seconds"
seconds"
seconds"
seconds"
seconds"



# Favicon (cannot be renamed! ) and cursor 1mages

ExpiresByTupe imageswnd. microsoft, icon
ExpiresByTupe images x-icon

# HTHL
ExpiresByTupe text/himl

# Javascipt
ExpiresByTupe application/ javascript
ExpiresByTupe applicationsx-javascript
ExpiresByTupe text/javascript

# Manifest files

ExpiresByTupe applicationdmani fest+json

ExpiresByTupe applicationsx-web-app-mani fest+json

ExpiresByTupe text/cache-manifest

# Media riles

ExpiresByType audiosogg
ExpiresByTupe imagesbmp
ExpiresByTupe imagesaif
ExpiresByTupe image’ jpeq
ExpiresByTupe imagespng
ExpiresByTupe imagesswg+xml
ExpiresByTupe imageswebp
ExpiresByTupe wideos/mpd
ExpiresByType wideosogg
ExpiresByType wideoswebm

# Web fonts

# Embedded OpenType (EOTI

ExpiresByTupe applicationdwnd ms-fontobject

ExpiresByType font/eot

# OpenTyoe

"access

"access

"access

"access
"access

"access

"access
"access

"access

"access
"access
"access
"access
"access
"access
"access
"access
"access

"access

"access

"access

plus
plus

plus

plus
plus
plus

plus
plus

week"
week"

seconds"

year"
year"
year"

week"

A seconds"

plus @

plus
plus
plus
plus
plus
plus
plus
plus
plus
plus

plus
plus

—_ == == =t =t b =t = =

seconds"

mont "
mont "
mont "
mont "
mont "
mont "
mont "
mont "
mont "
mont "

mant "
mant "



ExpiresByType font/opentype "access plus 1 month"

# TrueType
ExpiresByTupe applicationdx-font-ttf "access plus 1 month"

# Web Open Font Format CHOFFY 1, 8

ExpiresByTupe applicationsfont-woff "access plus 1 month"
ExpiresByTuype applicationdx-font-woff "access plus 1 month"
ExpiresByType font/woff "access plus 1 month"

# Web Open Font Format CHOFFY 208

ExpiresByTupe application/font-woff2 "access plus 1 month"
# Other
ExpiresByTuype text/x-cross-domain-policy "access plus 1 week"
</ 1 fModul e

### SILVERSTRIFE START ###
¢Files % s3&

Order deny, allow

Deny from all

Allow from 127 68, 8.1
</Files:

£Files web, config:
Order deny, allow
Deny from all
</Files:

¢Files README. md:
Order deny, allow
Deny from all

</Files:

# This denies access to all yml files, since devel opers might 1nclude sensitive
# information 1in them See the docs for work-arounds to serwve some yaml £11es
£Files ™ "\, yatml ">

Order allow, deny

Deny from all
{AF11 e



Errorbocument 484 fassetsserror—4dB84, html
Errorbocument SEA fassetsserror-5686, html

<IfModul e mod_rewrite, o
SetEry HTTP_MOD_RELWRITE On
RewriteEngine On

RewriteRule “vendor(/l %) - [F,L,HC]

FewriteRule silwverstripe-cached /| $2 - [F, L, HC]
FewriteRul e composerh, ¢ jsonl lock) - [F, L, HC]

FewriteRule Cerrorl silwverstripel debugih, Clogd - CF, L, HCI

RewriteCond #{REQUEST_URIY "C. 1§
RewriteCond #{REQUEST_FILEMAMEY ! -f
FewriteRule . # index phpTurl =% C[QSA]
<41 Modul e
#i## SILVERSTREIFE EHD ###



