## FHP configueation
##

# Use PHP 5 4 engine
SetEnwv PHP_VER S_d

# 01 sable reglster global s
SetEny REGISTER_GLOBALS A

## Apache configueation
##

¢Files , htaccess:
aorder allow, deny
deny from all
£/Files:

# Index file
Directoryl ndex index php

# Mo Indexes for all files
Options -Indexes

# Let's play 3 game
FewriteEngine On

## FB3sic and advanced HTACCESS protection agalinst evil web bot and pirates
## Thanks to httpe /71al ph dawvi dovi t = nets1nternet <se-prot eger-des-pi rat es-et -hackers, html

# Exception: any bot can access to this files
FewriteCond ¥{REQUEST_URIY ! “/robots, txt
RewriteCond #{REQUEST_URIF ! “/sitemap. xml

# et the fuck out

RewriteCond #{HTTP_USER_AGEMT: “-7% [OR] # Mo user agent 7 Well, kiss my ass

RewriteCond ¥{HTTP_USER_AGEMT “Cbcdfghjklmnpgrstywxzh 148, 31 "[8-9a-z1<{15, 3| "[A-9A-Za-z1{19,
RewriteCond ¥{HTTP_USER_AGEMT “<scl <471 “adwords! Bnonymousel Advanceds, Email' Extractor! al mac
extensel EmailColl ector! Email Mol fl Extractor] flashget] frontpagel Go! Zi11al grub's crawl erl HTTPCor
{ MaverRobothal “Moozillal "Mozillasl “MSIEl MJ12botl Movabl ey Tupel HICErsPROI “HPBotl Hutchl Hut scr:
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Frol TELESUT L 1T dCEDdUEDl TUrLlngr Tarrnl Linooel U=erl User —Agerie: » 1 USeEr sy AgENL: v 1 wao=Sao wepodr

RewriteCond ¥CHTTP_USER_AGEMTY “curll "Fetchh APIY Reguestl GT.:

## HOTE TO MYSELF: don't forget to set the user agent In case
RewriteRule ©, ) - [F]

# Strange LEL

RedirectMatch gone ©/_wti, =
RedirectMatch gone “/MS0ffice, =
RedirectMatch gone “[-_a-zB-9/% 1%//, *

el

RedirectMatch gone ©, +/etc/passwd, =

# Suspicious K55

FewriteCond ¥{REQUEST_METHODY ©GETI POST) [HCI

RewriteCond #COUERY_STRIMGY (., ) CH3CI <2/ 7scriphc, )% [HC, ORI

WMWK "HTTPS: M Litel httplibl ™

of mobile apps or something 1.

FewriteCond ¥COUERY_STRIMGY ™0, ) (%30 =27 javascript(%3A1: 20, 2% [HC, OR]
RewriteCond ¥COUERY_STRIMGE ™0, #)document, locationh, href, )¢ [OR]
RewriteCond ¥COUERY_STRIMGY ™, ) %300 =dhttpl %3A0: 20/ B2F2{23C, )% [HC, OR] # Use with cautic

Rewri teCond #L0UERY_STRIMGE (. *)basebd_encoded, )% [0OR]

RewriteCond ¥{0UERY_STRIMGY ", #)GLOBALSC=| [1 ¥[A-9A-Z14{A@, 230, )¢ [OR]
RewriteCond ¥C0UERY_STRIMGY “C. #) _REQUESTC=I [ ¥[B-9A-Z1{0, 232, 2% [OR]
RewriteCond ZC0UERY_STRIMGY ™, #) CSELECTC %281 S+ UMLOMC %261 S+ ALLI THSERTC %2681 %+ | DELETEC %26

RewriteRule ¢, %) - [F]

# Suspiclous SHELL

FewriteCond ¥REQUEST_URIY . =CCphpl mu) Tshelll remview, #| phpremotevi ew, #| sshphp, # pcoml nstvi el

RewriteCond ¥{REOUEST_METHOD ¢GETI POST) [HCI

#Rewri teCond XCOUERY_STRIMG: 7, #i=/homes] oginftpsC, «3¢ [OR] # MUST BE REMPLACED WITH ABSOL

RewriteCond %{OUERY_STRIMGY “work_dir= =% [OR]
RewriteCond #LOUERY_STRIMGY “command=. #foutput. % [OR]
RewriteCond ¥LOUERY_STRIMGY “nts_[a-zB-9_14{@, 183= =% [OR]

RewriteCond #LOUERY_STRIMGE ¢, *)cmd=, #% [OR] # Use this one with caution

RewriteCond #LOUERY_STRIMGY “c=(tl setupl codes)$ [OR]

RewriteCond #COUERY_STRIMGY “act=((aboutl cmdl sel fremovel chbdl trojanl backcl massbrowsersploit

FewriteCond ¥OUERY_STRIMGY "act=(1sl| searchl fsbuffl encoder| tool sl processes| fipgui ckbrutel se
FewriteCond ¥OUERY_STRIMGY “&7c=(17w?i?&d=| v&fnot=l setupiref=| 1 &=I d&d=| treedd ti&d=l edd=li:

RewriteCond ¥{0UERY_STRIMGY ", #)([-_a-zl{l,153)=

1=l cdl cat! rml myvl wiml chmodl chdi vl concat! mkdi vl rmdi Fl pwdl ¢l ear! whoami | unamel tarl zi pl unzipl gzi

([ "a-zR-ZA-91. +1 =% [0OR]

RewriteCond #COUERY_STRIMGY (. #){wget] shell _execl passthrul systeml execl popenl proc_open)(, )¢

RewriteRule ¢, %) - [F]



# Hvold access to unknown 1ndex 111es

£Files ™ ""“(index)ih, (pTsTxthtm?l txtl aspx?l ofml 7l cgil pll phpl 3-911 jspl xml )" >
order allow, deny

deny from all

</Files:

# Avold access to system files
£Files

~on

Y, (incl classl sgll inil confl exel dl11 binl tpll bkpl datl ol bl pyl spdl themel modul &) " >
deny from all
£/Files:

# Avold access to susplcious fi1les

£Files ™ ""“(hacke?r?d?l [-_a-zA-9. 1#mafial -_a-zB-9, 1% [ -_a-zB-9, 1+#powerl -_a-zA-9, 1% [ -_a-z@A-*
order allow, deny

deny from all

</Files:

## [1=s311ow hotllnklng
##

#1000

# URL rewrite rules for www redlrection
##

#Rewr] teCond ZCHTTP_HOSTR ! "skywoddy, et [HET

#Rewr] teCond ZCHTTP_HOSTE ! “static skywoddh, net [HCT
#Rewr] teCond ZCHTTP_HOST: ! 7

#Rewrl teRule “/70, =3 http /7 skywodd net /gl [L, R=561, HET

## URL rewite rules for user-friendly ul
##

RewriteCond ¥{REQUEST_FILEMAME: ! -f
RewriteCond #¥{REQUEST_FILEHMAMEY ! -d
FewriteRule . index php



