# Turn on Keep-Allve header
£1fModule mod_headers. o

Header set Connection keep-aliwve
£/1fModul e

#

# | Internet Explorer

#

# Force IE to render pages 1n the highest available mode 1n the wari ous
# cases when 1t may not: httpe A7hsivonen 1k1, 17/ doct ypes1 e-mode, pdf,
<IfModul e mod_headets, c
Header set X-UR-Compatible "IE=edge”
# ‘mod_headers’ can't match based on the content-type, however, we only
# want to send this header for HTAL pages and not for the other resources
¢FilesMatch "M, (appcachel crxl cssl curl eotl gi f1 htel icol jpe?
al jsl mdal mdwl mani festl mpdl oexl ogal ogal ogyl opusl ot fl pdfl pngl saf ariextzl swgz?
[ t171 wefl webappl webml webpl wof £l xmll xpi 2" >
Header unset X-UA-Compatible
£/FilesMatch:
<41 fModul e

#

# 1 UTF-8 encoding
#

# Use UTF-3 encoding for anything served as text/html or “textsplain’,
AddDef aul tCharset utlf-3

# Force UTF-8 for certain file formats,
£l fModule mod_mime, c>

AddCcharset utf-8 . atom . css . j5 . json . rss ., wit | webapp . xml
<41 fModul e

#

# 1 Security
#

# Make sure directory 115ting 15 di sabl ed
Options +FollowSymlinks -Indexes



# Block access to hidden riles and directories,

# This 1ncludes directories used by wersion control systems such as Git and 59K,

I fModule mod_tewrite, o
RewriteCond #{SCRIPT_FILEMAMEY -d [OR]
RewriteCond #{SCRIPT_FILEMAMEY -f
RewriteRule "C7°1 /% " - [F]
</TfModul e

# FBlock access to backup and source f11es,
# These files may be 1eft by some text editors and can pose a great securlty

# danger when anyone has access to them,

£FilesMatch "C7#, =# %, (bakl configl distl flalinclinil logl psdl shl g1l swlopd ] ™2 g"
# Apache « 2.3
<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
Satisfy ALl
</TfModul e

# Apache 2 2,3

<IfModul e mod_authz_care, c&
Fequire all denied

</TfModul e

</FilesMatchs

<IfModul e mod_deflate, o

# Force compression for mangl ed headers,
# httpe /7 devel oper, yahoo, comsbl ogs/ydn/post 57261 8,1 2/ pushil ng-beyond-gz1 ppl g
£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase "¢ Accept-Encodingl ¥-cept-Encodi ngl X{1531 “{1531 -{1532 %

R ' PR, - [ R -



TLLgzipl deflatelywss, Uhsed+H LX =144, 1530F HHYE_HCcept-Encodl ng
FequestHeader append Accept-Encoding "ogzip, deflate” env=HAVE_Accept-Encoding
/I fModul e
/I fModul e

# Compress all output 1abeled with one of the following MIHE-types
# (for Apache wversions below 2 3 7, you don't need to enable “mod_filter’
# and can remove the <IfModule mod_filter, cx’ and "</ fModul ex” 11nes
# a5 AddoutputFilterByType’ 1s still in the core directives),
<IfModule mod_filter, c
AddOut putFilterBuTupe DEFLATE applicationdatom+xml
applicationd javascript
applicationd json %
applicationdrss+xml %
applicationdvnd ms-fontobject
applicationdx-font-ttf
applicationdx-web-app-mani fest+json &
applicationdxhtml +xml %
applicationdxml
font/opentype M
1 mages svg+xml
images x—1con M
text/css A
text/html 5
text/plain &
text/ x—component
text/xml
/I fModul e

AT Modul e

#
# | Froper MIME types for all files /
#

<IfModul e mod_mime, c

# Audi o
AddType audi o/ mpa mda fda fdb
AddType audiofogg 0ga 0gg opus



# Data 1nterchange
AddType applications json

# Javascipt

Jjson map

# Hormalize to standard type (it's sniffed in IE anuyways).

# httpor //tool s 1etf, orgshtml /1 fod329%section-7, 2
AddType applications javascript

# ¥ideo
AddType wideo/mp4
AddType wideo/ogg
AddType wideo/webm
AddTupe wideosx—-f1w

# Web rfonts
AddType applicationsfont-woff
AddType applicationsvnd ms-fontobject

is

fdv fdp mdv mpd
gy
webm
flw

wof f
et

# Browsers usually 1gnore the font MIHE types and sniff the content,

# however, Chrome shows 3 wsrning IF other HIRE types are used for the

# rfollowing fonts,
AddType applicationsx—font-ttf
AddType font/sopentype

# Make SYGZ fonts work on 1Pad:

# https: </twi tter, comsFont Sgul el 7=t at uss] 4655690545

AddType
AddEncoding gzip

i mage/ svg+xml

# Other
AddType applicationsoctet-stream
AddTupe applicationsx—chrome-extension
AddTupe applicationsx-opera-extension
AddType applicationsx-web-app-mani fest+json
AddType applicationsx-xpinstall
AddType applicationsxml
AddType image/webp
AddType image/x-icon
AddTupe text/cache-mani fest
AddType textswit
AddType text/x-component

ttc ttf
ot f

safariextz

chx

oe

webapp

®pi

atom rdf rss xml
webp

cur

appcache manifest
wit

htc



AddType text/x-wvcard wiof
</ fModul e
#

# | RFedirects /
#

<IfModul e mod_rewrite, o

# Option 1: To rewdte "www domain com -> domaln, com” uncomment the followimg 11nes,
RewriteCond %CHTTPSY ! =on

RewriteCond #CHTTP_HOSTY “wwwh, ¢, +3% [HC]

RewriteRule (., #)% http //%1/%1 [R=3A1, L]

<A Modul e
#

# | Content transformations /
#

# FPrevent mobile network providers from modi fying the website's content,
# httpe Z2ww, w35 orgsFrotocol s/0fc26] 6ArTc26] 6-5ecl 4, html #5ecl 4, 5, 5

<IfModul e mod_headetrs, o
Header set Cache-Control "no-transform”
<A Modul e

#
# 1 ETags /
#

# Remowve ETags as resources are sent with far-future explres headers,

# httpe 77devel oper, yaboo, comsperformancesul es, html #2t ags.,

# FileFTag Hone  doesn't work In all cases
<IfModul e mod_headers, ¢

Header unset ETag
</TfModul e

FileETag Hone



#

# | Expitres headers

#

# The followimg expltes headers are set pretty fa in the future I you

# don't control wersioning with fi1lename-based cache busting,

consi der

# lowering the cache time for resources such as style sheets and Javascrlpt

#

files to something 11ke one week,

£IfModul e mod_expires. o

ExpiresActive on
Expireshefaul t

# L55

ExpiresByTuype text/css

# Data I1nterchange
ExpiresByType applicationd json
ExpiresByType applicationdld+json
ExpiresByType applicationdxml
ExpiresByType text/xml

# Favicon (cannot be renamed! ) and cursor 1mages

ExpiresByType imagesx-1icon

# HTAL components (HICs:
ExpiresByType text/x-component

# HTHL
ExpiresByType text/html

# Javascript
ExpiresByType applicationd javascript

# Manifest files
ExpiresByTupe application/x-web-app-manifest+json

ExpiresByType text/cache-manifest

# Medi 3
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ExpiresByType
ExpiresByType
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# Web feeds

ExpiresByType
ExpiresByType

# Web fonts

ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType

AT FModul e

audi o/ ogg
image/qif
image/ jpeq
image/ png
videos mpd
videos ogg
video/ webm

application/atom+xml
applicationdrss+xml

applicationdfont-woff
applicationdvnd ms-fontobject
application/x-font-ttf
fontsopentype

i mage/ svg+xml
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