#Al ternate defaul t1ndex page
Directoryl ndex index, html

#Future work! consider following protectl ons:
#HTTF_FEFERER attack protectlons

#3ddi t1onal compression

#From https: /sl thub, comsni kosdl onsmast er-ht accesssbl obsmast ersht access, txt

#Has sy Gegin — Common hacking tool s and bandwl dth hoggers b1 ock
# This line also disables Akeebs Remote Control 205 and earlier
SetEnvIf user-agent "Indy Library” stagout=1

SetEnvIf user-agent "lget" stagout=1

SetEnvIf user-agent "1ibwww-perl” stayout=1

SetEnvIf user-agent "Download Demon” stagout=1

SetEnvIf user-agent "GetRight" stagout=1

SetEnvIf user-agent "Getlleb! " stayout=1

SetEnvIf user-agent "Gol Zilla" stagout=1

SetEnvIf user-agent "Go-Ahead-Got-It" stagout=1

SetEnvIf user-agent "GrabMet" stayout=1

SetEnvIf user-agent "TurnitinBot" stayout=1

deny from env=stayout

# [0isable the server signatue - might be off by defaul t on Hamecheap
ServerSignature OFf

# 01 sable directory browsi ng
Options ALl -Indexes

#Force non-wi;

FewriteEngine on

FewriteCond ¥CHTTP_HOSTY “wwwt, dumptrumpgameh, com [HCI
RewriteRule “C, #2% http //dumptrumpgame. comd$l [L, R=3611

# Set browser caching to reduce http reguests
<IfModul e mod_expires, o
ExpiresActive On
ExpiresByType imagesjpg "access plus 1 month"
ExpiresByTupe images jpeg "access plus 1 month"
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CAPLI ESDYIUPE Lmdges gl duoess pLus Lo o
ExpiresByType image/png "access plus 1 month"
ExpiresByType text/css "access 1 month"
ExpiresByTupe application/ javascript "access plus 1 month"
ExpiresByType images/x-icon "access plus 1 year”
ExpiresByType text/html "access plus B seconds”
Expireshefault "access plus 1 month"

</TfModul e

¢Files . htaccess:
Order ALLow, Deny
Deny from all
</Files:

# FBlock access to files that can expose sensitive 1nformation,
£FilesMatch "C°#, =# %, Cbakl confl distl flalinfcill logl psdl shl sqll swloplal "1 4"
# Apache « 2.3
<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
Satisfy ALl
</TfModul e
# Apache 2 2,3
<IfModul e mod_authz_care, c&
Fequire all denied
</TfModul e
£/FilesMatch:



