#
# Rewlte Rules
#
<IfModule mod_rewrite, o

FewriteEngine On

RewriteCond #CDOCUMEMT _ROOT:/cached/index html -f
RewriteRule */#% cached/index. html CL1]

RewriteCond #{DOCUMEMT _ROOT: A cached/ #{REQUEST_URI . html -f
RewriteRule . # cached/¥{REQUEST_URIZ, #1 [L1]

FewriteCond ¥{REQUEST_FILEMAMEY -s [OR]
FewriteCond ¥{REQUEST_FILEMAMEY -1 [OR]
FewriteCond ¥{REQUEST_FILEMAMEY -d
RewriteRule ™ %% - [HC,L]

FewriteRule ©, #% bootstrap php [HC, L]
<41 fModul e

#
# Gzip compression
#

<IfModul e mod_defl ate, ¢

# Force deflate for mangl ed headers devel oper, yahoo, comsbl ogssydn/post s/ 281 8-1 2/ pushi ng-
beyond-gzi ppi g
IfModule mod_setenvif. c
<IfModul e mod_headets, c
SetEnvI fHoCase "0 Accept-Encodingl ¥-cept-Encodi ngl X153 “{153] -{1532 %
“rigzipl deflaterhss, Ths#1+ [X"-1{4, 133% HAVE_Accept-Encoding
FequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encoding
<41 fModul e
<41 fModul e

# HTHL, TXT, 55 Javascript, JSOH, XML, HTC:

<IfModule filter_modul e
FilterDeclare  COMPRESS
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $text/html
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $text/css
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FllLLEreEr oyl uer
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterChain

FilterProtocol

AT FModul e

LUFFEEDD
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS

<IfModule !'mod_filter, o

LUCFLHIC
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE

DEFLATE

# Legacy wersions of Apache

rEesp—LOnLent— | ype
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type

FLEXLSPLALT

$text/xml

$text/ x-component
$applications javascript
$application/ json
$applicationsxml
$applicationsxhtml +xml
$application/rss+xml
$applicationsatom+xml
$application/vnd ms-fontobject
$1i mage/ swig+xml
$application/x—font-ttf
$font/opentype

change=yes; byt eranges=no

AddOut put FilterBuType
AddOut put FilterBuType
AddOut put FilterBuType
AddOut put FilterBuType
application/atom+xml
AddOut put FilterBuType
font-tif fontsopentype
<fIfModul e
<fIfModul e

DEFLATE text/html text/plain text/css applications json
DEFLATE applications javascript

DEFLATE text/xml applicationsxml text/x-component
DEFLATE applicationsxhtml+xml application/rss+xml

DEFLATE image/swg+xml applicationdwnd ms-fontobject applicationdx-

# The rfollowing directives stop screen flicker in IE on C55 rollovers
# combination with the "ExpiresByType” rules for 1mages (see sbovel,

# needed, un-comment the followimg rul es,

# Browserflatch
# Browserflatch
# Browserflatch

# setEnvIf brokenvary 1 force-no-vary

"HSIE" brokenyary=1
“Mozillasd [A-9](2" brokenvary=1

"Opera” ! brokenvary



#
# Cookie setting from Iframes
#

# Allow cookles to be set from 1frames (for IE onlul
# If needed, uncomment and specify a path or regex In the Location directlve

# <IffModul e mod_headers, c»

# <Location />

# Header set P3P "policyref=\"/w3c/p3p xmly", CP=V\"IDC DSP COR ADM DEYI TAIT PSA PS50
IVAI IT¥Di COWI HIS OUR THD CHTY™"

#  </Location:

# </TfHodul e

#
# UTF-5 encodi mg
#

# Use UTF-5 encoding for anythlng served textsplain or textshtml
AddDef aul tCharset utf-5

# Force UTF-8 for 3 number of file formats
AddCharset utf-3 . html .css . js5 . xml . json . rss . atom

#
# A 1ittle more securlty
#

# Do we want to advertise the exact wersion number of Apache we' re runnl ng?

# Frobably not,

## Thi=s can only be enabled 1f used in httpd conf - It will not work In . htaccess
# ServerTokens Frod

# "-Indexes" will have Apache block users from browsimg folders without 5 default document
# Usually you should 1esve this actlvated, because you shouldn't allow everybody to surf

t hrough

# every folder on your server (which Includes rather private places 11ke CMS system

fol derss,

Options -Indexes



# FBlock access to "hidden” directories whose names begin with a period This
# includes directories used by version control systems such as Subversion or Gt
£IfModule mod_rewrite, o
RewriteRule "C71 /% " - [F]
<41 fModul e

# If your server 15 not alresdy configured as such, the following directive
# should be uncommented in order to set PHP's register_global s option to OFF,
# This closes a3 major security hole that 15 abused by most %55 (cross-site

# scriptingy attacks, For more Information: http: /php. netsregi ster_gl obal 5
#

# IF EEGISTER_GLOGALS DIRECTIVE CALSES 588 ITHTEEMAL SERYER ERERORS

#

# Your server does not allow PHP directives to be set via . htaccess, In that
# case you must make this change in your php ini file instesd I you are

# using a commercial web host, contact the admind strators for assistance 1n
# doing this Mot all servers allow local php ind files, and they shoul d

# include all PHP configurations Cnot just this onel, or you will effectively
# reset everything to PHP defaul ts Consul towww, php. net for more detailed

# information about setting PHP directives

# php_rlag register_global s OFfF

# Rename session cookle to something else, than PHPSESSID
# php_wval ue sess1on, name =1d

# Do not show you are using PHP
# Mote: Mowe this line to php inl since it won't work 1n . htaccess
# php_rlag expose_php OFF

# Level of log detail - 1og all errors
# php_val ue error_reporting -1

# Write errors to log file
# php_rlag 1og_errors On

# Do not display ervors In browser (production - OFF, devel opment - Ond
# php_rlag di splay_errors OFF

# Do not di splay startup errors (production — OFF, dewvel opment - 0nd
# php_rlag display_startup_errors OFF



# Format errors in plain text
# Mote: Leave this setting '0On' for xdebug' s war_dumpl output
# php_rlag html_errors OFF

# Show mul tiple occurrence of error
# php_rlag 1gnore_repeated_ertors OFF

# Show same errors from di fferent sources
# php_rlag 1gnore_repeated_source OFF

# 5ize limit for error messages
# phpo_value 1og_errors_max_len 1624

# Don't precede error with string (doesn't accept empty string, use whitespace 17 you
rieed?

n o

# php_wal ue error_prepend_strimg

# Don't prepend to error (doesn't accept empty string, use whitespace 17 you need?

n o

# php_wal ue error_append_strlng

# Increase cookle securlty
<IfModule phpS_modul e

php_walue session, cookie_httponly true
</TfModul e



