£IfModule mod_rewrite, o
## Start activating mod_rewrlte
Options +FollowSumlinks
RewriteEngine On

## Begin - Rewite rules to block out =some common expl ol ts,

# Block out any script trying to basebd_encode data within the URL.
RewriteCond #{OUERY_STRIMGY basebd_encodel “(1#%([™21+%) [OR]

# Block out any script that Includes a <scriptr tag in LURL
RewriteCond ¥{OUERY_STRIMGY < #3C0CL"s]#s5)+cript, =(:| #¥3E2 [HC, ORI
# Block out any script trying to set 3 PHP GLOBALS wariable wia LKL
Rewri teCond #{OUERY_STRIMGY GLOBALSC =l W[I ¥ A-9A-Z14A, 232 [OR]

# Block out any script trying to modify & _REGQUEST wariable wia LREL
RewriteCond #{OUERY_STRIMGY _REQUESTC=I A[I %L A-9A-Z1{A, 232

# Return 483 Forbi dden header and show the content of the root homepsge
RewriteRule . # index, php [FI

## End - Rewrlte rules to block out some common expl ol ts,

## FBegin - S5EF Sectlon
RewriteRule . * - [E=HTTP_AUTHORI ZATION: ¥{HTTP: Authorizationi]
# If the requested path and file 15 not /1ndex. php and the reguest
# has not already been internally rewitten to the 1ndex php script
RewriteCond #¥{REQUEST_URI T ! “/indexh. php
# and the reqguest 15 for something within the component folder,
# or for the site root, or for an extensionless URL, or the
# requested URL ends with one of the 11sted extensions
RewriteCond #¥{REQUEST_URIY /07 1= %, Cphpl html 7l feed pdfl wofl rawi)$ [HCI
# and the reguested path and file doesn't directly match 3 physical fi1le or folder
RewriteCond #¥{REQUEST_FILEMAMEY ! -f
RewriteCond #{REQUEST_FILEMAMEY ! -d
# Internally rewite the reguest to the 1ndex php =script
RewriteRule . # index, php [LI
## End - SEF Section,
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£IfModule ! mod_rewrite, o
# I we don't have mod_rewite installed, all 484" s
# can be sent to [ndex. php, and everythli ng works as normal,
ErrorDocument 484 /index, php
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