# Apache Server Configs w2 14 681 HIT License
# https: ssgl thub, comshsbps server-conf] gs-apachesraus mast ersdi st/ ht access
# Shrink: sed -1 -e 's/h\sv+ g -2 'S TNsegld | Rt access
#
#
£IfModule mod_rewrite, o
RewriteEngine On
# Block direct access to plugins and themes

"

# Custom entry point: RewlteCond "XCREGQUEST_URIZ" ! =/statlcspl ugl nssentry-pol nt, php"
RewriteRule "/Cmu-pluginsl pluginsl themesl upl oadsy £, #, php" - [F]
## Miss1ing 1mages
#Rewr] teCond " g DOCUMEHT_ROOT #TREQUEST_FILEHAME?" | -f
"y CJpefol pngl gi fag" "sderfaul t-1mage. jpg” [EHOT
# Don't Index files for robots
<FilesMatch "“(robotsy, txtl sitemaph, xmlag" >
Header append X-Robots-Tag “noindex”
£/FilesMatch:
<41 fModul e
#

# Forcing “https: /7

#Rewr] teRul e

#< I MModul & mod_rewl te c:
# Rew1 teEngl e On
# RewrlteCond "ZCHTTPS" "1 =on”
# RewriteRule "7, 18" "https: /7 ECHTTP_HOST A%1" [R=3A1, L]
#0T FHodul e
# Suppressing # Forcing the “www, = at the beginning of URLs
£IfModule mod_rewrite, o
RewriteEngine On
RewriteCond " #CHTTP_HOSTZ" " “wwwh, ¢, +3%" [HC]
RewriteRule "™ "https: /81 REQUEST_URI 3" [R=3A1, L]
<41 fModul e
#< I MModul & mod_rewl te c:
# Rew1 teEngl e On
# RewriteCond "HHTTP_HOST?" "1 “www', " [HCT
# RewriteRule """ "https: //www, ZCHTTP_HOSTH ECREQUEST_URI " [R=3A1, L]
o1 FHodul e
# Clickjacking
# I Fhodul & mod_headers, cx
# Header set X-Frame-Options "DEHY"
# <Filesflatch "4,
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Lgppcglrisl Lol oogwl ol Gl G550 CUr] 200 T HL oy 1Ly QED SO grnrl riley ool Jpe
gl j=l jsoncld?
| mdL 371 mani rest! mapl mpdl oexl ogl agv]] opus/ ot £ pdfl pngl rdfl rssl sarfari extzl svgz?
| swrl topojsonl ttLcr]l txt] veard vofl vt t] webappl webl mpll webmani fest! wof 27 x1 oo/ xml ] xpi 13" >
# Header unset X-Frame-0ptions
# </Filestiatch:
#T FHodul e
# Content Security Policy (CSP
#< I FHodul & mod_headers, cx
# Header set Content-Security-FPolicy "script-src 'self': object-sic 'self'”
# <Filestlatch "4,
( apprachel at oml bbawl bmpl crxl cssl curl eot] 490 abpw]] £1v geojsonl gi £l htcl ool jpe?
gl j=l jsoncld?
| mdL 371 mani rest! mapl mpdl oexl ogl agv]] opus/ ot £ pdfl pngl rdfl rssl sarfari extzl svgz?
| swrl topojsonl ttLcr]l txt] veard vofl vt t] webappl webl mpll webmani fest! wof 27 x1 oo/ xml ] xpi 18" >
# Header unset Content-Securl ty-Follcy
# </Filestiatch:
#T FHodul e
# HTTF Strict Transport Security (HSTS
#< I FHodul & mod_headers, cx
# Header always set 5trilct-Transport -Securi ty "max-age=1 67849606, 1 ncl udesublonal ns"
#T FHodul e
# Content transformation
#< I FHodul & mod_headers, cx
# Header merge Cache-Control “no-transform”
#T FHodul e
#
# Cross-origin reguests
<IfModule mod_setenwif. c
<IfModule mod_headers. cx
£FilesMatch "N, Cbmpl curl gi flicol jpetal pngl swgz?l webp) $ >
SetEnvIf Origin " IS_CORS
Header set Access-Control-Allow-Origin "#" enw=IS_CORS
</FilesMatch:
</ 1 fModul e
</ 1 fModul e
<IfModule mod_headers. cx
<FilesMatch "%, Ceotl obfl t0cf Il wof 270 4"
Header set Access-Control-Allow-Origin ="
</FilesMatch:
</ 1 fModul e



# Lustom error messages
ErrorDocument SA8 “System failure. Sorry! Please try again. webmaster@szepe, net"
ErrorDocument SA3 " Timeout occurred, Sorry! Please try again. webmaster@szepe, net"
# Ervor prevention
Options -Multiviews

# Document modes
<IfModul e mod_headers, ¢

Header set X-UA-Compatible "IE=edge"

¢FilesMatch ",
i appcachel atoml bbawl bmpl crxl cssl curl eotl f4labpyll f1vl geojsonl gi fl htcl icol jpe?
gl jsl jsonild)?
| meC a1l mani fest| mapl mpal oexl ogl agvll opusl ot I pdfl pngl rdfl rssl saf ariextzl svgz?
| swfl topojsonl t1Lcf 1l txtl voard wofl wttl webappl webl mpll webmani festl wof f271 x1ocl xmll xpi 2 $" >
Header unset X-UA-Compatible

£/FilesMatch:
<41 Modul e

# Medis types
<IfModule mod_mime, >

AddType applicationsatom+xml atom

AddType applicationsjson json map topojson

AddType applications/ld+json jsonld

AddType applications/rss+xml rss

AddType applications/wnd. geo+json geojson

AddType applicationsxml rdf xml

AddType applications javascript js

AddType application/mani fest+json webmani fest

AddType applicationsx-web-app-mani f est+json webapp

AddType text/cache-manifest appcache

AddType audio/mpd fda fdb mda

AddType audiofogg oga ogg opus

AddType image/bmp bmp

AddType imagesswvg+xml svg swgz

AddType image/webp webp

AddType wideo/mpd fdv fdp mdy mpd

AddType wideo/ogg ogw

AddType wideo/webm webm

AddType wideosx-flw flw

AddType imagesx-icon cur ico

AddType applicationsfont-woff woff

AddType applications/font-woff2 woff2

AddType applications/wnd. ms-fontobject eot



AddTupe applicationsx-font-ttf ttc ttf
AddType fontsopentype oftf

AddTupe applicationsoctet-stream safariextz
AddTupe applicationsx-bb-appworld bbaw
AddType applicationsx-chrome-extension crx
AddTupe applicationsx-opera-extension oex
AddType application/x-xpinstall x=pi
AddTupe text/vcard wcard wof

AddType text/wnd rim location xloc x1loc
AddTupe ftext vttt wit

AddType text/sx-component hic

<41 fModul e

# Character encodi ngs

Addbef aul tCharset utf-5

£IfModul e mod_mime,

AddCharset utf-5 . atom

. bbaw

L0555

. geojson b

R

. json b

cJsonld N

. mani fest %

Cdf o

B =T

ctopojson b

CWLL N

webapp M

. webmani fest

cxlac s

. xml
<41 fModul e
£IfModul e mod_autol ndex,

Options -Indexes
<41 fModul e

# Block access to dot (0 #1 files
<IfModule mod_rewrite, o

RewriteEngine On

RewriteCond ¥{REQUEST_URTY "' 71 A0, well-knownsCC™ £1+ £ Ta+8" [HCI
RewriteCond #¥{SCRIPT_FILEMAMEY -d [OR]
RewriteCond ¥{SCRIPT_FILEMAMEY -f



RewriteRule "C7°1 /% " - [F]
</TfModul e

# FBlock access to files that can expose sensitive 1nformation,
£FilesMatch "C°#, =# %, Cbakl confl distl flalinfcill logl psdl shl sqll swloplal "1 4"
# Apache « 2.3

<IfModule ! mod_authz_care, c

Order allow, deny

Deny from all

Satisfy ALl

</TfModul e

# Apache 2 2,3

<IfModul e mod_authz_care, c&

Fequire all denied

</TfModul e
£/FilesMatch:

# Reducing MIME type securlty risks
<IfModul e mod_headers, ¢

Header set X-Content-Type-Options “nosniff"
</TfModul e

# Reflected Cross-51te Scripting (%5550 attacks

# I FHodul & mod_headers, cx

# Header set X-X55-Protection "1: mode=block”

# <Filestlatch "4,

( apprachel at oml bbawl bmpl crxl cssl curl eot] 490 abpw]] £1v geojsonl gi £l htcl ool jpe?
gl j=l jsoncld?
| mdL 371 mani rest! mapl mpdl oexl ogl agv]] opus/ ot £ pdfl pngl rdfl rssl sararl extzl svgz?
| swrl topojsonl ttLcr]l txt] veard vofl vt t] webappl webl mpll webmani fest! wof 27 x1 oo/ xml ] xpi 13" >
# Header unset X-X55-Protection

# </Filestiatch:

#T FHodul e

# Server-s1de technol ogy 1nformation

<IfModul e mod_headers, ¢

Header unset X-Powered-By

</TfModul e

# Server software 1nformation

Server3ignature Prod

# Compression

<IfModule mod_deflate, o

£IfModule mod_setervif, o

<IfModul e mod_headers, ¢

SetEnvI fHoCase "¢ Accept-Encodingl ¥-cept-Encodi ngl X{1531 “{1531 -{1532 %



“{gzipl deflate)hss, Tvs=)+ [X"-1{4d, 133% HAVE_Accept-Encoding
FequestHeader append Accept-Encoding "ogzip, deflate” env=HAVE_Accept-Encoding
<41 Modul e

<41 Modul e

<IfModule mod_filter, c
AddOutputFilterBuType DEFLATE "applicationdatom+xml” %
"applications javascript" A
“applications json" A
“applicationsld+json” A
"applications/mani fest+json" A
“applicationsrdf +xml" A
"applicationsrss+xml” A
"applicationsschema+json” A
"applicationsvnd. geo+json” &
"application/vnd ms-fontobject” &
“applicationsx—font-ttf"
"applicationsx-javascript” A
"applicationsx—web-app-mani fest+json" A
“applicationsxhtml+xml” %
“applicationsxml" %

“fontseot" &

“font/opentype” A

"imagesbmp"

"imagessvg+xml" N

"imagesvnd, microsoft, icon" A
"imagesx-icon" A
"text/cache-mani fest" &
“textsoss" A

“text/html" N

"text/s javascript" A

"text/plain" A

“text/vcard” N
“text/vnd rim location, xloc" %
"textsvtt" A

"text/x-component” A

"text s/ x-cross-domal n-policy” &
“text/xml"

<41 Modul e

<IfModule mod_mime, >

AddEncoding gzip swgz

<41 Modul e



AT FModul e
# ETags

<IfModul & mod_headers, ¢

Header unset ETag

<SIfModul e
FileETag Hone

# Explres headers

£IfModul e mod_expires, o

ExpiresActive

an

Expireshefault "access plus 1 month"

ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
Expi resBuyTupe

text/css "access plus 1 ugear”
application/atom+xml "access plus 1 hoor"
application/rdf+xml "access plus 1 hour”
application/rss+xml "access plus 1 hour”
application/ json "access plus B seconds”
application/ld+json "access plus @ seconds”
applicationdschema+json "access plus B seconds”
applicationdvnd geo+json "access plus A seconds”
application/xml "access plus A seconds"

text/xml "access plus B seconds”

image/vnd. microsoft, icon "access plus 1 week”
image/x-icon "access plus 1 week"

text/html "access plus A seconds"

application/ javascript "access plus 1 uear"
application/x-javascript "access plus 1 year”
text/javascript "access plus 1 year”

application/mani fest+json "access plus 1 week"
applicationdx-web-app-mani fest+json "access plus @ seconds”
text/cache-mani fest "access plus A seconds”
audin/ogg "access plus 1 month”

image/bmp "access plus 1 month”

image/gif "access plus 1 month"

image/ jpeq "access plus 1 month"

image/png "access plus 1 month"

image/svg+xml "access plus 1 month"

image/webp "access plus 1 month"

video/mpd "access plus 1 month"

video/ogg "access plus 1 month”

video/webm "access plus 1 month”

applicationdvnd ms-fontobject "access plus 1 month"
font/eot "access plus 1 month"



ExpiresByType font/opentype "access plus 1 month"
ExpiresByTupe application/x-font-ttf "access plus 1 month"
ExpiresByTupe applicationfont-woff "access plus 1 month"
ExpiresByTupe applicationdx-font-woff "access plus 1 month"
ExpiresByType font/woff "access plus 1 month"

ExpiresByTupe application/font-woff2 "access plus 1 month"
ExpiresByType text/x-cross-domain-policy "access plus 1 week"
</TfModul e

# Filename-based cache busting

I fModule mod_tewrite, o

RewriteEngi ne On

RewriteCond #{REQUEST_FILEMAMEY ! -f

n

RewriteRule "7C, +24%, Cvdvd+)h, Cbmpl 3=l curl gi 1 icol jpetal jsl pngl swgz?l webpl webmani fest ) §"
“$1.%3" [L]

<A Modul e



