SPUBLIC fol der , bt access

This . htaccess file 15 recommended
to be placed at rootspublic fol der
of your Laravel powered applicatlon

Thi=s file works with Laravel 3 and 4

Turning on the rewite engine 15 necessary for the following rul s and
features, "+FollowSymlinks" must be enabled for this to work symbolicalll,
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£IfModule mod_rewrite, o
Options +FollowSumlinks
Directoryl ndex index php
RewriteEngine On

<41 fModul e

RewriteEngine On

RewriteBase /

RewriteCond #{THE_REOUESTY “[A-£11{3, 93% /indexh. phph HTTRS
RewriteRule “indexh, php$ ¢/ [R=381, L]

RewriteCond %REQUEST_FILEMAMET ! —f
FewriteCond #LREQUEST_FILEHAMEX ! —-d
RewriteRule . / [L]

Addbef aul tCharset utf-5
AddCcharset utf-5 . atom . css . j5 . json . rss ., wit | oxml

#
#A1ittle more securlty
#

To awvold displaying the exact wersion number of Apache belng used, add the
following to httpd conf (it will not work 1n . htaccessi:
ServerTokens Frod

"~Indexes" will have Apache block users from browsing folders wi thout &
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defaul t document Usually you should 1eave this actlvated, because you
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# SOodLar Logil oW evergoogy Lo sory o orroogn every rorger orp o godr Seryer L il Ll
# 1ncludes rather private places 11ke CHS system fol derss,
#

<I fModul e mod_aut ol ndex, o
Options -Indexes
<A Modul e

#

# FBlock access to "hidden” directories or files whose names begin with a

# period This 1ncludes directories used by version control systems such as
# Subversion or Gt
#

I fModule mod_tewrite, o
RewriteCond #{SCRIPT_FILEMAMEY -d [OR]
RewriteCond #{SCRIPT_FILEMAMEY -f
RewriteRule "C7°1 /% " - [F]
</TfModul e

#

# FBlock access to backup and source files, These files may be 1eft by some

# textshtml editors and pose a great security danger, when angyone can Sccess
# them,
#

£FilesMatch "%, Cbakl configl sqll flal psdl inil 1ogl shl incl swpl distal " "
Order allow, deny
Deny from all
Satisfy ALl

£/FilesMatch:

#
# suppress or force the "www,
#
# THPORTAMT: HEYER LISE EOTH RULES AT THE SARE TIME!
#
# Option 1;

# Rewlte "www, exampl e com -> exampl & com”,
#

"

at the beginning of URL=




£ltModule mod_tewrlte, o
RewriteCond %{HTTPSY ! =on
RewriteCond #CHTTP_HOSTY “wwwh, ¢, +3% [HC]
RewriteRule ™ http /% B{REQUEST_URIF [R=381, L]

</1fModul e

#

# Option 2

# Rewite "exampl e com > www, exampl & com”,

# Be aware that the following rule might not be 3 good 1des 1fF you use “real”
# subdomains for certaln parts of your website

#

# <IfModul e mod_rewite, c:

#  RewriteCond XCHTTPS) ! =on

#  RewiteCond ZCHTTP_HOSTR ! “wwwh. . +& [HCT

#  RewriteRule ~ http: swww, ZCHTTP_HOST? ACREGQUEST_LRI: [R=361, L]
# AT Modul e

#

# Compression 15 Implemented by the DEFLATE f1lter

# The following directive will enable compression for documents In the contal ner
#
<IfModul e mod_deflate, o

# Force deflate for mangl ed headers devel oper, yahoo, comsbl ogssydnpost s/261 8,1 2/ pushi ng—t
£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase "¢ Accept-EncodXngl ¥-cept-Encodi ngl ®{15%1 “{1531 -{153>% "“((gzipl deflate)®
HAYE _Accept -Encodi ng
FequestHeader append Accept-Encoding "ogzip, deflate” env=HAVE_Accept-Encoding
/I fModul e
/I fModul e

# Compress all output 1abeled with one of the following MIHE-types
<IfModule mod_filter, c
AddOut putFilterBuTupe DEFLATE applicationdatom+xml
applicationd javascript
applicationd json %
applicationdrss+xml %
applicationdvnd ms-fontobject



applicationdx-font-ttf
applicationdxhtml +xml
applicationdxml *
fontsopentype
images svg+xml
images x—icon M
text/css A
text/html
text/plain &
text/x-component ™
text/xml

<41 fModul e

AT FModul e

<IfModul e mod_headets, c
Header set X-UA-Compatible "IE=Edge, chrome=1"
# mod_headers can't match by content-type, but we don't want to send this header on #ever|
¢FilesMatch "%, € jsl cssl gl fl pngl jpe?
gl pdf! xmll ogal oggl mdal ogyl mpdl mdwl webml svgl swgzl eotl t111 ot fl waf fl i col webpl appoachel mani festl
Header unset X-UA-Compatible
£/FilesMatch:
<41 fModul e

IfModule mod_setenvif. c
<IfModul e mod_headets, c
# mod_headers, y u no match by Content-Type?!
¢FilesMatch "% Cgifl pngl jpet?gl svagl svozl icol webpl §" >
SetEnvIf Origin " IS_CORS
Header set Access-Control-Allow-0Origin "#" enw=IS_CORS
£/FilesMatch:
<41 fModul e
<41 fModul e

<IfModul e mod_headets, c
¢FilesMatch ", CLtfl ttcl obfl eotl woffl font, css) "
Header set Access-Control-Allow-Origin "
£/FilesMatch:

AT FModul e



<IfModul e mod_headers, ¢
£FilesMatch ", Cicol pdfl f1vl jpgl jpegl pngl gi f1 swfl mp3l mpd) $" =
Header set Cache-Control “public”
£/FilesMatch:
</TfModul e

#
# Expites headers (for better cache controll
#

# These are pretty far-future explires headers,

# They assume you control wersioning with £11ename-based cache bustimg

# Addi tionally, consider that outdated proxies may miscache

# www, stevesouders, comsbl ogs 2086, A8, 23/ revyl ng-r1 1 enames-dont -use-guerystri mgs
#

#If you don't use filenames to version, lowsr the C55 and J5 to something 11ke

# "access plus 1 week”,
#

£IfModul e mod_expires. o
ExpiresActive on

# Perhaps better to whitellst expires rul es? Perhaps,
Expireshefaul t "access plus 1 month"

# cache, appcache needs re-requests In FF 5 6 (thanks Remy “Tntroduci mg HTHLE
ExpiresByType text/cache-manifest "access plus A seconds”

# Your document html

ExpiresByType text/himl "access plus A seconds”
# [ata

ExpiresByTuype text/xml "access plus A seconds”

ExpiresByType applicationdxml "access plus A seconds”

ExpiresByType applicationd json "access plus A seconds”
# Feed

ExpiresByTupe application/rss+xml "access plus 1 hour”

ExpiresByTupe applicationdatom+xml "access plus 1 hour”

# Favicon (cannot be rensmed)
ExpiresByTupe image/x-1icon "access plus 1 week"



# Media 1mages, video, sudio

ExpiresByType imagesqgif "access plus 1 month"
ExpiresByType imagespng "access plus 1 month"
ExpiresByType image’ jpeq "access plus 1 month"
ExpiresByType wideosogg "access plus 1 month"
ExpiresByType audiosogg "access plus 1 month"
ExpiresByType +ideosmpd "access plus 1 month"
ExpiresByType wideoswebm "access plus 1 month"
# HTC files (css3plel
ExpiresByType text/x-component "access plus 1 month"
# Webfont=
ExpiresByType applicationd/x-font-ttf "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByType application/x-font-woff  “access plus 1 month"
ExpiresByType imagesswg+xml "access plus 1 month"

ExpiresByType applicationdvnd. ms-fontobject "access plus 1 month"

# C55 and Javascript

ExpiresByTuype text/css "access plus 1 year”
ExpiresByType applicationd javascript "access plus 1 year”
</1fModul e
#
# Froper MIME type for all files
#

# Javascript
# Hormalize to standard type (it's sniffed 1n IE anyways)

# tools 1etf, orgshtml Arfod3298section-7 2
a,

#

AddType applications javascript j5 Jjsonp
AddType applications json json

# Audi o

AddType audiofogg oga ogg

AddType audi o/ mpa mda fda fdb



# ¥ideo

AddType wideo/ogg agy
AddType wideo/mp4 mpd mdv fdv fdp
AddType wi deoswebm webm
AddType wideos x—f1w flw

0
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SV

# .
# Reguired for svg webfonts on 1FPad
#  twitter, comsFont Sgul rrel /st at uss] 45855690545

AddType i mage/ svg+xml v SWgZ
AddEncoding gzip SWOZ

# Webrfont s

AddTupe applicationswnd ms-fontobject eot
AddType applicationsx—font-ttf ttf ttc
AddType font/sopentype otf
AddTupe applicationsx—font-woff wof f

# Assorted types

AddType image/x-icon ico

AddType image/webp webp

AddTupe text/cache-mani fest appcache manifest
AddType text/x-component htc

AddType applicationsxml tss atom xml rdf
AddTupe applicationsx—chrome-extension C

AddTupe applicationsx-opera-extension Qe

AddType applicationsx-xpinstall ®pi

AddType applicationsoctet-stream safariextz

AddType applicationsx—web-app-mani fest+json webapp
AddTupe text/x-wcard vt
AddTupe applicationsx-shockwave-T1ash suf
AddType ftext/witi vit



