# Apache Server Configs w2 14 681 HIT License
# https: ssgl thub, comshsbps server-conf] gs-apache

VA R S S e
# # ERFURS #
VA R S S e

#
# | Custom error messagesspages /
#

ErrorDocument €84 /index, html

#
# 1 Error prevention /
#

Options —Mul tiviews

VA R S S e
# # THTERHET EXFLURER #
VA R S S e

#
# | Document modes /
#

<IfModule mod_headers, c
Header set X-UR-Compatible "IE=edge”

£FilesMatch "+,
¢ appcachel atoml bbawl bmpl crxl cssl curl eotl 4 abpyl f1% geojsonl gi fl htcl icol jpe?
gl jsl jsonC1dy?
| mel av11 mani festl mapl mpdl oexl ogl agwll opusl ot f1 pdfl pngl rdfl rssl saf ariextzl svgz?
| swfl topojsonl tt0cf 1l txtl voard wofl witl webappl webl mpll webmani fest! wof f271 x1ocl xmll xpi)&" >
Header unset X-UA-Compatible
£/FilesMatch:
<41 fModul e

VA R S S e
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# # [CULH 1 TFCS HEALY LOAAFEAL ICRE CRILLULL S #

L SR S

#
# 1 Media types /
#

<IfModul e mod_mime, o>

# Data 1nterchange

AddType applicationsatom+xml atom

AddType applications json json map topojson
AddType applicationsld+json jsonld

AddType applicationsrss+xml (=3

AddType applicationswnd. geo+json Qe jSon

AddType applicationsxml rdf xml

# Javascript
AddType applications javascript is

# Manifest files

AddType application/mani fest+json webmani fest
AddType applicationsx-web-app-mani fest+json webapp
AddType text/cache-mani fest appcache

# Media riles

AddType audi o/ mpa fda fdb mda
AddType audiofogg 0Ja 0gg opus
AddType image/bmp bmp

AddType imagesswg+xml v SWOZ
AddType image/webp webp

AddType wi deo/mps fdv fdp mdv mpd
AddType wideo/ogg gy

AddType wideo/webm webm

AddType wideodx-f1w flw

I}

# Serving . ico’ Image files with a different media tupe

AddType imagesx-icon cur ico

# Web fonts
AddType applicationsfont-woff wof f



HddTupe applicationsfont-woff2 wot T2

AddType applicationswnd ms-fontobject eot

AddType applicationsx-font-ttf tto ttf

AddType font/opentype ot f

# Other

AddType applicationsoctet-stream safariextz

AddType applicationsx-bb-appworld bbatw

AddType applicationsx-chrome-extension (o!

AddType applicationsx-opera-extension Qe

AddType applicationsx-xpinstall xpl

AddType text/wcard voard wof

AddType text/wnd rim location. xloc xl oo

AddType textswit wit

AddType text/x-component htc
<41 Modul e
# ______________________________________________________________________
# | Character encodl ngs /
# ______________________________________________________________________

AddDef aul tCharset utf -5

<IfModule mod_mime, >
AddCharset utf-5 . atom

. bbaw
L BS54
. geojson M
R
. json b
. jsonld A
.manifest %
Crdf o
PS54
. topojson b
vt
webapp M
. webmani fest
Cxloc s
. xml

<41 Modul e



VA R S S e
# # FEWFITES #
VA R S S e

#
# 1 Rewrite englne /
#

£IfModule mod_rewrite, o
RewriteEngine On
Options +5umLinksIfOwnerMatch

RewriteCond %{HTTPSY =on

RewriteRule ™ - [env=proto: https]

RewriteCond %{HTTPSY ! =on

RewriteRule ™ - [env=proto httpl
<41 fModul e

#
# | Suppressing / Forcimg the “www =~ a3t the beginning of URLs /
#

£IfModule mod_rewrite, o

RewriteEngine On

RewriteCond %{HTTPSY ! =on

RewriteCond #CHTTP_HOSTY “wwwh, . +3% [HC]

RewriteRule ™ #{EMM: PROTOX: ¢/ %1 ¥{REQUEST_URIZ [R=361, L]
<41 fModul e

VA R S S e
# # SECURITY #
VA R S S e

#
# 1 HTTF 5trict Transport Securlty (HSTS) /
#

<IfModul e mod_headets, c
Header always set Strict-Transport-Security "max-age=3668"
<41 fModul e



#
# | Content Security Policy (C5F /
#

<IfModul e mod_headers, ¢

Header set Content-Security-Policy "default-sic 'self' www googl et agmanager, com; script-
src 'self' 'unsafe-inline' www, googl etagmanager. com www, googl e-anal ytics, com
cdn, ampproject, org; style-src 'self' 'unsafe-inline' cdn. jsdeliwr. net
fonts, googleapi s, com; img-stc 'self' data gravatar, com www, google-analytics com; font-src
cdn, jsdeliwr, net fonts gstatic, com; child-stc www googletagmanager. com; frame-ancestors
www, googl et agmanager, com;  upgrade-insecure-requests; block-all-mixed-content; reflected-
%55 block; referrer no-referrer-when-downgrade; "

¢FilesMatch "\,
 appcachel atoml bbawl bmpl crxl cssl curl eotl 40 abpyedl f1vl geojsonl i f1 htel icol jpe?
gl jsl jsonild)?
| mel a1l mani festl mapl mpdl oexl ogl agyll opusl ot I pdfl pngl rdfl rssl saf ariextzl swgz?
| swfl topojsonl tLcf 1l txtl voard wofl wttl webappl webl mpll webmani festl wof f271 x1ocl xml| xpi 2" >
Header unset Content-Security-Policy-Report-0nly
£/FilesMatch:
</TfModul e

#
# 1 Clickjackimg /
#

<IfModul e mod_headers, c
Header set X-Frame-Options " DEHY"

¢FilesMatch "\,
 appcachel atoml bbawl bmpl crxl cssl curl eotl 40 abpyedl f1vl geojsonl i f1 htel icol jpe?
gl jsl jsonild)?
| mel a1l mani festl mapl mpdl oexl ogl agyll opusl ot I pdfl pngl rdfl rssl saf ariextzl swgz?
| swfl topojsonl tLcf 1l txtl voard wofl wttl webappl webl mpll webmani festl wof f271 x1ocl xml| xpi 2" >
Header unset X-Frame-Options
£/FilesMatch:
</TfModul e




<IfModul @ mod_aut ol ndex, o
Options -Indexes
AT Modul e

#
# | Reducing WIME type security visks /
#

<IfModul e mod_headets, c»
Header set X-Content-Type-Options “nosniff"
</1fModul e

#
# | Reflected Cross-5ite Scripting (%550 attacks /
#

<IfModul e mod_headers, o>
Header set ¥-%55-Protection "1; mode=block"

¢FilesMatch ",
i appcachel atoml bbawl bmpl crxl cssl curl eotl f4labpyll f1vl geojsonl gi fl htcl icol jpe?
gl jsl jsonild)?
| meC a1l mani fest| mapl mpal oexl ogl agvll opusl ot I pdfl pngl rdfl rssl saf ariextzl svgz?
| swfl topojsonl t1Lcf 1l txtl voard wofl wttl webappl webl mpll webmani festl wof f271 x1ocl xmll xpi 2 $" >
Header unset xX-¥55-Protection
£/FilesMatch:
/I fModul e

#
# | Server-side technol ogy 1nformation /
#

<IfModul e mod_headers. c:
Header unset X-Powered-By
<ST Modul e

#
# | Server software 1nformation /
#




ServerSignature OFf

VA R S S e
# # WEE FERFORMAHCE #
VA R S S e

#
# | Compression /
#

<IfModule mod_deflate, c
£IfModule mod_setenvif. o
<IfModul e mod_headets, c
SetEnvI fHoCase “(Accept-EncodXngl X-cept-Encodi ngl X015 {1531 -{1530 %
“(igzipl defl atedhss, Phsxa+l [X™-1{4,133% HAYE_Accept-Encoding
RequestHeader append Accept-Encoding “gzip, deflate” enw=HAVE_Rccept-Encoding
<41 fModul e
<41 fModul e

AddOutputFilterBuTupe DEFLATE "applicationdatom+xml” %
"applications javascript" A
"applications json” A
"applicationsld+json” &
"applications/mani fest+json”
"applicationsrdf+xml" A
"applicationsrss+xml” A
"applicationsschema+json”
"applicationsvnd. geo+json” &
"applications/vnd, ms-fontobject"”
"applicationsx—font-ttf"
"applicationsx-javascript” A
"applicationsx—web-app-mani fest+json” A
"applicationsxbtml+xml”
"applicationsxml" %
"font/eot" &

"font/opentype” &
"imagesbmp"
"imagessva+xml" N
"imagesvnd, microsoft, icon® &
"imagesx-icon" A



<IfModule mod_mime,
AddEncoding gzip
</TfModul e
</TfModul e

"text/cache-mani fest" &
"textsoss" A

"text/html" M

"text/ javascript" A
"textsplain® A

"textvcard” N
"text/vnd rim location, xloc" %
"textsvtt" A

"text/ x—component” A

"text s x-cross-domai n-policy” A
"text s xml"

=1n

#
# 1 ETags
#

# FileFTag Hone  doesn't work In all cases

<IfModul e mod_headers, c
Header unset ETag

<fIfModul e

FileETag Hone

#

# | Expires headers
#

£IfModul e mod_expires. o
ExpiresActive on
Expireshefaul t

# C55
ExpiresByTuype text/css

# Data 1nterchange

"access plus 1 hour”

"access plus 1 hour”

FwriresBEnTine annl i cat i nnd At om+xm "arress nlos 1 hooe"



ExpiresByTupe
ExpiresByTupe

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

# Favicon
ExpiresByTupe
ExpiresByTupe

# HTHL
ExpiresByTupe

# Javascript

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

- - rr e m e e aanre

applicationdrdf +xml
applicationdrss+xml

applicationd json
applicationdld+json
applicationdschema+json
applicationdvnd geo+json
applicationdxml

text/xml

image/vnd. microsoft, icon
1 mage/ x-1con

text/html

application/ javascript
applicationdx-javascript
text/ javascript

# Manifest files

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

# Media files
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

applicationdmani fest+json
applicationdx-web-app-mani fest+json
text /cache-mani fest

audi o/ ogg

1 mage/bmp
image/gif
image/ jpeq

1 mage/ png

1 mage/ svg+xml
1 mage/ webp

vi deos mpd
videos ogg
v1deos webm

# Embedded OpenType ¢EOT)

Fuwrmi FrasPnTiina

arml 1 ~at 1 Al oA me—F At fboiaed
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ExpiresByType font/eot "access plus 1 hour”

# OpenType
ExpiresByType font/opentype "access plus 1 hour”

# TrueType
ExpiresByTupe application/x-font-ttf "access plus 1 hour”

# Web Opern Font Format CHOFF 1, 8

ExpiresByTupe application/font-woff "access plus 1 hour”
ExpiresByTupe applicationdx-font-woff "access plus 1 hour”
ExpiresByTupe font/woff "access plus 1 hour”

# Web Open Font Format CHOFFD Z &

ExpiresByTupe applicationsfont-woff2 "access plus 1 hour”
# Other
ExpiresByTupe text/x-cross-domain-policy "access plus 1 hour”

AT FModul e



