#  BULLETFROOF . 58,1 »x>>2>» SECURE . HTHCCESS

# If you edit the BULLETPROOF . 56, 1 »:x:>»x> SECURE . HTACCESS text above

# you will see ertor messages on the BPS Securlty 5tatus page

#If you would 11ke to change what 15 di splayed sbove oy

# will need to edit the BPS /1ncludessfunctions php file to match your changes
# If you uypdate your WordPress Permallnks the code between BEGIH WordPress and
# EHD WordFPress 15 replaced by WP bt access code,

# BEGIH WordFress

£IfModule mod_rewrite, o

FewriteEngine On

RewriteBase /

RewriteRule “indexh, php$ - [L]

RewriteCond ¥{REQUEST_FILEMAME: ! -f

FewriteCond ¥{REQUEST_FILEMAMEY ! -d

RewriteRule . /index, php [LI
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# EHD HordFPress

# BEGIH WordFress

£IfModule mod_rewrite, o
FewriteEngine On

RewriteBase /

RewriteRule “indexh, php$ - [L]
RewriteCond ¥{REQUEST_FILEMAME: ! -f
FewriteCond ¥{REQUEST_FILEMAMEY ! -d
RewriteRule . /index, php [LI
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# EHD HordFPress

# BEGIH WordFress

£IfModule mod_rewrite, o
FewriteEngine On

RewriteBase /

RewriteRule “indexh, php$ - [L]
RewriteCond ¥{REQUEST_FILEMAME: ! -f
FewriteCond ¥{REQUEST_FILEMAMEY ! -d
RewriteRule . /index, php [LI

<41 fModul e



# EHD HordFress

# BEGIN WordFress

I fModule mod_tewrite, o
RewriteEngi ne On

RewriteBase /

FewriteRule “indexh, php$ - [L]
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule . /findex php CL]
</TfModul e

# EHD HordFress

# BEGIN WordFress

I fModule mod_tewrite, o
RewriteEngi ne On

RewriteBase /

FewriteRule “indexh, php$ - [L]
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule . /findex php CL]
</TfModul e

# EHD HordFress

# BEGIN WordFress

I fModule mod_tewrite, o
RewriteEngi ne On

RewriteBase /

FewriteRule “indexh, php$ - [L]
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule . /findex php CL]
</TfModul e

# EHD HordFress

# BEGIN WordFress

I fModule mod_tewrite, o
RewriteEngi ne On

RewriteBase /

FewriteRule “indexh, php$ - [L]
RewriteCond #{REQUEST_FILEMAMEY ! -f



Fewrltelond #EELUEST_FILEHHMEY ! -d
FewriteRule . /Jindex php CL]
</1fModul e

# EHD HordFress

# This removes all of the BF5 securlty code and replaces 1t with just the default WP
htaccess code

# To restore this file use BPS Restore or activate BulletFProof Mode for your Root fol der
3331 1,

# BEGIH WordFress

£IfModule mod_rewrite, o
RewriteEngine On

RewriteBase /

FewriteRule “indexh, php$ - [L]
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule . /Jindex php CL]
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# EHD WordFress

# BLOCK HOTLIMKIHG TO IMAGES

# To Test that your Hotlinking protection 15 working wisit

htto: #/al tlab, com/ht access_tutori al, html

#Rewr1 teEngl ne On

#Rewr1 teCond XCHTTF_REFERER: ! “https?: /7 Cwww', J 7add-your--domal n-heret, com [HCT
#Rewrl teCond XTHTTP_REFERER: ! 7%

#Rewr1 teRul & . #y, ( jpegl jogl gl £l bmpl pnga & - [F]

# FOREID COMMENT SFPRMMERS ACCESS TO YOUR wp-comments-post, php FILE

# This 15 3 better approach to blocking Comment Spammers 5o that you do not

# accidentally block good traffic to your website, You can add 5ddi t1onal

# Comment Spammer [P addiesses on 3 case by case basis bel o,

# Searchable Database of known Comment Spammers [ttp 7w, Stopf orumspan. com:”

£FilesMatch " " wp-comment s-posth, phpd ">
Order ALLow, Deny

Deny from <46, 119, 35,

Deny from &6, 119, 45,

Deny from 91, 236, 74,



Deny from 93 182 147
Deny from 93 182 157,
Deny from 94, 27, 72

|
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Deny from 94,
Deny from 94, 27, 76,
Deny from 193 1685, 218
Deny from 195, 43 128,
Deny from 195 144, 185
Deny from 199, 15, 234
Allow from all
£/FilesMatch:

]

# BLOCK MORE BAD BOTS RIFFERS AHD OFFLINE BROWSERS

#If you would 11ke to block more bad bots you can get a blacklist from
# httpoe /7 peri shabl epress, comspresss 2087/ 86,26/ ul t1 mat e-ht access-bl ackli sts
# vou should moni tor your site very closely for 3t 1east 3 week If you 3dd 3 bad bots 115t
# to see 1f any website traffic problems or other probl ems occur,

# Copy and paste your bad bots user agent code 115t directly bel ow,

# BEGIH WZTC Page Cache cache

FileETag Hone

Addbef aul tCharset UTF-5

£l fModule mod_mime, c>

AddType text/html . html _gzip

AddEncoding gzip . html_gzip

AddType text /xml . xml_gzip

AddEncoding gzip . xml _gzip
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<IfModule mod_deflate, c

SetEnvI fHoCase Reguest_URT %, html _gzip$ no-gzip

SetEnvI fHoCase Request_URT %, xml _gzip$ no-gzip

<41 fModul e

<IfModul e mod_headets, c

Header set X-Pingback “http //1invisiblezero, netdxmlrpec, php”

Header set X-Powered-By "3 Total Cachesd, 9, 2, 5"

Header set Wary "Accept-Encoding, Cookie”
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# EHD W3TC Fage Cache cache



