##

# @version $1d%

# Bpackage Jooml 5

# Bopyright  Copyright 0 2865 - 2a11 Open Source Matters, All rlghts reserved,
# @l1cense GHU General Public License version 2 or 1ater; see LICEWSE. txt

##

##

# EEAD THIS COMFLETELY IF YOU CHOOSE TO LUSE THIS FILE!

#

# The 1ine just below this section: 'Options +FollowSymlinks' may cause probl ems

# with some server configueations, It 1s required for use of mod_rewite, but may alteady
# be set by your server admind strator in 8 way that i ssallows changing 1t 10

# your . htaccess file,  If using 1t causes your server to error out, comment 1t out Cadd #
to

# beginning of 11nel, reload your site 1n your browser and test your sef wrl's IF they
work,

# 1t has been set by your server admin strator and you do not oneed 1t set here

##

## Can be commented out 17 causes errors, see notes above,
Options +FollowSumlinks

## Mod_rewrite 10 use
RewriteEngine On

## Begin - Rewite rules to block out =some common expl ol ts,

# If you experience probl ems on your site block out the operations 11sted bel ow
# This attempts to bBlock the most common type of exploit “attempts to Jooml 3
#

# Block out any script trying to basebd_encode data within the URL.
RewriteCond #{OUERY_STRIMGY basebd_encodel “(1#%([™21+%) [OR]

# Block out any script that Includes a <scriptr tag in LURL

RewriteCond ¥{OUERY_STRIMGY < #3C0CL"s]#s5)+cript, =(:| #¥3E2 [HC, ORI

# Block out any script trying to set 3 PHP GLOBALS wariable wia LKL

Rewri teCond #{OUERY_STRIMGY GLOBALSC =l W[I ¥ A-9A-Z14A, 232 [OR]

# Block out any script trying to modify & _REGQUEST wariable wia LREL
RewriteCond #{OUERY_STRIMGY _REQUESTC=I A[I %L A-9A-Z1{A, 232

# Return 483 Forbi dden header and show the content of the root homepsge

| o L R R e dmde. mk= Fr1



FEWNLLERULE , * 1TIUEX, PN LIl
#

## End - Rewrite rules to block out some common explol ts,

<

## Begin - Custom redirects

#

# If you need to redirect some pages, or set 3 canonl cal non-www to

# www tedirect (or vice wersal, place that code here, Ensure those

# redirects use the correct RewlteRul e syntax and the [R=341,L]1 flags
#

RewriteCond ®CHTTP_HOSTS ! "Cwwwt, worl dwi dei nterwebs, coml 18,1, 1, 3.2
#Rewri teCond XCHTTP_HOST: 1716, 1.1, 5,

FewriteRule “C, 3% http /A www, worl dwi deinterweb, comd$1 [R=381, L, Q5A]

RewriteCond ¥CHTTP_HOSTY “admins. worl dwideinterweb’, com
RewriteRule robots, txt robots2 txt

RewriteCond %CHTTP_HOSTY “wwwl, worldwi deinterwebh, com
RewriteRule robots txt robots2 txt

RewriteCond %CHTTP_HOSTY “webl., worldwi deinterwebh, com
RewriteRule robots txt robots2 txt

RewriteCond #CHTTP_HOSTY “web2y. worldwi deinterweb, com
RewriteRule robots txt robots2 txt

RewriteCond ECHTTP_HOST? “www2h, worl dwi dei nterwebh, com
RewriteRule robots txt robots2 txt

RewriteCond %CHTTP_HOSTY “dev, worl dwi deinterwebt, com
RewriteRule robots txt robots2 txt

#Rewr1 teRul & tobot s, txt robots3, tat

# End - Custom redirects

##

# Uncomment following 11ne 1F your webserver' s LRL
# 15 not directly related to physical file paths,
# Update Your Joomla! 0irectory Cjust  for rootl,
##

# RewrlteFase /
## Begin - Jooml 3! core SEF Section.

#
RewriteRule ., # — [E=HTTP_AUTHORIZATION: %{HTTP: Authorizationi]



#

# If the requested path and file 15 not <1ndex. php and the reguest

# has not alresdy been internally rewritten to the 1ndex, php scrlpt
FewriteCond ¥{REQUEST_URIZ ! "/indexh. php

# and the reguest 15 for something within the component fol der,

# or for the site root, or for an extensionless URL, or the

# requested URL ends with one of the 11sted extensions

FewriteCond ¥{REQUEST_URIY /component/| /07 1+ %, Cphpl btml % feed pdfl wofl rawi 2§ [HC]
# and the reguested path and file doesn't directly match a physical f1le
RewriteCond #{REQUEST_FILEMAMEY ! -f

# and the reguested path and file doesn't directly match a physical fol der
RewriteCond ¥{REQUEST_FILEMAMEY ! -d

# internally rewlte the reguest to the 1ndex, php script

FewriteRule . # index php C[L]

#

## End - Jooml ! core SEF Section,



