# 0ispl 5y content at httpe As/website, com never httoe sfww, websi te, com
£IfModule mod_rewrite, o
Options +FollowSumlinks
# Options +5ymlinksIFOwnetat ch
FewriteEngine On
# Rewrl teFase /
RewriteCond #CHTTPSY ! =on
RewriteCond #CHTTP_HOSTY “wwwh, €, +)% [HC]
RewriteRule ™ hitp /%1 %{REQUEST_URI Y [R=381, L]
<41 fModul e

# Allow Cross-Domain Web Fonts
<IfModul e mod_headets, c
¢FilesMatch "%, Ceotl font, cssl otfl ttol tEfl woffag":
Header set Access-Control-Allow-Origin ="
£/FilesMatch:

AT FModul e

# Force Internet Explorer to use 1atest rendering engl ne
<IfModul e mod_headets, c

Header set X-UR-Compatible "IE=edge”

£FilesMatch "M, Cappcachel crxl cssl eotl gifl btel icol jpe?
al jsl mdal mdwl mani festl mpdl oexl ogal ogal ogyl ot fl pdfl pngl saf ariextzl swgz?
[ t171 wefl webappl webml webpl wof £l xmll xpi 2" >

Header unset X-UA-Compatible

£/FilesMatch:

<41 fModul e

# Block access to directories without s default document (11ke 1ndex, html)
£l fModul e mod_autol ndex, o

Options -Indexes
<41 fModul e

# Block access to hidden files and folders (dotfiles)
£IfModule mod_rewrite, o

RewriteCond #¥{SCRIPT_FILEMAMEY -d [OR]

RewriteCond ¥{SCRIPT_FILEMAMEY -f

RewriteRule "C71 /% " - [F]
<41 fModul e



# OLOCE JULESS Lo SOoUrce rormgats o) LNeE Seryver

£FilesMatch "C7# «# %, (bakl configl distl flalinclinil logl shl sgll swloplal "3 $":
Order allow, deny
Deny from all
Satisfy ALl

£/FilesMatch:

# Compress files 1 mod_deflate 15 1nstalled
<IfModule mod_deflate, c»
£IfModule mod_setenvif, c
<IfModul e mod_headets, c»
SetEnvI fHoCase "¢ Accept-Encodingl ¥-cept-Encodi ngl X{1531 “{1531 -{1532 %
“(Cgzipl deflatexhss, Phsxa+ [X™-1{4,133% HAYE_Accept-Encoding
RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng
<fIfModul e
<fIfModul e
£IfModule mod_filter, c
AddOut putFilterBuTupe DEFLATE applicationdatom+xml
application/ javascript
applicationd json
applicationdrss+xml %
applicationdvnd ms-fontobject
applicationdx-font-ttf *
applicationdx-web-app-mani fest+json &
applicationdxhtml +xml %
applicationdxml
font/opentype
images svg+xml
images x—1icon M
text/css A
textshtml
text/plain &
text/x—-component
text/xml
<fIfModul e
<fIfModul e



