# Remove ETags &5 resources are sent with far-ruture expl res headers,

# http: 7sdevel oper, yahoo, comsperformancesrul es, [t ml #et ags.

# FileETag Hone doesn't work In all cases,
<IfModul e mod_headets, c

Header unset ETag
<41 fModul e

FileETag Hone

# Force Internet Explorer to render pages 1n the highest avallable mode
#1n the various cases when 1t may not,
# httoe /7hsivonen, 1k1, F1/doct ypes1 e-mode, pdf

<IfModul e mod_headets, c

Header set X-UA-Compatible 'IE=edge’

# mod_headers cannot match based on the content-type, however, this

# header should be send only for HTHL pages and not for the other resources

£<FilesMatch "M, Cappcachel atoml crxl cssl corl eotl f4Cabpydl T1wl i fl htecl icol jpe?
gl jsl jsonild)?
| mel a1l mani festl mapl mpdl oexl ogl agyll opusl ot I pdfl pnal rdfl rssl saf ariextzl swgz?
| swfl t1Lcf1l wefl vwitl webappl weblmpdl wof £l xmll xpi 2" >

Header unset X-UA-Compatible

£/FilesMatch:

<41 fModul e

#turn of f directory browsi ng

£l fModul e mod_autol ndex, o
Options -Indexes

<41 fModul e

#oompressi on

<IfModul e mod_defl ate, ¢

# Force compression for mangl ed headers,
# httpoe /s devel oper, yahoo, comsbl ogssydnspost s/ 2681 8,1 27 pushl ng-beyond-gz1 ppi ng
£IfModule mod_setenvif. o
<IfModul e mod_headets, c
SetEnvI fHoCase “(Accept-EncodXngl X-cept-Encodi ngl X015 {1531 -{1530 %
“(igzipl defl atedhss, Phsxa+l [X™-1{4,133% HAYE_Accept-Encoding
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<A Modul e
<A Modul e

# Compress all output 1abeled with one of the following MIME-types
# (for Apache wersions below 2 5 7, you don't need to enable “mod_filter’
# and can remove the “<IfModule mod_filter c:’ and ~</IfHodule:  11nes
# a5 AddoutputFilterByType’ 1s still In the core directives),
IfModule mod_filter, c
AddOut putFilterBuTupe DEFLATE applicationdatom+xml
application/ javascript
applicationd json
application/ld+json &
applicationdrss+xml %
applicationdvnd ms-fontobject
applicationdx-font-ttf *
applicationdx-web-app-mani fest+json &
applicationdxhtml +xml %
applicationdxml
font/opentype
images svg+xml
images x—1icon M
text/css A
textshtml
text/plain &
text/x—-component
text/xml
</TfModul e

<A Modul e

# The rfollowlng explres headers are set pretty far in the futwe I you

# don't control wersioning with filename-based cache busting, consider

# lowering the cache time for resowces such a5 style sheets and Javascript

# riles to something 1ike one week,

£IfModul e mod_expires. o

ExpiresActive on
Expireshefaul t "access plus 1 month



# LE55

ExpiresByTuype text/css

# Data I1nterchange
ExpiresByType applicationd json
ExpiresByType applicationdld+json
ExpiresByType applicationdxml
ExpiresByType text/xml

# Favicon (cannot be renamed! ) and cursor 1mages

ExpiresByType imagesx-1icon

# HTAL components (HICs:
ExpiresByType text/x-component

# HTHL
ExpiresByType text/html

# Javascript
ExpiresByType applicationd javascript

# Manirest files
ExpiresByTupe applicationdx-web-app-mani fest+json
ExpiresByType text/cache-manifest

# Medi a
ExpiresByType audiosogg
ExpiresByType imagesqgif
ExpiresByType image’ jpeq
ExpiresByType imagespng
ExpiresByType +ideosmpd
ExpiresByType wideosogg
ExpiresByType wideoswebm

# Web resds
ExpiresByTuype applicationdatom+xml
ExpiresByTupe applicationsrss+xml

# Web fonts
ExpiresByType applicationsfont-woff
ExpiresByType applicationdvnd. ms-fontobject
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ExpiresByType applicationdx-font-ttf "access plus 1 month'

ExpiresByType font/opentype "access plus 1 month'
ExpiresByType image/swg+xml "access plus 1 month'
<41 fModul e

<IfModul e mod_rewrite, o

FewriteEngine On
RewriteBase /

# Femove www Uncomment to actlvate
#Rewr] teCond ZCHTTP_HOST: “wwwt, ¢ 1% [HCT
#Rew1teRule 7, #1% http /731781 [R=341, L]

# Force ss1 uncomment to actiwvate
#Rewr] teCond FCHTTPS: | on
#Rewri teRule o #1 https: /7 BCHTTP_HOST ECREGQUEST_LURT: [R=3A1, LT

# Force to exclude the trailing =1ash
FewriteCond ¥{REQUEST_FILEMAMEY ! -d
RewriteCond ¥{REQUEST_URIY . #1/%
RewriteRule "¢, +)/% $1 [R=3A7, L]

# Restrict php files direct access off by defsul t

#Rewr1 teCond XETHE_REQUEST? = +7% [771+%. phpl 7% 1

#Rewrl teRul e %, phpg - [F]

# Allow any files or directories that exist to be di splayed directly
RewriteCond ¥{REQUEST_FILEMAME: ! -f

FewriteCond ¥{REQUEST_FILEMAMEY ! -d

RewriteRule ™0, )% index php?$l [0OSA, LI

AT FModul e



