# TODO: EQther generate static HTHL or redirect towards 1ndex

# Apache configuration file
# httpd apache orgs/docss2 2/modsqui ckreference, hitml

# MHote , htaccess files are an overbead, this logic should be 1n your Apache
# config 1f possibler httpd apache orgs/docssZ2 2/ howt 0.kt access, html

# Technigues in here adapted from all over, 1ncluding

#  Kroc Camen: camendesign coms, ht access

#  perishabl epress, comdpresss2a06,/81 /1875t upl d-ht access-trickss
#  SHample . htaccess file of CHS HODx:  modxcms, com

#
# Start rewlte englne
#

# Turning on the rewite engine 15 necessary for the following rules and
# reatures, FollowSymlinks must be enabled for this to work,

# Some cloud hosting services require RewrlteBase to be set! goo, gl ~HOCFH
# If using the h5bp In a subdirectory, use RewrlteFase Afoo’ 1nstead where
# 'foo' 15 your directory,

# If your web host doesn't allow the FollowSymlinks option, you may need to
# comment 1t out and use Options +SuymlinkslfOwnertiatch’. but be aware of the
# performance 1mpact: http: //goo, gl <Ml uzd

£IfModule mod_rewrite, o
Options +FollowSumlinks
# Options +5ymlinksIfOwnertat ch
RewriteEngine On
# Rewrl teFase /
RewriteBase /libsblack-mirroirs
<41 fModul e

#
# suppress the "www,
#

"

at the beginning of URLs
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# especially not with and without “www " at the beginning. since this can cause
# 5E0 problems (duplicate contentl, That's why you shoul d choose ome of the

# 3l ternatives and redirect the other one

# By default option 1 Cno "www, "3 15 activated,

# no—-ww, orgsrag. phptgecl ass_b

# Rewlte "www, exampl e com -> exampl & com”,

I fModule mod_tewrite, o
RewriteCond %CHTTPSY ! =on
RewriteCond #CHTTP_HOSTY “wwwh, ¢, +3% [HC]
RewriteRule ™ http: /4% ¥CREQUEST_URIZ [R=381,L1]
</TfModul e

#
# Rewrite all pages back to Index html
#

<IfModul e mod_rewrite, o

# Rewrite assetss# from any subfol der to root
RewriteRule assets/(, 2% assets/$1 [0SA, L]

# Redirect all but files to 1ndex

RewriteCond #{REQUEST_FILEMAMEY ! -f

#Rewr1 teCond XTREQUEST_FILEHAMER ! -d

RewriteRule .+ index, html [QSA, L]
</TfModul e

#
# Better website experience for IE users
#

# Force the 1atest IE version, In warlous cases when 1t may rall back to IE7 mode
# github, com/rails/rallsscommi tr123eb258commi t comment 118928

# Use ChromeFrame 1f 1t's Installed for a better experience for the poor IE folk



Directoryl ndex 1ndex php 1ndex html 1ndex htm

<IfModul e mod_headers, ¢
Header set X-UA-Compatible "IE=Edge, chrome=1"
# mod_headers can't match by content-type, but we don't want to send this header on *ever
£FilesMatch "M, C jsl cssl gi fl pngl jpef?
gl pdfl xmll ogal oggl mdal ogyvl mpdl mdvl webml sval swgzl eotl t1f1 ot fl wof f1 i col webpl appoachel mani festl
¥
Header unset X-UA-Compatible
£/FilesMatch:
/I fModul e

#
# Froper MIME type for all files
#

# Javascript
#  Hormalize to standsrd type (it's spiffed in IE anyways)

# tools 1etf, orglhtml Arfod329%sectl on-7, 2

AddType applications javascript j5 Jjsonp
AddType applications json json

# Audi o

AddType audiofogg oga ogg
AddType audi o/ mpa mda fda fdb
# ¥ideo

AddType wideo/ogg ag

AddType i deo/mpa mpd mdy v fdp
AddType wvideo/webm webm
AddType wideosx-f1w flw

# 5Vl

#  Reguired for svg webfonts on 1FPad

#  twitter, com/Font Sgul rrel /st at uss] 4655690545
AddType 1 mage/ svg+xml Vg SVOE
AddEncoding gzip SWOZ

# Webronts
AddType applications/wnd ms-fontobject eot
AddType applicationsx-font-ttf ttf ttc



AddType font/sopentype otf

AddTupe applicationsx—font-woff wof f

# Assorted types

AddType image/x-icon ico

AddType image/webp webp

AddTupe text/cache-mani fest appcache manifest
AddType text/x-component htc

AddType applicationsxml tss atom xml rdf
AddTupe applicationsx—chrome-extension C

AddTupe applicationsx-opera-extension Qe

AddType applicationsx-xpinstall ®pi

AddType applicationsoctet-stream safariextz
AddType applicationsx—web-app-mani fest+json webapp

AddType text/sx-wvcard wiof

AddTupe applicationsx-shockwave-T1ash suf

AddType textswit wit

AddType textsglsl gl=sl

#

# Gzip compression

#

<IfModul e mod_defl ate, ¢

# Force deflate for mangl ed headers devel oper, yaboo, coms bl ogs.ydn.pos

<IfModul e mod_setenwif, c»

<IfModul & mod_headers, ¢

SetEnvI fHoCase "0 Accept-Encoddngl ¥-cept-Encodi ngl $C153 “C153] -{1532% "“((gzipl deflatel®

HAYE _Accept -Encodi ng

FequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encoding

AT FModul e
AT FModul e

# Compress all output 1abeled with one of the followlng MIHE-types

IfModule mod_filter, c
AddOut putFilterBuTupe DEFLATE applicationdatom+xml

application/ javascript
applicationd json
applicationdrss+xml %
application/vnd ms-fontobject
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applicationdx-font-ttf *
applicationdxhtml +xml %
applicationdxml
font/opentype

images svg+xml

images x—1icon M

text/css A

textshtml

text/plain &
text/x—-component

text/xml
</TfModul e
</TfModul e
#
# Expites headers (for better cache controll
#

# These are pretty far-future explires headers,
# They assume you control wersioning with £11ename-based cache bustimg
# Addi tionally, consider that outdated proxies may miscache

#  www, stevesouders, comsbl ogs2aasEs gy 23/ revvl ng-r1 1 enames-dont —~use-querystri mgs

#If you don't use filenames to version, lowsr the C55 and J5 to something 11ke

# "access plus 1 week”,

£IfModul e mod_expires. o
ExpiresActive on

# Perhaps better to whitellst expires rul es? Perhaps,
Expireshefaul t "access plus A seconds”

# cache, appcache needs re-requests In FF 5 6 (thanks Remy “Tntroduci mg HTHLE
ExpiresByType text/cache-manifest "access plus A seconds”

# Your document html
ExpiresByType text/himl "access plus A seconds”

# [ata
ExpiresByTuype text/xml "access plus A seconds”



ExpiresByType applicationdxml "access plus A seconds"

ExpiresByType applicationd json "access plus A seconds"
# Feed

ExpiresByTupe applicationsrss+xml "access plus 1 hour”

ExpiresByTuype applicationdatom+xml "access plus 1 hour”

# Favicon {cannot be renamed?

ExpiresByType imagesx-1icon "access plus 1 week"

# Media 1mages, video, sudio

ExpiresByType imagesqgif "access plus 1 month"
ExpiresByType imagespng "access plus 1 month"
ExpiresByType image’ jpeq "access plus 1 month"
ExpiresByType wideosogg "access plus 1 month"
ExpiresByType audiosogg "access plus 1 month"
ExpiresByType +ideosmpd "access plus 1 month"
ExpiresByType wideoswebm "access plus 1 month"
# HTC files (css3plel
ExpiresByType text/x-component "access plus 1 month"
# Webfont=
ExpiresByType applicationd/x-font-ttf "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByType application/x-font-woff  “access plus 1 month"
ExpiresByType imagesswg+xml "access plus 1 month"

ExpiresByType applicationdvnd. ms-fontobject "access plus 1 month"

# C55 and Javascript

ExpiresByTuype text/css "access plus A seconds"
ExpiresByType applicationd javascript "access plus A seconds"
</1fModul e
#
# Frevent 484 errors for non-existing redirected fol ders
#

# without -Hul tiviews, Apache will give a 4984 for 5 rewite 1F 5 folder of the

# =same name does not exl st



# webmasterwor] d comsapaches 35058792 htm

Options —Mul tiviews

#
# Custom G684 page
#

# You can add custom pages to handle 5AE or 4683 pretty easily, 17 you 11ke,
# If you are hosting your =site 1n subdirectory, adjust this accordi ngl y

# e g Errorbocument 84 ssubdi reda4, bt ml

ErtarDocument 484 /484, html

#
# UTF-8 encodl ng
#

# Use UTF-58 encoding for anythl ng served textsplain or textshtml
AddDef aul tCharset utlf-3

# Force UTF-8 for 3 number of file formats
AddCcharset utf-5 . atom . css . j5 . json . rss ., wit | oxml

#
#A1ittle more securlty
#

U

# "-Indexes" will have Apache block users from browsing fol ders without 3
# defaul t document Usually you should 1eave this actlvated, becsuse you
# shouldn't allow everybody to surf through every folder on your server (which
# Includes rather private places 11ke CHS system fol derss,
£l fModul e mod_autol ndex, o
Options -Indexes

AT FModul e

# Block access to "hidden” directories or files whose names begin with 3
# period This 1ncludes directories used by version control systems such as
# Subversion or Gt
£IfModule mod_rewrite, o
RewriteCond #{SCRIPT_FILEMAME: -d [OR]
RewriteCond #{SCRIPT_FILEMAME: -f



RewriteRule "C7 /% " - [F]
<A Modul e

# FBlock access to backup and source files, These files may be 1eft by some
# textshtml editors and pose a great security danger, when angyone can Sccess
# them,
£FilesMatch "%, Cbakl configl sqll flal psdl inil 1ogl shl incl swpl distal " "

Order allow, deny

Deny from all

Satisfy ALl
£/FilesMatch:

# If yowr server 15 not already configured a5 such, the followlng directive
# should be uncommented In order to set PHP's register_global s option to OFF,
# This closes 3 major security hole that 15 abused by most Y55 (cross-site

# scriptingy attacks, For more Information: http: /php netsregi ster_gl obal 5
#

# IF REGISTER_GLOBALS DIRECTIYE CALSES SEE THWTERHAL SERVER ERRFUORS:

#

# Your server does not allow PHP directives to be set via . htaccess, In that
# case you must make this change In your php ini file instead If you are

# using a commercial web host, contact the admini strators for assistance 1n
# doimg this Mot all serwvers allow local php inl files, and they shoul d

# include all PHP configurations Cnot just this oned, or you will effectively
# reset everything to PHP defaul ts Consul towww, php. net for more detailed

# information about setting PHP directives,

# php_rlag register_global s OFfF

# Rename session cookle to something else, than PHPSESSID
# php_wal ue session, name =1d

# [i=able magic quotes (This feature has been DEFRECATED a5 of PHP 5 5 A and REMOYED a5 of |
# php_rlag magi c_gquotes_gpe OFF

# Do not show you are using PHP
# Mote: Mowe this 1ine to php Inl since It won't work 1n . htaccess
# php_rlag expose_php OFF

# Level of log detall - 1og all errors

# nhn walie ferae Fermrt i mn -1



# Write errors to log file
# php_flag 1og_errors On

# Do not di splay errors In browser (production - OFf, devel opment - On)
# php_rlag di splay_errors OFF

# Do not di splay startup errors (production - OFf, dewvel opment - 0o
# php_rlag display_startup errors OFF

# Format errors 1n plain text
# Mote: Leave this setting 'On' for xdebug' s war_dumpl’ output
# php_flag Atml_errors OFF

# Show multiple occurrence of error
# php_rlag 1gnore_repeated_ertors OFF

# Show same errors from di frerent sources
# php_rlag 1gnore_repeated source OFF

# 5ize 1imit for error messages
# php_walue 1og_errors_max_len 1824

# Don't precede error with string Cdoesn't asccept empty string, use whitespace 1F you need)

" "

# php_wal ue error_prepend_strimg

# Don't prepend to error (doesn't accept empty string, use whitespace 1F you need)

" "

# php_wal ue error_append_strl ng

# Increase cookle securlty
<IfModule phpS_modul e

php_walue session, cookie_httponly true
/I fModul e

£filesMatch ", jpagl jpegl pngl gi f1 swfl webml mpdl ogwl $" >
Header set Cache-Control “max-age=6B45668, public"
</filesMatch:



