# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS
# # ERFURS #
# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS

#
# 1 984 error prevention for non-existing redirected fol ders /
#

# Frevent Apache from returning a 484 error for 3 rewlte 1F a directory with
# the same name doss not exist,
Options —Mul tiviews

#
# | Custom error messages ~ pages /
#

ErtorDocument 484 Serrorss s
ErtorDocument SEA Serrorssd SHES

# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS
# # NIME TYFES AHD EHCODIHE #
# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS

#
# 1 Froper MIFE types for all files /
#

<IfModul e mod_mime. c>

# Audi o
AddTupe audi o/ mp4 mda fda fdb
AddTupe audi o/ ogg oga ogg

# Javascript

AddTupe applications javascript is
AddTupe applications json J=on
# ¥ideo
AddTupe i deosmpd mpd mdv fdv fdp

AddTupe wideosogg ogy
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HOO TP w1 OE0ys weom

AddType wideodx-f1w

# Web fonts
AddType applicationsfont-woff
AddType application/vnd ms-fontobject

AddType applicationsx—font-ttf
AddType font/opentype

AddType i mage/ svg+xml
AddEncoding gzip

# Other
AddType applicationsoctet-stream
AddType applicationsx-chrome-extension
AddType applicationsx-opera-extension
AddType applicationsx-shockwave-T1ash
AddType applicationsx-web-app-mani fest+json
AddType applicationsx-xpinstall
AddType applicationsxml
AddType image/webp
AddType imagesx-icon
AddType text/cache-mani fest
AddTupe ftextswit
AddType text/x-component
AddType text/x-wvcard

AT FModul e

weom
flw

wof f
ent

tte tif
ot f

Svg SvOZ
=1n

safariextz

crx

oEx

swf

webapp

xpi

atom rdf rss xml
webp

ico

appcache manifest
wit

htc

wicf

# lse UTF-8 encoding for anything served as textshtml  or textsplain,

AddDef aul tCharset utf-5

# Force UTF-8 for certalin file formats
£<IfModul e mod_mime,

AddCharset utf-3 . atom . css . j5 . json . rss . wtt | webapp . xml

AT FModul e



# HHRHHR AR AR AR AR AR AR R AR AR AR AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR AR A
# # WEE FERFUORMAHLCE #
# HHRHHR AR AR AR AR AR AR R AR AR AR AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR AR A

#
# | Compression /
#

<IfModul e mod_deflate, o>

# Compress all output 1abeled with one of the following MIME-types.
<IfModul e mod_deflate, o
AddOut putFilterBuTupe DEFLATE applications javascript

applicationd json %
applicationatom+xml
applicationdrss+xml %
applicationdxml
1 mages svg+xml
images x—1con M
text/css A
text/html 5
text/plain &
text/xml

/I fModul e

AT Modul e
#

# | ET3g removal /
#

# Since we're sending far-ruture expl res headers (see below), ETags can
# be removed,

# FileFTag Hone  1s not enough For every server,
<IfModul e mod_headers, ¢

Header unset ETag
/I fModul e

FileETag Hone



#

# | Expitres headers (for better cache controld

#

# The following explres headers are set pretty far 1n the future

#

# cache time for resouces 11ke C55 and J5 to something

control wersioning with f11ename-based cache busting,

<IfModul e mod_expires, o

ExpiresActive on
Expireshefault

# L55
ExpiresByTupe text/css

# Data 1nterchange
ExpiresByTupe application json
ExpiresByTupe applicationsxml
ExpiresByTupe text/xml

# Favicon

ExpiresByTuype image/ x-1icon

# HTHAL component s
ExpiresByType text/x-component

# HTHL
ExpiresByTupe text/himl

# Javascript
ExpiresByType application/javascript

# Manifest rfiles
ExpiresByType applicationsx-web-app-mani fest+json
ExpiresByTuype text/cache-manifest

# Medi s
ExpiresByType audiosogg
ExpiresByType image/ogif

If you don't

consi der 1owerng the

like 1 week,

"access

"access

"access
"access

"access

"access

"access

"access

"access

"access

"access

"access

"access

plus 1 month"
plus 1 year"
plus B seconds”
plus B seconds”
plus B seconds”
plus 1 week"
plus 1 month"
plus B seconds”
plus 1 year"
plus B seconds”
plus B seconds”
plus 1 month"
plus 1 month"



ExpiresByType image’ jpeq "access plus 1 month"
ExpiresByTupe imagespng "access plus 1 month"
ExpiresByTuype wideos/mpd "access plus 1 month"
ExpiresByType wideosogg "access plus 1 month"
ExpiresByType wideoswebm "access plus 1 month"
# Web reeds
ExpiresByTupe applicationdatom+xml "access plus 1 hour”
ExpiresByTupe application/rss+xml "access plus 1 hour”
# Web fonts
ExpiresByTupe applicationsfont-woff "access plus 1 month"
ExpiresByType applicationdvnd ms-fontobject "access plus 1 month"
ExpiresByTupe applicationdx-font-ttf "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByTupe imagesswg+xml "access plus 1 month"
</TfModul e

S B R
# # UREL REWRITES #
S B R

#
# | Rewrlte englne /
#

# Turning on the rewrite engine and enabling the "FollowSymlinks option 15

# necessary for the following directives to work,

# If your web host doesn't allow the FollowSymlinks™ option, you may need to
# comment 1t out and use Options +5umlinks]fOwnerMatch™ but, be aware of the

# pertformance 1mpact,
# Also, some cloud hosting services require RewrlteBase™ to be set,

I fModule mod_tewrite, o
Options +FollowSumlinks
# Options +5ymlinksIfOwnertat ch
RewriteEngi ne On
# Rewrl teBase



AT Modul e

#
# | Secure Sockets Layesr (5500
#

£IfModule mod_rewrite, o

RewriteCond %{HTTPSY ! =on

RewriteRule ™ https: //¥CHTTP_HOSTI ¥{REQUEST_URIY [R=3611
/I fModul e

#
# 1 HTTP Strict Transport Security (HSTS)
#

<IfModul e mod_headets, c»
Header set Strict-Transport-Security "max-age=166E78488"
</1fModul e

#

# | Outdated routes

#

£IfModule mod_rewrite, o
# Replace “projects with “experiments’:
FewriteRule “projects/(, 1% Jexperiments/$l [R=3A11
# Femowve year and month
RewriteRule “articles/\d{di Ad{23/([a-z]. «1§ farticles/$l [R=3A1, L]
FewriteRule “experiments/\didi Adi2i/([a-z], 1% Sexperimentss/$l [R=361, L]
/I fModul e



