# BEGIH I Themes Securlty
# BEGIH Hide Backend
# Rules to hide the dashbosd
FewriteRule “C/StormsFrameworks) Yentrar/ T8 /StormsFramework /wp-1ogin, php [OSA, L]

# EMD Hide Backend
# BEGIH Twesks

# Rules to block access to WordPress specific fi1les

<files . htaccess:
Order allow, deny
Deny from all

£/files:

<files readme, html:
Order allow, deny
Deny from all

£/files:

<files readme, txt:
Order allow, deny
Deny from all

£/files:

<files install. php:
Order allow, deny
Deny from all

£/files:

<files wp-config php:
Order allow, deny
Deny from all

£/files:

# Rules to disable directory browsing
Options -Indexes

<IfModule mod_rewrite, o
FewriteEngine On

# Rules to protect wp-Includes

FewriteRule “wp-adminsincludess - [F]

FewriteRule ! “wp-includes/ - [5=3]

FewriteCond #¥{SCRIPT_FILEMAMEY !0, #)wp-includes/ms-files, php
FewriteRule “wp-includess["/1+\, phps - [F]
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FewriteRule “wp-includesstheme-compats - [F]

# Rules to prevent php execution In upl oads

RewriteRule "¢, #)/uploads/C, #), phpl, 70 - [F]

# Rules to bBlock unneeded HTTF met hod=s
RewriteCond #REQUEST_METHOD: ¢ TRACEI DELETElI TRACK) [HCI

RewriteRul e

# Rules to block susplclous

Rewri teCond
Rewri teCond
Rewri teCond

", #0g - [F]

HLOUERY _STRIHGX
HLOUERY _STRIHGX
HLOUERY _STRIHGX

LRI =
W [HC, OR]

“, %%, Cbashl gitl hal 1ogl svnl swpl cvs) [HC, OR]

etc/passwd [HC, ORI

RewriteCond #LOUERY_STRIMGY booth, ini [HC, ORI
FewriteCond #{OUERY_STRIMGY fiph: [HC, ORI
RewriteCond ¥{OUERY_STRIMGY httph: [HC, ORI
RewriteCond #¥{OUERY_STRIMGY httpsh:  [HC, OR]

RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteRul e
<fIfModul e
# EHD Tweaks

HLOUERY _STRIHGX
HLOUERY _STRIHGX
HLOUERY _STRIHGX
HLOUERY _STRIHGX
HLOUERY _STRIHGX
HLOUERY _STRIHGX
HLOUERY _STRIHGX
HLOUERY _STRIHGX
HLOUERY _STRIHGX
HLOUERY _STRIHGX

HCHTTP_COOKTES

®CHTTP_REFERERX
", #0g - [F]

Chl E30H, #script, #08:] ¥3ED [HC, OR]

mosConfig_[a-zA-2_171, 2130 =] #3020 [HC, OR]

basebd_encode, =%, %) [HC, OR]
TECEDIAEY, % [HC, ORT
o012, B, = [HC, ORT

el

“, #(request| concat! insertl unionl declarer, = [HCI

! "1 oggedout =t rue

! "action=jetpack-3sso

I "action=rp

“, #=wordpress_logged_in_. %
"http //mapsh. googl eapi s, comd, =) &

. #i.gl obal sl encodel 1ocal hostl 1 oopback?, = [HC, OR]

# END 1Themes Security
# BEGIN WordFress

I fModule mod_tewrite, o
RewriteEngine On

RewriteBase /StormsFramework/
FewriteRule “indexh, phpd - [LI
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond

HCREQUEST _FILEMAMET !



Hewritekule . sStormskrameworks1ndex, php LL1
AT Modul e

# EHD WordPress



