# php_flag di splay_errors On

# FHF 5, Apache 1 and Z
<IfModul e mod_phpS, c

php_value date timezone "EuropesMoscow”
<41 fModul e

ErrorDocument 484 /484, php
ErrorDocument 483 4835 php

# I Fhodul & mod_charset, cx
# CharsetDi sable on

#0T FHodul e

# Addleraul tLharset utf-5

BE R S S e e e e e e e
# HTHLS BOILERFLATE FARTS ## HTHLS BUILERFLATE FARTS ## HTHLS BUILERFLATE FARTS ## HIMLS BL.
BE R S S e e e e e e e

# Block access to backup and source f11es
# This files may be 1eft by some textshtml editors and
# pose 3 great securlty danger, when someone can access them

£FilesMatch "o, Cbakl configl sqll flal psdlinil 1ogl shl incl swpl distal “ag" >
Order allow, deny
Deny from all
Satisfy ALl

£/FilesMatch:

#
# UTF-8 encodl ng
#

# Use UTF-58 encoding for anythl ng served textsplain or textshtml
AddDef aul tCharset utlf-3

# Force UTF-8 for 3 number of file formats
AddCcharset utf-8 .css . js . xml . json . rss . atom

#
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# Frevernt e errors ror [Of—ex1 s/ regirecieg 7ol uers

#

# without —Mul tiviews, Apache will give a 484 for 3 rewite 1 3 folder of the same name

# e g sBlogihello : webmasterwor]d comsapaches 36685792 htm
Options -Multiviews
#

# CORS-enabl ed 1mages (Borossori ging
#

# send CORS headers 1f browsers reqguest them: enabled by default for 1mages,

# devel oper, mozi 11 & orgsensCORS_Enabl ed_I mage

# bl og, chroml um orgs 2681 12877051 ng-cross-domal n-1 mages—1 n-webgl -and, fit ml

# hacks, mozilla orgs2611..11/us1 ng-cors-t o-1 oad-webgl -t ext ures-rrom-cross-domal n-1 mages:

# wiki, mozilla orgslSecuri tysRevl ewsscrossori gl nAt tri but e

£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
# mod_headers, y u o match by Content -Type?!
£FilesMatch "N, Coifl pngl jpe?gl sval svozl icol webp) $"
SetEnvIf Origin " IS_CORS
Header set Access-Control-Allow-Origin "#" enw=IS_CORS
£/FilesMatch:
</TfModul e
</TfModul e

#
# Webfont access
#

# Allow access from all domalns for webfonts,
# Alternatively you could only whitellst your

# subdomains 11ke "subdomal n, exampl e com”,

<IfModul e mod_headers, ¢
¢FilesMatch "5, (tifl ttcl otfl eotl woffl font, cssy g
Header set Access-Control-Allow-Origin ="
£/FilesMatch:

<A Modul e

dn



#

# Proper MIME type for all files

#

# Javascript

#  Hormalize to standsrd type (it's spiffed in IE anyways)

# tools 1etf, orglhtml Arfod329%sectl on-7, 2

AddType

# Audi o
AddType
AddType

# ¥ideo
AddType
AddType
AddType

# St

application/ javascript is

audi o/ ogg 0ga ogg
audi o/ mp< m<a
videos ogg ag

vi deos mpd mpel medy
video/ webm webm

#  Reguired for svg webfonts on 1FPad

#  twitter, com/FontSquirrel /st atuss] 4555640545

AddType

i mage/ swg+xml svg SvQz

AddEncoding gzip SWOZ

# Webrfonts

AddType
AddType
AddType
AddType

applicationdvnd ms-fontobject eot

application/x-font-ttf ttf ttc
font/opentype ot f
applicationdx-font-wof f wof f

AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType

1 mage/ x-1con ico

1 mage/ webp webp

text /cache-mani fest appcache mani fest
text/ x-component htc
applicationdx-chrome-ext ension (o!
applicationdx-opera-extension Qe
applicationdx-xpinstall xpl
application/octet-stream safariextz

applicationdx-web-app-mani fest+json webapp



AddTupe text/x-wcard vt
#
# GZ1p compression
#
<IfModule mod_deflate, c
# Force deflate for mangl ed headers devel oper, yahoo, comsbl ogssydn/post s/281 8,1 27 pushl ng-t

<IfModul e mod_setenwif, c»

<IfModul & mod_headers, ¢

SetEnvI fHoCase "0 Accept-Encoddngl ¥-cept-Encodi ngl $C153 “C153] -{1532% "“((gzipl deflatel®

FequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encoding

AT FModul e
AT FModul e

# HTHML, TXT, [55,

Javascipt, JS0H,

<IfModule filter_modul es

FilterDecl are
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterChain

FilterProtocol

<41 fModul e

COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS

<IfModule !'mod_filter, c

DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE

DEFLATE

# Legacy versions of Apache

AL, HTL:

resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type

Ftext/himl

$text/css

$text/plain

Ftext/xml
$text/x-component
$applications javascript
tapplication/ json
$applicationsxml
$applicationsxbtml +xml
tapplication/rss+xml
$applicationsatom+:xml
$application/vnd ms-fontobject
%1 mage/ swg+xml
$image/x-icon
$application/x—font-ttf
$font/opentype

change=yes; byt eranges=no



AddOut putFil
AddOut putFil
AddOut putFil
AddOut putFil
AddOut putFil
</TfModul e

<A Modul e

#

terByType DEFLATE text/html text/plain text/css applications json

terByType DEFLATE application/ javascript

terByType DEFLATE text/xml applicationdxml text/x-component

terByType DEFLATE applicationdxhtml +xml applications/rss+xml applicationsator
terByType DEFLATE imagesx-icon imagesswg+xml applicationdwnd ms-fontobject :

# Expires headers (for better cache contro

#

# These are pretty far-future explres headers,

# They assume you control versioning with cachebusting query params 11ke

# «script src="application js72A1 AAGAS"

# Addi tionally, consider that outdated proxies may miscache

#  www, stevesouders, comsbl ogs2aasEs gy 23/ revvl ng-r1 1 enames-dont —~use-querystri mgs
#If you don't use filenames to version, lower the C55 and J5 to something 11ke
#  access plus 1 week"” or so,

£IfModul e mod_expires. o

ExpiresActive

an

# Perhaps better to whitellst expires rul es? Perhaps,

Expireshefaul t "access plus 1 month"
# cache, appcache needs re-requests In FF 5 6 (thanks Remy “Tntroduci mg HTHLE

ExpiresByType text/cache-manifest "access plus A seconds”
# Your document html

ExpiresByType text/himl "access plus A seconds”
# [ata

ExpiresByTuype text/xml "access plus A seconds”

ExpiresByType applicationdxml "access plus A seconds”

ExpiresByType applicationd json "access plus A seconds”
# Feer

ExpiresByTupe application/rss+xml "access plus 1 hour”



ExpiresByTuype applicationdatom+xml "access plus 1 hour”

# Favicon {cannot be renamed?

ExpiresByType imagesx-1icon "access plus 1 week"

# Media 1mages, video, sudio

ExpiresByType imagesqgif "access plus 1 month"
ExpiresByType imagespng "access plus 1 month"
ExpiresByType images jpg "access plus 1 month"
ExpiresByType image’ jpeq "access plus 1 month"
ExpiresByType wideosogg "access plus 1 month"
ExpiresByType audiosogg "access plus 1 month"
ExpiresByType +ideosmpd "access plus 1 month"
ExpiresByType wideoswebm "access plus 1 month"
# HTC files (css3plel
ExpiresByType text/x-component "access plus 1 month"
# Webfont=
ExpiresByType applicationd/x-font-ttf "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByType application/x-font-woff  “access plus 1 month"
ExpiresByType imagesswg+xml "access plus 1 month"

ExpiresByType applicationdvnd. ms-fontobject "access plus 1 month"
# C55 and Javascript
ExpiresByTuype text/css "access plus 1 year”

ExpiresByType applicationd javascript "access plus 1 year”

# My Addi tion

# <IfHodul e mod_expl tes, cr

# ExpiresActive on

#  ExplresByType 1mages jpeg "access plus 3 day”

#  ExpiresByType 1magesgif “access plus 3 day”

# ExpiresByType textshtml “access plus 18 seconds”

£<FilesMatch . php$:
# 0o not allow PHP scripts to be cached
ExpiresActiwve Off
£/FilesMatch:
# <71 FHodul e
# My Addi tion



AT FModul e

#
# ETag removal
#

# FileETag Hone 15 not enough for every server,
<IfModul e mod_headets, c

Header unset ETag
<41 fModul e

# Since we' e sending far-ruture explres, we don't need ETags for
# static content,
#  devel oper, yahoo, com:spertormances Ul s, [tml #et ags

FileETag Hone

BE R S S e e e e e e e
# HTHLS BOILERFLATE FARTS ## HTHLS BUILERFLATE FARTS ## HTHLS BUILERFLATE FARTS ## HIMLS BL.
BE R S S e e e e e e e

Options +Includes +FollowSumlinks -Indexes

AddHandl er serwver-parsed . him . himl . shiml

<IfModule mod_dir, o
Directoryl ndex index, html _index html index shtml index php
<41 fModul e

# Disable all caches

# <IfHodul e mod_headers, cr

# Header sppend Cache-Control “no-store, no-cache, must-reval 1date”
# <1 FHodul e

<IfModul e mod_rewrite, o
RewriteEngine on

RewriteRule “index, html% . /_enginesindex, php [Q5A, L]
# RewiteRul e “1ndex, html$ . 7_engl neslndex, php [R=341, L]



RewriteCond ¥{REQUEST_FILEMAME: ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
RewriteRule “C, 3% ., /_enginesindex. php [HS, HC, L]

# Rewrl teCond XREQUEST_FILEHAMEZ -f
# RewrlteCond XREQUEST_FILEHAMEZ ! -d
# Rewrl teRul e “googl ecodet, html $ googl ecode’, html [H5 HE, LT

<A Modul e



