# Fichier . htaccess concu & partir de 1'article de WP Marmite

# Code par deéfaut de WordFress (ne pas toucherd
# BEGIH WordFress

FewriteEngine On

RewriteBase /

RewriteRule “indexh, php$ - [L]

RewriteCond #{REQUEST_FILEMAMEY ! -f

RewriteCond ¥{REQUEST_FILEMAMEX ! -d

RewriteRule . /index, php [LI

# EHD HordFPress

# DEsactiver 1'arfichage du contenu des répertol res
Options ALl -Indexes

# Al ternative pour empécher 16 11stage des répertol res
IndexIgnore

# Masguer 1es Informatlons du serveur
ServerSignature OFf

# Activation du sulvi des 11ens symbol 1 gues

Options +FollowSumlinks

# Cholx du fusesu horaire

SetEnv T2 EuropesParis

# Encodage par défaut des fichiers textes et HTHL
Addbef aul tCharset UTF-5

# Frotéger 1e richier wp-config pho
<files wp-config. php:

aorder allow, deny

deny from all

/files:

# Frotéger 1es fichiers . htaccess et | htpasswds
¢Files ™ "7 &\, ([HRILTtICAaPpl>":
aorder allow, deny

deny from all

satisfy all

£/Files:

# Eviter le spam de commentslres
<IfModul e mod_rewrite, o
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FewriteCond ¥REQUEST_URIY . wp—comment s—post, phps
RewriteCond %{HTTP_REFERERZ !. monsite com, = [OR]
RewriteCond %{HTTP_USER_RAGEMTY %

RewriteRule ¢, %) “http //¥{REMOTE_ADDRX/$ [R=3A1, L]
</TfModul e

# Eviter gue 1'on découwre 1'1dentifiant d'un auteur

# Merci & Jean-Michel 511one du groupe Facebook WP-Secure
https: A f i, acebook, comsgroupsSwp, securl tes

<IfModule mod_rewrite,

RewriteCond %{OUERY_STRIMEY “author=([B-93]%)

RewriteRule . - [F]

</ 1 fModul e

# DEsact]ver 1e hotlinking de vos 1mages

RewriteEngi ne On

RewriteCond #{HTTP_REFERERX ! ™%

FewriteCond ¥{HTTP_REFERERY ! “httpisr? /4 Cwwwh, 2 7monsite, com [HCI

FewriteRule . ¢ jpgl jpeqgl pngl gif2 % httpe /4 fakeimg, pl /4882087 7t ext =Pas_t ouche_aux_images
[HC, R, L]

# FBannir une adresse IF
¢Limit GET POST:

order allow, deny

deny From xxx XXX XXX XXX
allow from all

ALimit

# Empécher 1es visiteurs de ces sites d' accéder au votre
I fModule mod_tewrite, o

RewriteEngi ne on

RewriteCond %{HTTP_REFERER} monsitel. com [HC, OR]
RewriteCond #{HTTP_REFERER} monsite2, com [HC, OR]
RewriteRule .+ - [F]

£/1 fModul e

# Rediriger 1es wisiteurs venant site vers un autre
RewriteEngi ne on

RewriteCond #{HTTP_REFERER} sitesourcel. com/

FewriteRule “C, #3% http /Awww sitedestination, com [R=3A1, L]



# Redirection d'une page quel congue

Redirect 361 /anciennepage’/ http: /4 www monsite, comd nouvel 1 epage

# Redirection d'une nouvelle catégorie (avec renommage de category en categori el
Redirect 361 /category/technologies http /7 www monsite. comdcategoriedtechnos

# Redirection du site sans www vers ww

RewriteEngine On

RewriteCond %{HTTP_HOSTY “monsite. com [HCI

FewriteRule “C, #1% http /Awww monsite com/$1 [L, R=3A11
# Rediriger vers 13 version 5ans Wi

FewriteEnglne on

RewriteCond #CHTTP_HOSTY “wwwh. monsites, com [HC]
RewriteRule “C, #3% http //monsite com/$1 [L,R=3A11

# Redirection vers HTTPS

Rewri teCond %{SERVER_PORTY “38%

RewriteRule “(, #2% https //%{SERVER_MAMEY #{REQUEST_URIY [L.R]

# Forcer le téléchargement pour ces types de fichiers
AddType applications/octet-stream . doc . docx . x1s . xlsx . csv . mp3 . mpd

# Fage de mal nt enance

FewriteEnglne on

RewriteCond #{REQUEST_URIY ! /maintenance. html$
RewriteCond #{REMOTE_ADDRY ! “waceh. wacch, s, w0
RewriteRule % /maintenance. html [R=362, L]

# Mise en cache des richiers dans 12 navigateur
£IfModul e mod_expires. o

ExpiresActive On

ExpiresDefault "access plus 1 month"

ExpiresByType text/html "access plus B seconds”
ExpiresByType textixml "access plus A seconds"
ExpiresByType applicationd/xml "access plus A seconds"
ExpiresByTuype applications json “access plus A seconds”
ExpiresByType applicationd/pdf "access plus A seconds"

ExpiresByTupe application/rss+xml "access plus 1 hour”
ExpiresByType applicationdatom+xml "access plus 1 hoor"



ExpiresByTupe application/x-font-ttf "access plus 1 month”
ExpiresByTupe font/opentype "access plus 1 month”

ExpiresByTupe application/x-font-woff "access plus 1 month"
ExpiresByTupe application/x-font-woff2 "access plus 1 month"
ExpiresByType imagesswg+xml "access plus 1 month”

ExpiresByTupe applicationdwnd ms—-fontobject "access plus 1 month”

ExpiresByTupe imagesjpg "access plus 1 month"
ExpiresByTupe images jpeg "access plus 1 month"
ExpiresByType imagesqif "access plus 1 month"
ExpiresByTupe imagespng "access plus 1 month"

ExpiresByTupe wideosogg "access plus 1 month”
ExpiresByTupe audiosogg "access plus 1 month"
ExpiresByTupe wideo/mpd "access plus 1 month”
ExpiresByTupe wideoswebm "access plus 1 month"

ExpiresByTuype text/css "access plus 6 month"

ExpiresByTupe applicationd javascript "access plus 6 month

ExpiresByTupe applicationsx-shockwave-flash "access plus 1 week”
ExpiresByTupe imagesx-icon "access plus 1 week"”
<41 fModul e

# En-tétes
Header unset ETag
FileETag Hone
£ifModul e mod_headers. o
£filesMatch "% Cicol jpetal pngl gi fl swfig"
Header set Cache-Control "public”
£/filesMatch:
£filesMatch "%, (ocssig"s
Header set Cache-Control "public”
£/filesMatch:
<filesMatch "5 C 518"
Header set Cache-Control "priwvate"
£/filesMatch:
¢<filesMatch ", CxThtml 71 php) $"
Header set Cache-Control "priwvate, most-revalidate"
£/filesMatch:
£/1 fModul e



# Compressions des fichiers statigues
<IfModule mod_deflate, c»
AddOutputFilterBuTupe DEFLATE text/xhtml text/html text/plain text/xml text/javascript
application/x-javascript text/css
BrowserMatch "Mozillasd gzip-only-text/himl
BrowserMatch "Mozillasdh, BLETE] no-gzip
BrowserMatch “BMSIE ! no-gzip ! gzip-only-text/html
SetEnvI fHoCase Request_URI %, 7 gifl jpe?gl pngd$ no-gzip dont-wary
Header append Yary User-Agent enwv=! dont-wvary
<fIfModul e

AddOut putFilterBuTupe DEFLATE text/html
AddOutputFilterBuTupe DEFLATE text/plain

AddOut putFilterBuTupe DEFLATE text./xml

AddOut putFilterBuTupe DEFLATE text/css

AddOut putFilterBuTupe DEFLATE text/javascript
AddOutputFilterBuTupe DEFLATE font/opentype

AddOut putFilterBuTupe DEFLATE applicationsrss+xml
AddOut putFilterBuTupe DEFLATE applicationd javascript
AddOut putFilterBuTupe DEFLATE applications json

# Bloguer 1'utilisation de certains scripts
RewriteEngi ne On

RewriteBase /

FewriteRule “wp-admin/includes/ - [F, L]

FewriteRule ! “wp-includes/ - [5=3]

RewriteRule "wp-includes/[~/1+%, phps - [F.L]

FewriteRule “wp-includess js/tinumceslangss, +s. php - [F, L]
FewriteRule “wp-includes/theme-compats - CF, L]

# Frotection contre les injections de fichiers

RewriteCond ¥{RENUEST_METHODY GET

RewriteCond #¥LOUERY_STRIMGY [a-zR-Z8-9_1=http: /¢ [OR]
FewriteCond ¥OUERY_STRIMGY [a-zA-£8-9_1=C%, %, /470 + [OR]
FewriteCond ¥0OUERY_STRIMGY [a-zA-£8-9_1=/([a-z@-9_ 1//70+ [HC]
RewriteRule . % - [F]

# Protections diverses (%55 clickjacking et HIHE-Type sniffing)
<ifModul e mod_headers, c:

Header set ¥-%55-Protection "1; mode=block



Header always append x-Frame-0ptions SAMEORI GIH
Header set X-Content-Type-Options: "nosniff®
£/1 fModul e



