# BEGIH Better WP Security
# Begin HackRepalt, com Black]li st

FewriteEngine on

# Abuse Agent BlockIng

Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond

| o PSR R Y R |

HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX

HWELITTA O Lern s a

“Bl ackWi dow [HC, OR]
“Bolts B [HC, ORI

“Both mailtor craftbots@yahoo', com [HC, ORI
Cazoodl eBot [HC, ORI
“ChinaCl aw [HC, OR]
“Custo [HC, ORI

“Default’ Browsers @ [HC, ORI
“DITbot [HC, OR]

“DISCo [HC, ORI

di scobot [HC, OR]

“Downl oady Demon [HC, ORI
“eCatch [HC, OR]

ecxi [HC, OR]

“EirGrabber [HC, ORI
“EmailCollector [HC, ORI
“EmailSiphon [HC, OR]
“Emaillolf [HC, OR]
“Expressy WebPictures [HC, OR]
“ExtractorPro [HC, OR]
“EyeMetIE [HC, OR]
“Flashizet [HC, OR]
“GetRight [HC, OR]
“Getleb! [HC, ORI

“Gol Zilla [HC, OR]
“Go-Ahead-Got-It [HC, OR]
“GrabMet [HC, ORI
“Grafula [HC, OR]

GT: o MWW [HC, ORI

heritrix [HC, OR]

“HMYiew [HC, OR]
HTTF: : Lite [HC, OR]
HTTrack [HC, ORI
ia_archiver [HC, ORI
IDEot [HC, ORI

id-search [HC, ORI
id-searchh, org [HC, OR]
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HCHTTP_USER_AGENT:
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lLmages JLrlpper LHe, Ukl
“Imageh Sucker [HC, OR]
Indyt Library [HC, ORI

“InterGET [HC, OR]

“Internett Hinja [HC, OR]
“Internet Seerh, com [HC, OR]

[RLbot [HC, ORI

I5C Systemss iRch Searchh 24,1 [HC, ORI

“Jawa [HC, OR]
“JetCar [HC, ORI

“JOCY KWebs Spider [HC, ORI

“larbin [HC, ORI
“LeechFTP [HC, ORI
libwwy [HC, OR]
1ibwww-perl [HC, OR]
“Link C[HC, ORI

LinksManager, com_bot [HC, OR]

linkwal ker [HC, ORI
lup-trivial [HC, OR]

“Massh Downloader [HC, ORI

“Maxthong [HC, OR]

MFC_Tear_Sample [HC, ORI
“microsofty, url [HC, OR]
Mictosofth URLY Control [HC, ORJ
“MIDown tool [HC, ORI

“Misters Pix [HC, OR]

Mi=siguas Locator [HC, ORI
“Mozillas, #Indy [HC, OR]
“Mozillak, *HEWT [HC, ORI
“M3FrontPage [HC, OR]

“Mawroad [HC, OR]
“MearSite [HC, OR]
“MetAnts [HC, OR]
“MetSpider [HC, OR]

“Meth Mampire [HC, ORI

“MetZIP [HC, OR]
“Mutch [HC, ORI
“Octopus [HC, ORI

“Offlines Explorer [HC, OR]
“Offlines Mavigator [HC, OR]

“PageGrabber [HC, OR]
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pansclent, com [HC, DR

“Papa’ Foto [HC, ORI
“pavuk [HC, ORI
PECL: : HTTP [HC, ORI
“Peopl ePal [HC, OR]
“pcBrowser [HC, OR]
PHPCrawl [HC, OR]
PleaseCrawl [HC, OR]
“psbot [HC, ORI

“Real Downl oad [HC, OR]

“ReGet [HC, OR]
“Ripperss B [HC, OR]
SElder [HC, OR]
“SeaMonkeut [HC, ORI

“sitecheck’, internetseers, com [HC, OR]
“5iteSnagger [HC, OR]
“SmartDownl oad [HC, ORI

Snoopy [HC, OR]
Steeler [HC, OR]
“SuperBot [HC, OR]
“SuperHTTP [HC, OR]
“Surfbot [HC, ORI
“tAkeOut [HC, ORI

“Teleporth Pro [HC, OR]
“Toatah dragostea meah pentru diawvola [HC, OR]

URI: : Fetch [HC, ORI
urllib [HC, OR]
Uzer-Agent [HC, ORI
Yol dEYE [HC, ORI

“Webh Imageh Collector [HC, ORI
“Weby Sucker [HC, OR]

Web Sucker [HC, ORI
webal ta [HC, OR]
“lebAuto [HC, ORI

“[WwleblBblandit [HC, OR]

WebCollage [HC, ORI
“WebCopier [HC, OR]
“WebFetch [HC, ORI
“WebGoy IS5 [HC, OR]
“WeblLeacher [HC, ORI
“lebReaper [HC, OR]



FewriteCond ¥{HTTP_USER_AGEMTI “lebSauger [HC, OR]
RewriteCond #CHTTP_USER_AGEMTY “Websites eXtractor [HC, OR]
RewriteCond #CHTTP_USER_AGEMTY “Website\ Quester [HC, OR]
RewriteCond #¥{HTTP_USER_AGEMTY “lebStripper [HC, OR]
FewriteCond #¥{HTTP_USER_AGEMTY “leblhacker [HC, ORI
FewriteCond ¥{HTTP_USER_AGEMTY “lebZIP [HC, OR]
FewriteCond ¥{HTTP_USER_AGEMT MWellsh Searchs II [HC, OR]
FewriteCond ¥{HTTP_USER_AGEMTY WEP% Search [HC, ORI
FewriteCond ¥{HTTP_USER_AGEMTY “liget [HC, OR]

FewriteCond #¥{HTTP_USER_AGEMTY “Midow [HC, OR]

FewriteCond ¥{HTTP_USER_AGEMTY “LWL-Mechanize [HC, OR]
FewriteCond #¥{HTTP_USER_AGEMTY “LWWOFFLE [HC, ORI
FewriteCond #¥{HTTP_USER_AGEMTY “xal donh WebSpider [HC, ORI
RewriteCond #CHTTP_USER_AGEMTY zermelo [HC, ORI
FewriteCond ¥{HTTP_USER_AGEMTY “Zeus [HC, OR]

RewriteCond #CHTTP_USER_AGEMTY (. %) Zeush. #lebster [HC, OR]
FewriteCond #¥{HTTP_USER_AGEMTY ZuBorg [HC]

RewriteRule ™ % - [F,L]

# Abuse bot blocking rule end

# End HackRepalr, com Blacklist

£IfModule mod_rewrite, o

FewriteEngine On

FewriteRule “loginPitaras?$ fwp-login php?j312k3cqdkibaiyjZpBSa R, L]

FewriteCond ¥{HTTP_COOKIEY ! ™ #wordpress_logged_in_, =%
FewriteRule “adminPitara’/?$ fwp-login, php? i3l 2k3cqdki bai uj2pASadredi rect _to=/wp-admin/ [R, L.

FewriteRule “adminPitaras?$ Swp-admin?j312k3cgdkibaiyjzpBSa [R, L]

FewriteRule “registerPitara/?$ Swp-login, php?i3l 2k3cqdkibaiyj2pBSaiaction=reqister [R, L]

FewriteCond #¥{SCRIPT_FILEMAMEY ! ™0, ) admin-ajaxh, php
FewriteCond ¥{HTTP_REFERERY ! "0, #)deal spitara. comdwp—admin
RewriteCond #¥{HTTP_REFERER: !~
RewriteCond #¥{HTTP_REFERER: !~
RewriteCond #¥{HTTP_REFERER: !~
FewriteCond #¥{HTTP_REFERERY ! “(, #)deal spitara. comdregisterPitara
RewriteCond #COUERY_STRIMGY !~ j312k3cgdkibaigj2peSa

FewriteCond #¥{OUERY_STRIMGY ! “action=1ogout

FewriteCond #{OUERY_STRIMGY ! "action=rp

. #1deal spi tara. comdwp-1ogint, php
. #1deal spitara comdloginPitara
. #1deal spitara comdadminPitara
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RewriteCond
RewriteCond
RewriteCond
RewriteRul e

Rewri teCond
RewriteRul e
<A1 FModul e

ELOUERY _STRIMGY ! "action=reqister

ELOUERY _STRIMGY ! "action=postpass
ECHTTP_COOKIEY ! ™, #wordpress_logged_in_. &

*, #wp—admin/?l *, #wp-login, php /fnot_found [R, L]

ELOUERY_STRIMGY “1oggedout=true
“, #% Jwp-login php?j312k3cqdkibaiyjZpBSa [R, L]

# END Better WP Security

# BEGIH W3TC EBrowser Cache
£<IfModul e mod_mime, c»

AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType

text/css | css

text/x—component . hic
applicationdx-javascript . js
application/ javascript . jsg
text/ javascript . js3

text/x-js . js4

text/html . himl . htm
text/richtext . rtf | rix

images svg+xml . Svg . SvQZ
text/plain . txt

text/xsd | xsd

texts/xsl | xsl

textsxml . xml

videosast . asf . asx . wax . wmy . wmx
videosavi | avi

image/bmp . bmp
applicationd java . class
video/divy . divx
application/msword | doc . docx
applicationdvnd ms-fontobject . eot
applicationdx-msdownload . exe
imagesgif . oif
application/x-gzip . gz . gzip
image/x-icon . ico

image/ jpeg . jpg . jpeg . jpe
applicationd json . json
applicationdvnd ms-access . mdb
audio/midi .mid . midi
video/quicktime . mov . gt



AddType audio/mpeg . mp3 . mda
AddType wvideo/mpd . mpd . mey
AddType wvideo/mpeg . mpeg . mpg . mpe
AddType application/vnd ms-project . mpp
AddType applications/x-font-otf . otf
AddType applicationswnd. 0asis. opendocument. dat abase . odb
AddType applicationswnd. 0asis opendocument. chart | odc
AddType applications/wnd oasis opendocument, formula | odf
AddType applicationswnd. 0asis. opendocument. graphics . odg
AddType applicationswnd oasis opendocument. presentation . odp
AddType applicationswnd. 0asis opendocument. spreadshest | ods
AddType applicationswnd oasis opendocument, text . odt
AddType audiofogg . ogg
AddType application/pdf . pdf
AddType image/png . png
AddType applications/wnd. ms-powerpoint . pot . pps . ppt . pptx
AddType audiofx-realaudio . ra . ram
AddType applicationsx-shockwave-flash . swf
AddType application/x-tar . tar
AddType imagestiff . tif . tiff
AddType applications/x-font-ttf . tif . ttc
AddType audiofway . wav
AddType audiofwma . wma
AddType application/wnd ms-write . wri
AddType applications/wnd ms-excel . xla . xls . xl3x . x1t . xluw
AddType applications/zip . zip
<41 Modul e
£IfModul e mod_expires. o
ExpiresActive On
ExpiresByType text/css A3 536808
ExpiresByType text/x-component AS1S36666
ExpiresByType applicationdx-javascript A3l 5368608
ExpiresByType applications javascript A31536668
ExpiresByTuype text/javascript A315366608
ExpiresByType text/x-js A3153668E
ExpiresByType text/himl ASGEG
ExpiresByType text/richtext A3GEA
ExpiresByType imagessvg+xml A3GAA
ExpiresByType text/plain A3GEA
ExpiresByType text/xsd A36EA
ExpiresByTuype text/xsl A36EA



Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resBuTupe

text/xml A3EEA

video/ast A3I1S360E8

video/avi A31S360E88

image/bmp A31S36E8A

application/ java AJ1S36E8A

video/divx A3 536088
application/msword A31S36EEA
application/vnd ms-fontobject A3 536608
applicationdx-msdownl oad A3 53660
image/gif A31S36EEA

application/x-gzip A31S36E8A

image/ x—icon AZ153668A6

image/ jpeq AZ1S360A6

application/ json A31S36E8A
applicationdvwnd ms-access A31S36E8A
audio/midi AZ1536086

video/quicktime A3153660A

audi o/mpeq AZ1 536086

video/mpd A31S36E8A

video/mpeq AZ1S360A6

application/vnd ms-project AZ1S360A6
applicationdx-font-otf A3 536608
applicationdvnd dat abase A315360A6
chart RA315366888
faormul a A31 5360608
graphi cs A31536086
presentation AZ1S360A6
spreadsheet A31536868
text RA315368688

0asi s, opendocument.,

application/vnd oasis. opendocument.

application/vnd oasis. opendocument.

application/vnd oasis. opendocument.

application/vnd oasis. opendocument.

application/vnd oasis. opendocument.
application/vnd oasis
audio/ogg A31S36EEA
application/pdf A31536608

image/png A31536E8A

application/vnd ms-powerpoint A3 536608
audi o/ x-real audio A31 536086

image/ svg+xml A3 536608
application/x-shockwave-f1lash A3 536600
application/x-tar AZ1536086

image/tiff AZ1S360A6
application/x-font-ttf A3l 536608
audi o/ way A3 536088

audi o/ wma A31 536088

opendocument



ExpiresByTupe applicationdvnd ms-write A31 536608
ExpiresByTupe applicationdvnd ms-excel A3l 536608
ExpiresByTupe applicationdzip A3l 536608
<SIfModul e
<IfModule mod_deflate, c»
<IfModul e mod_headetrs, c»
Header append Yary User-Agent env=! dont-vary
<SIfModul e
AddOut putFilterBuTupe DEFLATE text/css text/x-component applicationdx-javascript apy
<IfModul e mod_mime,
# DEFLATE by extension
AddOutputFilter DEFLATE js css htm html xml
<SIfModul e
<SIfModul e
£FilesMatch "N, Cossl htel jsl js21 js31 jsdl ©351 HTC) IS0 521 J530 IS4 " »
FileETag MTime S5ize
<IfModul e mod_headetrs, c»
Header set Pragma "public"
Header append Cache-Control "public, must-revalidate, proxy-revalidate”
Header unset Set-Cookie
Header set X-Powered-By "W3 Total Cachesd, 9, 3"
<SIfModul e
£/FilesMatch:
£FilesMatch "N Chimll btml Ftf] rtxl svgl svgzl txtl xosdl xs11 xml I HTHLD HTHE RTFI BT SYGEI SYEZI TXTI %500
FileETag MTime S5ize
<IfModul e mod_headetrs, c»
Header set Pragma "public"
Header append Cache-Control "public, must-revalidate, proxy-revalidate”
Header set X-Powered-By "W3 Total Cachesd, 9, 3"
<SIfModul e
£/FilesMatch:
£FilesMatch "h,
Casfl asx waxl wmyl wmxl avil bmpl ¢l assl di vl docl docxl eotl exel gifl gzl gzipl icol jpgl jpeqgl jpel jsonl
FileETag MTime S5ize
<IfModul e mod_headetrs, c»
Header set Pragma "public"
Header append Cache-Control "public, must-revalidate, proxy-revalidate”
Header unset Set-Cookie
Header set X-Powered-By "W3 Total Cachesd, 9, 3"
<SIfModul e

< /Fi1/sMat rh



# EHD WZTC Browser Cache
# BEGIH W3TC COH
¢FilesMatch ",
¢ asfl asxl wax! wmyl wmxl avil bmpl ¢l assl di vl docl docxl eotl exel gi fl gzl gzipl icol jpgl jpegl jpel jsonl
£IfModule mod_rewrite, o
FewriteEngine On
RewriteCond %{HTTPSY ! =on
FewriteRule . * - [E=CAMOMICAL: http: //deal spitara, com%{REQUEST_URI ¥, HEI
RewriteCond %{HTTPSY =on
FewriteRule . # - [E=CAMOMICAL: https: //deal spitara com¥{REQUEST_URI, HE]
/I fModul e
<IfModul & mod_headers, ¢
Header set Link "<¥{CAMOMICALXe:; rel=\"canonical""
/I fModul e
£/FilesMatch:
¢FilesMatch "5, (ttfl ttcl otfl eotl woffl font, css)g" >
<IfModul & mod_headers, ¢
Header set Access-Control-Allow-Origin ="
/I fModul e
£/FilesMatch:
# EHD WETC COH
# BEGIH WSTC Page Cache core
£IfModule mod_rewrite, o
FewriteEngine On
RewriteBase /
RewriteCond #¥{HTTP: Accept-Encodingy gzip
RewriteRule . * - [E=W3TC_EHC: _gzipl
RewriteCond #¥{REQUEST_METHODY ! =POST
RewriteCond #{OUERY_STRIMGY =""
RewriteCond ¥{REOUEST_URIY “/%
FewriteCond ¥CHTTP_COOKIEY ! comment _author! wp-post pass! w3tc_l ogged_out| wordpress_1 oggec
RewriteCond " %DOCUMENMT_ROOTS fwp—content / caches page_enhanceds SCHTTP_HOST A #{REQUEST _URI :
RewriteRule . * "/wp-content/caches page_enhanceds ¥CHTTP_HOST: / %{REQUEST _URI 3/ _i ndex, html:
/I fModul e
# EHL WETC Fage Cache core
# BEGIH W3TC Skip 484 error handling by WordPress for static files
£IfModule mod_rewrite, o
FewriteEngine On
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d

Dot  afamd 250DFNANIEST DT | Cenbat ettt s tamarnd 1 rda» 2% wmlcry A= 2 FTac=A0 VMo tar
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FewriteCond ¥{REQUEST_FILEMAMEY . Ccssl htcl jsl js21 js3l jsd htmll btml rtfl rtxl sval swazl txtl
RewriteRule . & - [L]

<A1 fModul e

# EHD WATC Skip 4984 error handling by WordPress for static files

# BEGIH WordFress

£IfModule mod_rewrite, o

FewriteEngine On

RewriteBase /

FewriteRule “indexh. phpd - [LI

FewriteCond ¥{REQUEST_FILEMAMEY ! -f

FewriteCond ¥{REQUEST_FILEMAMEY ! -d

FewriteRule . findex php CL]

<A1 fModul e

£ifModul e mod_security, o
SecFilterEngine OfFf
SecFilterScanP0OST Off

£/1 fModul e

# EHD WotrdFPress



