# 010 Using . htaccess' files slows down Apache, therefore, 1f you have

# "httpd conf’l, you should add this 1ogic there,
#
# https: /7httpd apache, orgsdocsscurrent. s howt osht access, [tml,

RewriteEngine On

# Change this to production when go 11ve
SetEny APPLICATIOM_EMY "devel opment”

# The following rule tells Apache that 1f the reguested f11ename

# exists, simply serve It

RewriteCond #¥{REQUEST_FILEMAMEY -3 [ORI

RewriteCond #¥{REQUEST_FILEMAMEY -1 [ORI

RewriteCond #¥{REQUEST_FILEMAMEY -d

RewriteRule * #§ - [HC,LI]

# The following rewites 11 other gueries to 1ndex php The

# condi tion ensures that 17 you are using Apache aliases to do

# mass virtual hosting, the base path will be prepended to

# allow proper resolution of the 1ndex, php file; 1t will work

# 1n non-aliased environments 35 well, providing a sarfe, one-size

# fits all solution,

RewriteCond #{REQUEST_URIX:: &1 “C/, +20, +):: 428

RewriteRule ™, #) - [E=BRASE: ¥11

# CGI does not support apache_response_headers, but we need this header 1n order to do basii
RewriteRule ™0, )¢ ¥{EMV: BASEXindex, php [E=HTTP_AUTHORI ZATIOM: %{HTTP: Authorizationd, L, HC]

# Rules to bBlock foreign characters in URL=S
RewriteCond #COUERY_STRIMGE ™, +C %A1 %A1 #Bl %CI %D %El ¥F). = [HC]
RewriteRule ™, 1% - [FI

<IfModul e mod_rewrite, o

# Fules to bBlock unneeded HTTF met hods
RewriteCond #{REQUEST_METHOD: ¢ TRACEI DELETEl TRACK) [HCI
RewriteRule ™0, 3% - [F]

# Rules to block susplcious URTS
FewriteCond ¥COUERY_STRIMGY . . 5/ [HC, OR]
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FEWr 1l LELOrg
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

# procssel e

RewriteCond
# Elock out
RewriteCond
# Elock out
RewriteCond
# Elock out
RewriteCond
# Elock out
RewriteCond
# Elock out
RewriteCond

ELLUCKT _2 1 RL Mg
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:

‘enyvi ron? no way!

ECOUERY _STRIMG:

ECOUERY _STRIMG:

CENLDGSON gL rge Loge Sy Swpl Cvsr LG U]
etc/passwd [HC, ORI

booth. ini [HC, OR]

ftps:  [HC, ORI

httph:  [HC, OR]

httpss:  [HC, ORI
CoEONDENTENC N <l =0 &0 TNl el =80, = [HC, OR]

Towl B2 SHx270 ) SHx30; | &#x3E; | A#x5C; | &#x7E; | &#x7C; 0, + [HC, ORI

“o#(E24%x), # [HC, ORI
“ox(127, By, # [HC, ORI

)

“, #(request| concat! insert| unionl declare), = [HC, OR]

proc/sel fAenviron [HC, OR]

mosConfig_[a-zA-2_141, 2130=1 “¥300 [HC, OR]

any script trying to basebd_encode crap to send wia URL

HOQUERY _STRI MG
any script that
HOQUERY _STRI MG

ECOUERY _STRIMG:

basebd_encode, 5\, 52 [HC, OR]
Includes a <scriptyr tag in URL
(%<l %300, #script, =08 ¥3E) [HC, OR]

GLOBALSC =I [I vELA-9R-£a-z14A, 232 [HC, OR]

any script trying to modify 3 _REQUEST wariable wia LRL

ECOUERY _STRIMG:

_REQUESTC=I [ WELB-9A-Za-z]1{A, 23

# send all blocked request to homepage with 483 Forbi dden error!
FewriteRule 0, #)% index, php [F, L]

</TfModul e
# FBlock access to "hidden” directories whose names begin with a period This
RewriteRule "C7°1 /% " - [F]

L] -

#5peci fy

Wary: Accept-Encodi

<IfModul e mod_headetrs, o

£FilesMatch "N, Cjsl cssl xmll gzl htmll phtmll phpl shtmll jpgl jpeagl gi fl pngl bmpl Fars

g

Header append Yary: Accept-Encoding
£/FilesMatch:

<A Modul e

»#0global 3l encodel local hostl Loopback?, = [HC, ORI

#The following 11nes prevent . bt access
¢Files ", hts":

and . htpasswd fi1les from being viewed by Web cl1ents,



Require all denied
</Files»

# HHRHHRHHR AR AR AR AR AR R AR AR R AR AR R AR R AR R AR R AR RAR AR RARHHR AR AR AR
# # CROS5-0RIGIH #
e

#
# | Cross-origin reguests /
#

# Allow cross-origin reguests,

#

# https: <r/devel oper, mozi 1l a orglen-Ussdocss WebsHT TR Access_cont rol _CORS
# httpe ~7enabl e-cors, orgs”

# Rttpe A2 ww, w3 orge TRAcors:”

# <IfHodul & mod_headers, c»

# Header set Access-Control -Allow-0rigin "+
# AT Modul e

#

# | CORS-enabl ed Images

#

# send the CORS header for 1mages when browsers reguest 1t

#

# https: <r/devel oper, mozi 11 a orgslen-Ussdocs:s WebsHTHL CORS_enabl ed_1 mage

# https: </ bl og chroml um orgs 261 12877 usi ng-cross-domal n-1 mages-1 n-webgl -and, html

£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
£FilesMatch "N, Cbmpl curl gi fl icol jpetal pngl svgz?l webpd $ >
SetEnvIf Origin " IS_CORS
Header set Access-Control-Allow-Origin "#" enw=IS_CORS
£/FilesMatch:
/I fModul e
/I fModul e

# Allow cross-origin access to web fonts,



<IfModul e mod_headets, c
¢FilesMatch "%, Ceotl otfl ttlcf Il wof f270 4" >
Header set Access-Control-Allow-Origin ="
£/FilesMatch:
<41 fModul e

#
# | Cross-origin resource timing /
#

# Allow cross-origin access to the timing information for all resources,

#

# If 3 resource 1sn't served with a Timing-Allow-0rigin’ header that

# would allow 1ts timing information to be shared with the document,

# some of the attributes of the "PerformanceResourceTiming’ object will

# be set to zero,

#

# http Ar v, w3 orgs TRAresour-ce—timi ngs”

# http /7w, stevesouders, comsbl ogs/ 281 4785/ 21 Aresource-t1mi ng-practi cal -tipss

# <IfHodul & mod_headers, cx
# Header set Timing-Al1ow-0r1igin ="
# <o TFHodul ex

#
# | Ertor prevention /
#

# [isable the pattern matching based on £11enames,

#

# This setting prevents Apache from returning a 984 error as the resul t

# of 3 rewite when the directory with the same name does not exist,

#

# https: /rhttpd apache orgsdocsscurtent scontent -negoti ation, bt ml #mul t1vi cws

Options —Mul tiviews
# HRRRRRRRRRRRR BB BB BB BB R BB BB BB R BB BB BB BB RRR BB BB BB R BB BB BB BB BB BB BB RRRRRRRRRRRR BRI

# # THTERHET EXFLURER #
VA S e e e e



#
# | [Document modes /
#

# Force Internet Explorer G/9/18 to render pages in the highest mode

# awvailable 1n the various cases when 1t may not,

#

# https: //hsivonen, £1/doct ypes#1 28

#

# 010 Starting with Internet Explorer 11, document modes are deprecated,
# If yowr business still relies on older web apps and services that were
# designed for older wersions of Internet Explorer, you might want to

# consider enabling Enterprise Mode throughout your compant,

#

# http Aomsdn microsoft, comsen-ussl1brarysl esbgl 82625 aspxftdocmods

# httpe /7Bl ogs msdn, comsbel el archi ves 281 47 Ad7 827 5t ay-up—-t o-dat e-wi th-ent erpri se-mode-1or—1

<IfModul e mod_headers, ¢
Header set X-UA-Compatible "IE=edge"
# ‘mod_headers’ cannot match based on the content-tuype, however,
# the "s-UA-Compatible’ response header should be send only for
# HTHL documents and not for the other resources,
£FilesMatch "M, Cappcachel atoml bbawl bmpl crxl cssl curl eotl f4Cabpedl F14l geojsonl gi f1 htol 1col
Header unset X-UA-Compatible
£/FilesMatch:
</TfModul e

#
# | Iframes cookles /
#

# Allow cookies to be set from 1frames 1n Internet Explorer,
#

# httpe A7msdn microsoft, com/en-ussl 1 brarys ms53 7345, aspx

# httpe Z7www, w3 orgs TRS 28667 CR-F5P-26866] 21 57

# <1 fHodul & mod_headetrs, cx
# Header set P3P "policyref=%y" wicsp3p xml %", CP=V"IDC DSP COR ADH DEYI TALD PSA FSD I

# /T FHodul e

L SR S



# # NECIA TYFES AHD CHARACTER EHCODIHES #
# HHRHHRHHR AR AR AR AR AR R AR AR R AR AR R AR R AR R AR R AR RAR AR RARHHR AR AR AR

#
# 1 Media types /
#

# Serve resources with the proper media types (f, k. a3 HIME types),
#

# https: A www, 1503 orgsassi goment s/medi 3-t ypessmedi -t ypes, xhtml
# https: #/httpd apache. orgsdocsscurtent S modysmod_mi me. fitml #3009t ype

<IfModul e mod_mime, c

# Audi o
AddType audi o/ mpa mda fda fdb
AddType audiofogg 0ga 0gg opus

# Javascript
# Hormalize to standard type (it's sniffed 1n IE anyways).:
# httoe #/tool s 1etf, orgshtml /1 fod329%section-7, 2

AddType applications javascript is

AddType applications json json map topojson

AddType applicationswnd. geo+json gQe0 ] S0

AddType applications/ld+json jsonld

AddType applicationsxml atom rdf rss xml
# ¥ideo

AddType i deo/mpa mpd mdy v fdp

AddType wideo/ogg ag

AddType wvideo/webm webm

AddType wideosx-f1w flw

# Web fonts

AddType applicationsfont-woff wof f
AddType applicationswnd ms-fontobject eot
AddType applicationsfont-woff2 wof f 2

# Browsers usually 1gnore the font MIHE types and sniff the content,
# however, Chrome shows 3 warning 1 other HIHE types ate used for the
# rollowing fonts,



AddTupe applicationsx-font-ttf tto tif
AddType font/sopentype otf

# Make SYGZ fonts work on 1Pad:

# https: </twi tter, comsFont Sgul Frel /st at uss1 4655690545

AddType i mage/ swg+xml v SWgZ
# Other
AddTupe applications/octet-stream safariextz
AddTupe applicationsx-bb-appworl d bbaw
AddTupe applicationsx-chrome-extension crx
AddTupe applicationsx-opera-extension OEx
AddTupe applicationsx-shockwave-1ash suf
AddTupe applicationsx-web-app-mani fest+json webapp
AddTupe applicationsx-xpinstall xpi
AddTupe applicationsx-compress g
AddType applications/x-gzip az togz
AddTupe image/webp webp
AddTupe text/cache-manifest appcache mani fest
AddType textswit wit
AddType text/x-component htc
AddType text/sx-wvcard wiof

# Serving T ico Image files with 3 different media tuype
# prevents Internet Explorer from displaying then as 1mages:
# httpos: ssgl thub, comshsbps it ml 5-bol 1erpl 3t escommi /37657 ecA9A0AA1 3506490591 boddob2A5350

AddTupe images x—1icon cur ico
<41 fModul e

#
# | Character encodl ngs /
#

# Serve all resources 1abeled a5 textshtml ™ or textsplain’

# with the medis type "charset’ parameter set to UTF-8,

#

# https: /7Rt tpd apache, orgsdocsscurrent. s modscore [t ml #3ddder aul tcharset

AddDef aul tCharset utf-5



# Serve the following file tupes with the media type charset’
# parameter set to UTF-8
#
# https: //httpd apache orgsdocss curtent s mods mod_mi me, bt ml #addcharset
<IfModule mod_mime,
AddCharset utf-& . atom
. bbaw
L BS54
. geojson b
R
. json b
cjsonld N
Crdfoy
L PS54
topojson b
vkt
webapp M
CEmL oM
php M
cxloc
chtml A
chtm s
phtml N
. shtml
</TfModul e

# Block access to hidden riles and directories,

# This includes directories used by wersion control systems such as Git and 59K,

I fModule mod_tewrite, o
RewriteCond #{SCRIPT_FILEMAMEY -d [OR]
RewriteCond #{SCRIPT_FILEMAMEY -f
RewriteRule "C7°1 /% " - [F]
</TfModul e



# Block access to backup and source f11es,
# These files may be 1eft by some text editors and can pose a great securl ty
# danger when anyone has access to them,

£<FilesMatch "C°#, ## %, (infol installl makel modul el enginel gitl bakl confligll distl flalinfcill 1ogl
# Hpache < 2 3
<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
Satisfy ALl
/I fModul e

# Apache = 2, 3

<IfModul e mod_authz_care, c
Fequire all denied

/I fModul e

</FilesMatchs

#
# 1 File access /
#

# Block access to directories without a defaul t document,

#

# You should 1eave the followimg uncommented, a5 you shouldn't allow
# anyone to surf through every directory on your server (whl ch may
# 1ncludes rather private places such as the CHS' s directorl es),

<IfModul @ mod_aut ol ndex, o
Options -Indexes
AT Modul e

#
# | Reducing MIME type securlty risks /
#

# Frevent some browsers from MIME-3ni FfIng the response
#
# Thi=s reduces exposure to drive-by downl oad attacks and cross-origin

# A=tz 1azl= zrrd kil A ke 1asft nmemmment sd asreet 51100 1 F Fhae soruses
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# 15 serving user-upl oaded content or content that could potentially be

# treated a5 executable by the browser,

#

# httor /7w, 511 deshare net s hasegauayosuk e/ owasp-hasegaus

# httpoe /7Bl ogs msdn, comsbel esarchi ves 20658, 87/ 82/1 e6-securl ty-part —v-comprehensi ve-prot ectl o
# httoe ssmsdn, mi crosoft, comsen-uss11brarys/1 e/ggb22941, a5px

# httpos ssmimesni £f, spec, whatwg, orgs”

<IfModule mod_headers, c
Header set X-Content-Tupe-Options “nosniff"
<SIfModul e

#
# | Content transrformation /
#

# Frevent 1ntermediate caches o proxies (e g such a5 the ones
# used by mobile network providers from modi fying the website's
# content,

#

# https: #/tools 1etf, orglhtml Arfc26] Gfsection-14 9 5

#

# 010 IF you are using mod_pagespeed , please note that setting
# the "Cache-Control: no-transform response header will prevent
# "FageSpeed’ from rewriting HTHL  files, and, If the

# HModPagespesdhi sabl eRewr] telnNoTransform  directive 1sn't set
# to ‘off, also from rewlting other resources,

#

# https s sdevel opers, googl e, comsspeeds pagespeedy, modul e/ conf1 gurat 1 on#not ransrorm

<IfModul e mod_headets, c
Header merge Cache-Control “no-transform”
<41 fModul e

# HERHHRHAR R AR R AR AR AR ARRRRRARRRRRRRRARRRRRARRBRR AR R AR AR AR R AR AR AR R AR AR R A
# # URL REWRITES #
# HERHHR R AR R AR R AR A AR AR RRR AR ARRARRRRR AR BB RRBRR AR R AR R B AR R AR R AR AR R AR AR AR RS

#
# 1 Rewrite englne /

AL
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Turn on the rewrite engine (this 15 necessary 1n order for
the "RewriteRule  directives to workl,

https A7kt tpd, apache, orgsdocscurrent < mods mod_tewrl te bt ml #Rew1 t eEngi me
Enable the "FollowSymlinks option If 1t Isn't already,

https <7kt tpd, apache, orgsdocscurrent modscore bt ml #opt i ons

IF your web host doesn't allow the "FollowSymlinks  option,

you need to comment 1t out or remove 1t, and then uncomment

the "Options +5ymlinkslfOunertiatch 1ine ¢4, but be aware

of the performance 1mpact,

https 77kt tpd, apache, orgs/docscurrent <ml sc/perf-tuni ng, bt ml #5yml 1 k=

Some cloud hosting services will require you set  Rewrl teFase’,

http: 7w, Fack space, comdknowl edge_cent ers freguent 1 y-asked-guest 1 onswhy-1 s-modrewri t e
http= <7kt tpd, apache, orgs/docsscurrent modsmod_rew ] te, html #rewl tebase

Dependi mg on how your server 15 set up, you may 3l so need to
use the Rewritelptions directive to enable some options for

the rewite engine

https 77kt tpd, apache, orgs/docs:current < modsmod_trew ] te, html #rewl teopt i ons

<IfModul e mod_rewrite, o

# 013
RewriteEngi ne On

# (20
Options +FollowSumlinks

# (350
# Options +5ymlinksIfOwnertat ch

# 42



# Kewrltebase

# (51
# Rewrl telptions <optlons:

AT Modul e

#

# 1 Forcing “https: /@ /
#

# Redirect from the "http: ## to the "https: A* wersion of the LURL,
# https: <s/wi ki, apache, orgsht tpdsRewl t eHTTPToHTTRS

# <IrfModul e mod_rewite c:

# Rewri teEngl me On

# Rewri teCond #CHTTPS: ! =on

# RewriteRule (. #1¢ https: A/ ¥CHTTP_HOST A %1 [R=361, L]
# </TfHodul e

#

# | Suppressing # Forcing the “www =~ at the beginning of URLs /

#

# The same content should never be avallable under two di Frerent
# URLs, especially not with and without “www, = 3t the beginni ng
# This can cause SE0 problems (duplicate contentl, and therefore,
# you shoul d choose one of the alternatives and redirect the other
# one,

#

# By default Option 1™ (oo “wew "3 15 activated

# httpoe 77 no—wew, orgsfag php?g=cl ass_b

#

# If you would prefer to use Option 27, just comment out 311 the
# lines from Option 1° and uncomment the ones from " Option 27,

#

# (!0 HEVER USE BOTH RULES AT THE SAME TIME!

# Option 1 rewdte www, exampl e com + exampl 2 com



£IfModule mod_rewrite, o
RewriteEngine On
RewriteCond %{HTTPSY ! =on
RewriteCond #CHTTP_HOSTY “wwwh, . +3% [HC]
RewriteRule ™ http /7% B{REQUEST_URI [R=381, L]
<41 fModul e

# Option 20 rewlte exampl e com + www, Exampl 8 com

#

# Be aware that the following might not be 3 good 1dea I you use “real”
# subdomains for certaln parts of your website

# <IfModul e mod_rewite cx

Rewri tefngl ne On

Rewr] telond XCHTTPS: ! =on

THTTP_HOST? ! “wwws,  [HCT

TSERYER_ADDRY ! =127 A 4 1

Rewrl telond XCSERYER_ADDRY 1=::1

RewriteRule ™ http: /swww, ZCHTTP_HOST BREQUEST_LRI: [R=341, L]
# <1 FHodul e

&

Fewr] teCond

T

&

Fewr] teCond

S

S

H ORH O R " W

#
# | Server software 1nformation /
#

# Prevent Apache from sendimg 1n the " Server response header 1ts

# exact wversion number, the description of the generic 05-type or

# Information about 1ts complled-1n modul 2=,

#

# 013 The "ServerTokens directive will only work In the main server

# configuration file, so don't try to enable 1t In the ', htaccess file!
#

# https: /7Rt tpd apache, orgsdocsscurrent s mods core, [itml #servertokens

# ServerTokens Frod

ServersSignature OFf

#
# Set Keep-Allve Header




#

# Keep-Alive allows the serwver to send mul tiple requests through one

# TCP-connection Be aware of possible di sadvant ages of this setting

# 17 you serve 3 lot of static content,

™~

<IfModul e mod_headers, ¢

Header unset X-Powered-By

Header set Connection Keep-Aliwve
</TfModul e

Turrn or

#
# 1 ETags
#

# Remowe "ETags as resources are sent with far-rfuture expl

#

# https: Asdevel oper, yaboo, comspertormancesul es, html #2tags

# https: </tool s 1etf, orgshtml /rfoc 723248 sec

# FileFTag Hone  doesn't work in all c

<IfModul e mod_headers, c
Header unset ETag

<fIfModul e

FileETag Hone

# MUST BE HMOWI TOREL

# 215 UR BLACKLIST [1..5]7
<IfModul e mod_rewrite, o

RewriteCond #CHTTP_HOSTY ! 701274, 8%, 84, 8l local host) [HCI

RewriteCond #CHTTP_USER_AGEMTI <l %l h' | W $xBEl WEAAN WEAD1 WE2T] WEICH WE3ED WEDAL WEN xS susic
fetchl avsearchl axod axonl babooml babyl backl baidl balil bandi t| barrul basichttpl batchl bdf et chl be:
czl cshttpl cuilll CURTI curll curryl custol cutel cyber! cz3l czxl dailyl dal vikl daobot| dark| darwinl dat
cral gsearchl gt % wwwl gui debot! gurujil gupsl hahal hailol haryl hashl hatenal haxl headl helml heritl
gvwl iccral ichirol icopyl icshal idal ieh/5h, Al ieautol iemptl iexploret, exel ilioml ilsel i1 trovl inde:

[HC]
RewriteRule , # - [5]
<A Modul e

# Z2a13 UR BLACKLIST [Z2/3]

e5 headers,



£IfModule mod_rewrite, o
RewriteCond #{HTTP_USER_RAGEMTY tmozillah/Bl mozillah/1llmozillan/dh, B1% “lenddimozillah/fire
coml poi rot| pompl postl postrank| powerset| prel oadl press| privoxyl probel program_sharewarel proter
httpl rescachel rubyl ruf fl rofusl e 8, 94, 7301 saltl sampl el sauger| sawvwyl sboudsl sbi derl sblogl sby
5%, 71 sunri sel superbot! superbral superyil surf dmel surfbot| surveyl susil suzal suzul sweepl swishl sy
agent': | useragent| usydl vagabol val etl wvampl wcil werin™11il verifl versusl wial vikspider! wirtuall vi:
RewriteRule .+ - [G]
/I fModul e

# 2015 UA BLACKLIST [ 5731 ¢ pent agis
£IfModule mod_rewrite, o
FewriteCond #¥{HTTP_USER_AGEMT (black holel titanl webstripper! netmechani cl cherrupl ckerl em:
haril 1exibotl webh imageh collector! theh intraformant! true_robots1h, 8l true_robot| bl owfishdlh
RewriteRule .+ - [G]
/I fModul e

B I I BB 2 F I 1
# MOBILE SFPECIFIC #
B B B B I I BB 2 E I 1
# Froper FHIFE types

<IfModul e mod_mime, c

# Bl ackberry

# httoe /7docs, bl ackberry, comsensdevel opers/del I verabl 5,151 697

AddType applicationsx-bb-appworld bbatw
AddType text/wnd rim location. xloc xl oo
# MHokia

# httoe /7w, devel oper, noki & comsCommuni tusii k1 /Apache_confl guration_for_mobi 1 e_sppl 1ca:
# httpe Arwiki, forum nokia comslndex, phpsHow_to_enabl e OTA_COwver_The_Airi_5I5_1nstall_fr

AddType applicationsoctet-stream 51 5%
AddType applicationswnd. sumbian. install sis
</1fModul e

# HHRHHRHHR AR AR AR AR AR AR AR AR R AR A AR AR R A AR AR R AR R AR R AR R AR R AR AR AR AR AR R A
# # SECURITY #
# HHRHHR AR AR AR AR AR AR R AR AR AR AR A AR AR AR R AR R AR R AR R AR R AR AR A AR AR AR AR R A



#
# 1 Clickjacklng /
#

# Frotect website against clickjacking.

#

# The example below sends the " s-Frame-Options response header with

# the value "DEWY ., Informing browsers not to display the content of

# the web page 1n any frame

#

# This might not be the best setting for everyone  You should read

# about the other two possible values the s-Frame-Options  header

# field can have: SAMEORIGIN S and ~ALLOW-FROM,

# https: </tools 1etf, orglhtml Arfo7A3498section-2 1.

#

# kKeep 1n mind that while you could send the " s-Frame-Options header
# for all of your website's pages, thi!s has the potential downside that
# 1t forbids even non-mallcious framing of you content (e g when

# users visit your website using 3 Google Image Search resul ts pages,

#

# Nonethel ess, you should ensure that you send the " X-Frame-0ptions

# header for a1l pages that allow 3 user to make a state changi ng

# operation e q pages that contaln one-click purchase 11nks, checkout
# or bank-transfer confirmatlon pages, pages that make permanent

# configuration changes, etc. J,

#

# Sending the ~Y-Frame-0ptions’ header can also protect your website

# against more than just clickjacklng attacks:

# https: < /curess, desxfo-click jackl mg, pdf,

#

# https: #/tools 1etf, orglhtml Arfc7A54

# httpo: /7Bl ogs msdn, comsbe1 81 nt ernal 57archi ves 261 A/8357 38, combat 1 ng-cl 1 ok jackl ng-wl th-x-113m
# httpos < ww, owasp, orgsl ndex, phpsCl T ck jack ng

<IfModul e mod_headets, c
Header set X-Frame-Options “DEHY"
# ‘mod_headers’ cannot match based on the content-type, however,
# the "Y-Frame-0ptions’ response header should be send only for
# HTHAL documents and not For the other resources,
£FilesMatch "%, Cappcachel atoml bbawl bmpl crxl cssl curl eotl f4Cabpyll f1vl geojsonl gi fl htel icol
Header unset X-Frame-Options



</FilesMatchs
<A Modul e

#

# | Expires headers (for better cache control)

#

# The rollowlng explres headers are set pretty far in the future

If you don't

# control wersioning with rilename-based cache busting, consider 1owering the

# cache time for resources 1ike C55 and J5 to something 11ke 1 week,

£IfModul e mod_expires. o

ExpiresActive on
# Cache all files for 2 weeks after sccess

Expireshefault Al 2A966A

# C55
ExpiresByTuype text/css

# Data 1nterchange
ExpiresByTupe applicationdatom+xml
ExpiresByTupe applicationsrdf+xml
ExpiresByTupe application/rss+xml

ExpiresByType applicationd json
ExpiresByType applicationdld+json
ExpiresByTupe applicationsschema+json
ExpiresByTupe applicationdwnd, geo+json
ExpiresByType applicationdxml
ExpiresByTuype text/xml

CA,

"access

"access
"access
"access

"access
"access
"access
"access
"access
"access

# Favicon (cannot be renamed! ) and cursor 1mages

ExpiresByType imageswnd. mictrosoft, icon
ExpiresByTupe image/x-1icon

# HTHL components (HTCsD
ExpiresByType text/x-component

# HTHL

FwriresBnTine tewt Shtml

"access
"access

"access

"arress

plus

plus
plus
plus

plus
plus
plus
plus
plus
plus

plus
plus

plus

nli=

[y

=@ @ @ @ @

week"

hiour"
hiour"
hiour"

seconds"
seconds"
seconds"
seconds"
seconds"
seconds"

week"
year"

week"

neek"
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# Javascript

ExpiresByType applicationd javascript " access
ExpiresByType applicationdx-javascript " access
ExpiresByType text/javascript " access

# Manifest files

ExpiresByType applicationdx-web-app-manifest+json " access
ExpiresByType text/cache-manifest " access
ExpiresByType applicationdmanifest+json " access
# Medi a
ExpiresByType imagesbmp " access
ExpiresByType imagesqgif " access
ExpiresByType image’ jpeq " access
ExpiresByType images jpg " access
ExpiresByType imagespng " access
ExpiresByType imagesswg+xml " access
ExpiresByType audiosogg " access
ExpiresByType +ideosmpd " access
ExpiresByType wideosogg " access
ExpiresByType wideoswebm " access

# Web fonts

ExpiresByType applicationsfont-woff " access
ExpiresByType applicationdvnd. ms-fontobject " access
ExpiresByType applicationd/x-font-ttf " access
ExpiresByType font/truetype " access
ExpiresByType font/opentype " access
ExpiresByType imagesswg+xml " access
ExpiresByType font/eot " access
ExpiresByType applicationdx-font-woff " access
ExpiresByType applicationdfont-woff2 " access
#01 her
ExpiresByType text/x-cross-domain-policy " access

<IfModul e mod_headers, cx
Header append Cache-Control "public”
</ TModul e
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plus

plus 4
plus 4

plus

plus
plus
plus
plus
plus
plus
plus
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plus
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plus
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week"
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week"
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AT FModul e

VA R S e
# # WEE FERFUORMAHCE #
VA R S S e

#
# | Compression /
#

<IfModul e mod_defl ate, ¢

# Force compression for mangled Accept-Encoding’ reguest headers
# https s sdevel oper, yahoo, comsbl ogs.sydns pushi ng-beyond-gz1 ppl ng-25661, At ml

£IfModule mod_setenvif. o
<IfModul e mod_headets, c
SetEnvI fHoCase “(Accept-EncodXngl X-cept-Encodi ngl ${153 {1531 =153 % “Cgzipl det
RequestHeader append Accept-Encoding “gzip, deflate” enw=HAVE_Rccept-Encoding
<41 fModul e
<41 fModul e

# Compress all output 1abeled with one of the following medis types,

#

# (13 For Apache versions below version 203 7 you don't need to

# enable “mod_filter’ and can remove the <IfModule mod_filter, o

# and <A/ FHodul ex” 1ines as AddOutputFilterByType 1s still in

# the core directives

#

# https: <okt tpd apache. orgsdocsscurrent smodsmod_f11ter, html #3ddout put 111t erbyt ype

<IfModule mod_filter, ci
AddOut putFilterByTupe DEFLATE "applicationdatom+xml"” %
"applications javascript" A
"applications json” A
"applicationsld+json” &
"applications/mani fest+json”
"applicationsrdf+xml" A

RN, S N R [ —— L



dPPLLCdLL Oy o5 +X0L L
"applicationdschema+json” A
"applicationdvnd geo+json” M
"applicationdvwnd ms-fontobject”
“applicationdx-font-ttf" A
"applicationsx-javascript” &
"applicationsx—web-app-mani fest+json” &
"applicationsxbtml+xml”
“applicationsxml" A
“fontseot" &

"font/opentype”

"imagesbmp"

"imagespng"

“imagesgif"

"image/ jpeg" *

"images jpg"

"imagessvg+xml"

"imagesvnd, microsoft, icon® &
“imagesx-icon"
"text/cache-mani fest" &
"textsocss" A

“text/html" N

"text/ javascript" &
"text/plain® &

“text/vcard N
“text/vnd rim location, xloc" *
"textsvtt" 4
"text/x—component”

"text /s x-cross-domai n-policy” &
"text s xml"

<A Modul e

# Map the following filename extensions to the specified

# encoding type in order to make Apache serwe the file types
# with the appropriate Content-Encoding response header

# (do note that this will HOT make Apache compress them! 1,

#

# If these files types would be serwved without an appropriate



# Content-Enable response header, client applications (e Q.

# browsers) wouldn't know that they first need to uncompress

# the response, and thus, wouldn't be able to understand the

# content.

#

# https: //httpd apache. orgsdocss current /mods mod_mime. html #addencoding

<IfModul e mod_mime, c»

AddEncoding gzip SWOZ

</1fModul e
</1fModul e
#
# | Content Security Policy CCSP
#
# Mitigate the risk of cross-site scripting and other content-injection
# attacks,
#
# This can be done by setting a "Content Security Policy which
# whitelists trusted sources of content for your website
#
# The example header below allows OMLY scripts that are loaded from the
# current website' s origin ¢no inline scripts, no COM, etc), That almost
# certainly won't work as-is for your websitel
#
# For more details on how to craft a reasonable policy for your website,
# read: http: /Awww htmlSrocks comdendtutori al s/ securi tus content -securi ty-pol i oyl
# Cor the specificatiomn: httpe /fwww, w3 orgf/TRACSPLLS), Also, to make
# things easier, you can use an online CSP header generator such as
# http //cspl sawesome, coms,

<IfModul e mod_headers, o>

#script-src https: #/apis google com https: //platform twitter com; child-src https: /fgoutot

Header set X-Content-Security-Policy "object-src 'self': connect-src 'self'; font-sroc '

Header set Content-Security-Policy: "object-src 'self'; connect-src 'self'; font-src ' se

Header set X-MWebkit-CSP: “object-src 'self'; connect-src 'self'; font-src ' self' ;"



Header set X-Permitted-Cross-Domain-Policies: "master-only”

# “mod_headers cannot match based on the content-tupe, however,

# the Content-Security-Policy response header should be send

$ only for HTHML documents and not for the other resources,

£FilesMatch "M, (appcachel atoml bbawl bmpl crxl cssl curl eotl f4Cabpydl F1l geojsonl gi fl htol 1col

Header unset Content-Security-Policy

</FilesMatchs
AT FModul e

=+

| Reflected Cross-Site Scripting (xX55) attacks

£12

L2

0

Try to re-enable the cross-site scripting (X55) filter built
into most web browsers,

The filter is usually enabled by default, but in some cases it
may be disabled by the user. Howewver, in Internet Explorer for
gexample, it can be re-enabled just by sending the

" W-¥SS5-Protection’ header with the walue of "1

Prevent web browsers from rendering the web page if a potential
reflected Ca k. a non-persistent) ¥55 attack is detected by the
filter.

By default, if the filter is enabled and browsers detect a
reflected X35 attack, they will attempt to block the attack
by making the smallest possible modifications to the returned
web page.

Unfortunately, in some browsers e g.: Internet Explorer),

this default behavior may allow the X535 filter to be exploited,
thereby, it's better to inform browsers to prevent the rendering
of the page altogether, instead of attempting to modify it

http //hackademix net /28089711721 /1 es-xss-filter-creates-xss—vulnerabilities

Do not rely on the X35 filter to prevent X535 attacks! Ensure that



# you are taking all possible measures to prevent x55 attacks, the

# most obvious being: walidating and sanitizing your website' s inputs

#

# http //blogs. msdn, com/bdies archi ved 2888,/ 87/ 82/ 1 e8-securi ty-part -i v-the-xss-filter. aspx

# http //blogs. msdn, com/bdieinternal s/ archi ves 2811 /81 /31 fcontrol 11 ng-the-internet -expl orer-:
# https: /Awww owasp, orgsindex phpdCross—site_Scripting_#28X55%29

<IfModul e mod_headers, ¢
# £13 L2
Header set X-¥55-Protection "1: mode=block"
# “mod_headers cannot match based on the content-tupe, howewver,
# the X-¥55-Protection’ response header should be send only for
$ HTHML documents and not for the other resources
£FilesMatch "M, Cappcachel atoml bbawl bmpl crxl cssl curl eotl f4Cabpydl F14l geojsonl gi fl htol 1col
Header unset X-X55-Protection
£/FilesMatch:
</TfModul e

# prevent access to PHP error log
£Files phplog. 1og:

Order allow, deny

Deny from all

Satisfy ALl

£/Files:

<IfModul e mod_phpS, c>
php_flag log_errors on
php_value error_log phplog 1og
# Block cookie access wia js. This might be already set wia php. ini
php_flag session, cookie_httponly on
php_flag session, use_only_cookies on
php_flag session, use_strict_mode on
php_flag session, hash_function 1
php_value default_charset utf-3
php_flag cgi. fix_pathinfo of f
</TfModul e



