<IfModul e mod_rewrite, o
RewriteEngine On
RewriteBase /

#it Redirect non www to www #EEE
RewriteCond #¥{HTTP_HOST: “pacbasketball. co. uk [HCI
RewriteRule ™0, #)% http //www paobasketball, co, uk/$1 [L, R=3611

# Rew1teCond ZCHTTP_HOST? “paobasketball’. comg [OR]
# RewlteCond ECHTTP_HOST? “wwwh, pacbasketbal 1y, comg
# RewiteRule ¢, #1% htto /fww, paobasketbal 1, co, uk/$1 [R=3A1, L]

# Remove trailing =1ash
RewriteRule ™0, =) /% $1 [R=3A1, L]

##th Frevent hotlinking ##f#

# RewriteCond ZTHTTP_REFERER: ! 7%

# Rew1teCond ZCHTTP_REFERER: ! “http: 7/ C www, ) 7paobasketbal 1, co, uks, #§ [HCT
# RewiteRule . Cgifl jpgl swfl f1vl pngr g ~ [R=362, L]

###tt Force https for certaln pages #gf

# Rewrl teCond XCREQUEST_METHOD: ! “POSTE

# Rewrl teCond XCHTTPS? ! =on

# Rew1teCond ECHTTP_HOST? pacbasketball, co uk [HCT

# Rew1teCond ZCREGUEST_LRIF map

# RewiteRule 7, #1% https: /7www paobasketball, co uks$1 [L, R=3617

S

S

ErtarDocument 488 7486, html
ErtarDocument 481 S481, html
ErtrarDocument 483 S4835, html
ErtarDocument 484 /484, html
ErtrarDocument SEE SSEE, html

##th Securl ty restrictions ##f#

# procssel fAenviron? no way!

RewriteCond #¥{OUERY_STRIMGY procssel f/environ [OR]

# Block out any script trying to set 3 mosConflig value through the LRL
RewriteCond #{OUERY_STRIMGY mosConfig_[a-zA-Z2_1{1,213C=1 %¥300 [OR]

# Block out any script trying to basebd_encode crap to send wia URL
RewriteCond #{0UERY_STRIMGY basebd_encode. =0, =) [0R]
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# OLOCK OJL gy Soeripr Ligl 1Nl udes g sSLriprs Lgyg 171 URL
RewriteCond %{OUERY_STRIMGY ¢« ¥3C), #script, =0 ¥3E) [HC, OR]

# FBlock out any script trying to set 3 PHP GLOBALS wariable wia URL
RewriteCond %{OUERY_STRIMGY GLOBALSC=| [I %¥[A-9A-Z1<A, 232 [OR]

# FBlock out any script trying to modify & _REQUEST wariable wia URL
RewriteCond %{OUERY_STRIMGY _REQUESTC=I L[] \¥[B-9A-Z1{8, 21}

# send all blocked request to homepage with 483 Forbi dden error!
RewriteRule “(, #3$ /483, himl [QSA, L]

AT Modul e

#a [ sable =server s1agnature
Server3ignature Off

#a di sable directory browsi ng
#0ptions All -Indexes

HaE set the timezone

# SetEnv T2 EuropesLondon

# Set UTF-8 as the character encoding for all resources served with
# the media type of “textshtml  or textsplain’,
Addlef aul tCharset utf-3

#at Sampl e Redirects

#at Redirect 341 httpe /7w, domal n, comshome ht tpe A7 v, domal n, coms

#H##E Al ways downl oad at tachment s
AddType applicationsoctet-stream . pdf
AddType applicationsoctet-stream . zip

#at Always treat those extensions as file types
AddType applications=ml xml
AddType textsxsl xsl

# Allow the user to see the pdf in the browser
# <Files # pdrf:

# ForceType appl 1cationspdf

# Header set Content-01 sposition 16l1ne

# </Files:



#

# 1 Caching and performance
#

#Hh Gzip Files #itit
£ifModule mod_deflate, o
AddOut putFilterBuTupe DEFLATE
AddOut putFilterBuTupe DEFLATE
AddOut putFilterBuTupe DEFLATE
AddOut putFilterBuTupe DEFLATE
applicationd json
AddOut putFilterBuTupe DEFLATE
AddOut putFilterBuTupe DEFLATE
AddOut putFilterBuTupe DEFLATE
£/1fModul e

#### Cache-Control Headers #i#E#

£ifModule mod_headers. o
#H### HTTF ETag header ####
FileETag Hone
Header unset ETag

text/html text/xml text/css text/plain

image/svg+xml application/xhtml+xml applicationdxml
application/rdf+xml application/rss+xml applicationsatom+xml
text/ javascript applicationd javascript applicationsx-javasct

application/x-font-ttf applicationsx-font-otf
font/truetype font/opentype
1 mage/ x-1con

<filesMatch "N, Cicol jpetgl pngl gi fl swf)g" >

Header set Cache-Control “public"

Header set Connection keep-aliwve

</filesMatch:
<filesMatch "%, (cssag"s

Header set Cache-Control “public

Header set Connection keep-aliwve

</filesMatchs
£<filesMatch "N, O jsig"s

Header set Cache-Control “public

Header set Connection keep-aliwve

</filesMatch:

<filesMatch "N, Cx?html 7l php "
Header set Cache-Control “public, must-revalidate"

Header set Connection keep-aliwve

</filesMatch:

</1fModul e

##tst Explre Headers #it#f



£IfModul e mod_expires. o
ExpiresActive on

Expireshefault "access plus 1 month"
# [55
ExpiresByTupe text/css "access plus 1 year”

# Data 1nterchanges

ExpiresByTupe applicationsatom+xml "access plus 1 hour”
ExpiresByTupe applicationsrdf+xml "access plus 1 hour”
ExpiresByTupe application/rss+xml "access plus 1 hour”
ExpiresByTupe applicationd json "access plus A seconds”
ExpiresByTupe applicationsld+json "access plus A seconds”
ExpiresByTupe applicationsschema+json "access plus A seconds”
ExpiresByTupe applicationdvnd, geo+json "access plus A seconds”
ExpiresByTupe applicationsxml "access plus A seconds”
ExpiresByTupe text/xml "access plus A seconds”

# Favicon (cannot be renamed! ) and cursor Images

ExpiresByTupe imageswnd. microsoft, icon "access plus 1 week"
ExpiresByTupe images x-icon "access plus 1 week"
# HTHL
ExpiresByTupe text/himl "access plus A seconds”
# Javascipt
ExpiresByTupe application/ javascript "access plus 1 year”
ExpiresByTupe applicationsx-javascript "access plus 1 year”
ExpiresByTupe text/javascript "access plus 1 year”

# Manifest files
ExpiresByTupe applicationdmani fest+json "access plus 1 year”

ExpiresByTupe applicationdx-web-app-manifest+json  "access plus A seconds”
ExpiresByTupe text/cache-manifest "access plus A seconds”

# Media files
ExpiresByType audiosogg "access plus 1 month"
ExpiresByTupe imagesbmp "access plus 1 month"
ExpiresByTupe imagesaif "access plus 1 month"



ExpiresByType image’ jpeq "access plus 1 month"
ExpiresByTupe imagespng "access plus 1 month"
ExpiresByTupe imagesswg+xml "access plus 1 month"
ExpiresByType imageswebp "access plus 1 month"
ExpiresByTupe wideosmpd "access plus 1 month"
ExpiresByType wideosogg "access plus 1 month"
ExpiresByType wideoswebm "access plus 1 month"
# Web fonts
# Embedded OpenType (EOTI
ExpiresByType applicationdvnd ms-fontobject "access plus 1 month"
ExpiresByType font/eaot "access plus 1 month"
# OpenType
ExpiresByType font/opentype "access plus 1 month"
# TrueType
ExpiresByTupe application/x-font-ttf "access plus 1 month"
# Web Open Font Format CHOFFY 1, 8
ExpiresByTupe applicationsfont-woff "access plus 1 month"
ExpiresByTupe applicationdx-font-woff "access plus 1 month"
ExpiresByType font/woff "access plus 1 month"
# Web Open Font Format CHOFFY Z 8
ExpiresByTupe applicationdfont-woff?2 "access plus 1 month"
# 0t her

ExpiresByType text/x-cross-domain-policy "access plus 1 week"

</ fModul e

#

# | Filename-based cache bustimg

#

#If you're not using & bulld process to manage your- £11enams version Fewvsl m,
# you might want to consider enabling the following directives to route all
# requests such as sosssstyle 12345 css to Sossestyle css

# To understand why this Is important and a better 1dea than “# css?vE3l 7, read:



# httoe /A, stevesouders, comsbl ogs 2086, 86, 25/ evvl ng-r1 1 enames-dont -use-guerystri ngs

# <IfHodul & mod_rewlte cx

#
#

Rewri teCond ZREQUEST_FILEHAMER ! -f
RewriteRule “C, +3%, Chd+dh, (cssl/curl gi £l 1col jpe?al js! pngl svgz?l webpi $ %1, $3 [L]

# <1 FHodul ex

#

# 1/

Security and Extra Headers /

#

<1 fModul & mod_headers. o

# Set HTTPOnly Secure cookles
Header always edit Set-Cookie ¢, =) "#$1; HTTPORly"
Header always edit Set-Cookie o, #) "#$1; Secure"

#iug ITE
Header set X-UUA-Compatible "IE=Edge, chrome=1"
£FilesMatch "M, Cappcachel crxl cssl eotl gi fl htcl icol jpe?

gl j=l mdal mdwl mani fest] mpdl oexl ogal oggl ogvl ot I pdfl pngl saf ari extzl svgl svgzl L] wofl webml webpl

QLR

Header unset X-UA-Compatible
£/FilesMatch:

##tst P3P Header of IE 1ssues with 3rd party coockies
Header set P3P "policyref=\"/w3c/p3p. xml%", CP=A"IDC DSP COR ADM DEWi TAIL PSA P3D IvAL
IHD CHTY""

##ts Securl ty Hardeni ng

# vivid Matter - Bulletproof Header Security

# 0on't allow pages to be framed externally - Defends against CSRF

# SAMEORIGIH & ALLOW-FROM

Header set X-FRAME-OPTIONS "SAMEORIGIH"

£FilesMatch "M, Cappcachel atoml crxl cssl curl eotl f4Cabpyll f1vl geojsonl gi fl htol icol jpetagl jsi

| meC a1l mani fest| mapl mpdl oexl ogl agvll opusl ot I pdfl pngl rdfl rssl saf ariextzl swvgz?
| swfl topojsonl tLcf 1l txtl vofl wittl webappl webl mpdl wof f271 xmll xpi ) $" >

Header unset X-Frame-Options
£/FilesMatch:

# Tell the browser to attempt the HTTPS wersion fi1rst

—————— "



# Turn on IEG-IF9 %55 prevention tools

# I Fhodul & mod_headers, cx

# Header set X-X55-Frotection "1: mode=block”

#

# <Filesfiatch "%, Cappoachel atoml crxl css5 curl eot! F40abpy]l £1vl geojsonl gi 1 Atcl 1col jpe

| m4l w11 mani fest! mapl mpdl oexl ogl agv]l opus! ot £l pdfl pngl 1df] Fssl safael ext 2zl swge?
| swfl topojsonl ttLcrll txt] vefl vt t] webappl webl mpd] wof FE7 xml ] xpl 18" >

# Header unset X-X55-Frotection
# </F11esMatchy
#<71 FHodul e

# Only allow Javascript from the same domain to be ron,
# 0on't allow Inline JavaScript to run,
#Header set X-Content-Securi ty-Policy "allow "self':”

# FPrevent mime based attacks
Header set X-Content-Tupe-Options “nosniff"

Header unset link
Header unset Server
Header unset X-Pingback

# [isable server s1gnature
Header set SerwverSignature “0Off"
Header set SerwerTokens "Prod

# Control Cross-Domain Follcies

"

#Header =set X-Permi tted-Cross-Domal n-Fol 1cles "master-onl y

###E set the content 1anguage header
Header zet Content-Language en

#H#H Set the Creator
Header set Created-By "George Bardis - george@bardis, info"
£/1fModul e

#HH IE
<FilesMatch "%, Chtml htmll phpag" s
<IfModul & mod_headets, c
BrowserMatch MSIE ie



Header set X-UA-Compatible "IE=Edge, chrome=1" env=ie
</ fModul e
£/FilesMatch:

#

# | Content transformation /

#

# FPrevent mobile network providers from modi fying the website's content.
# httpe Z7w, w35 orgsFrotocol s/ cE6] 6ArTcE6] 6-5ecl 4, html #5ecl 4, 5, 5

# <IfHodul & mod_headsrs, cx
# Header merge Cache-Control "no-transform”

# /T FHodul e

#

# | Cross-domaln reguests /

#
# Allow cross-origin reqguests,

# httpe #7enabl e-cors, org”
# httoe Z7www, w3 orgs TRScors:s

# https: //code, googl e, comspshtml Bsecuri tyswl k1 /Crossori gi nReguest Securl ty

# <IffModul e mod_headers, c»
# Header set Access-Control -AlLow-0rigin "="
# /T fModul e

# By default allow cross-origin access to webh fonts,
<IfModul e mod_headers, ¢
¢FilesMatch "%, Ceotl ot fl ttDcf Il wof f270 "
Header set Access-Control-Allow-Origin ="
£/FilesMatch:
</TfModul e

# send the CORS header for 1mages when browsers reqguest 1t
I fModule mod_setervif, o
LTTHAdnT 2 mnd hradrrs.



£FilesMatch "N, Courl gifl icol jpetal pngl svgz?l webp) $* >

SetEnvIf Origin " IS_CORS

Header set Access-Control-Allow-Origin "#" enw=IS_CORS

</FilesMatchs

AT T Modul e

AT T Modul e

#

# 1 Spam bots blockIng

#

<IfModul e mod_rewrite, o

RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

Rewri teCond
D1 + el amd

ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX

ELHTTP_USER_AGEMT
ELHTTP_USER_AGEMT
ELHTTP_USER_AGEMT
ELHTTP_USER_AGEMT
ELHTTP_USER_AGEMT
ELHTTP_USER_AGEMT
ELHTTP_USER_AGEMT

WEHTTD ISFD OCFRT™

“Bl ack Wi dow [0OR]

“Both mailtor craf tbot@yahoo, com COR]

“ChinaCl aw [OR]
“Custo [OR]
“DISCo [OR]

“Downl oads Demon [OR]

“eCatch [OR]
“EirGrabber [OR]
“Email3iphon [OR]
“Emaillolf COR]

“Expressh WebPictures [OR]

“ExtractorPro [OR]
“EyeMetIE [OR]
“Flashiket [OR]
“GetRight [OR]
“Getlleb! [OR]
“Gol Zilla [OR]

“Go-Ahead-Got-It [OR]

“Grabtet [OR]
“Grafula [OR]
“Hrview [OR]
HTTrack [HC, OR]

“Imageh Stripper [0ORI

“Imageh Sucker [OR]

Indyh Library [HC, ORI

“InterGET [ORI

“Internett Hinja [ORI

“JetCar [OR]
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RewriteCond #CHTTP_USER_AGEMTY “larbin [OR]
RewriteCond #CHTTP_USER_AGEMTY “LeechFTP [OR]
RewriteCond #CHTTP_USER_AGEMTY “Massh Downloader [OR]
RewriteCond #¥{HTTP_USER_AGEMTY “MIDown' tool [OR]
RewriteCond #CHTTP_USER_AGEMTY “Mister PiX [ORI
RewriteCond #CHTTP_USER_AGEMTY “Mawroad [OR]
RewriteCond #CHTTP_USER_AGEMTY “MearSite [OR]
RewriteCond #{HTTP_USER_AGEMTY “MetAnts [OR]
RewriteCond #CHTTP_USER_AGEMTY “MetSpider [ORI
RewriteCond #{HTTP_USER_AGEMTY “Meth Yampire [OR]
RewriteCond #CHTTP_USER_AGEMTY “MetZIP [OR]
RewriteCond #{HTTP_USER_AGEMTY “Octopus [OR]
FewriteCond #¥{HTTP_USER_AGEMTY “0Offline\ Explorer [OR]
FewriteCond ¥{HTTP_USER_AGEMTY “Offline' Mavigator [OR]
RewriteCond #¥{HTTP_USER_AGEMTY “PageGrabber [0OR]
RewriteCond #{HTTP_USER_AGEMTY “Papa% Foto [OR]
RewriteCond #CHTTP_USER_AGEMTY “pavuk [OR]

FewriteCond ¥{HTTP_USER_AGEMTY “pcBrowser [OR]
RewriteCond #{HTTP_USER_AGEMTY “Real Download [OR]
RewriteCond #CHTTP_USER_AGEMTY “ReGet [OR]

RewriteCond ¥{HTTP_USER_AGEMTY “SiteSnagger [OR]
RewriteCond #CHTTP_USER_AGEMTY “SmartDownload [OR]
RewriteCond #CHTTP_USER_AGEMTY “SuperBot [OR]
RewriteCond #CHTTP_USER_AGEMTY “SuperHTTP [ORI
RewriteCond #¥CHTTP_USER_AGEMTY “Surfbot [OR]
RewriteCond #CHTTP_USER_AGEMTY “tAke0ut [OR]
RewriteCond #CHTTP_USER_AGEMTY “WWW-Mechanize [OR]
FewriteCond ¥{HTTP_USER_AGEMTY “Tel eporth Pro [0OR]
RewriteCond #¥CHTTP_USER_AGEMTY “VoidEYE [OR]
FewriteCond ¥{HTTP_USER_AGEMTY “leb Imageh Collector [OR]
RewriteCond #CHTTP_USER_AGEMTY “Webd Sucker [ORI
RewriteCond #{HTTP_USER_AGEMTY “WebAuto [OR]
RewriteCond #CHTTP_USER_AGEMTY “WebCopier [ORI
RewriteCond #CHTTP_USER_AGEMTY “WebFetch [OR]
RewriteCond #CHTTP_USER_AGEMTY “WebGos IS [ORI
RewriteCond #{HTTP_USER_AGEMTY “Webleacher [OR]
RewriteCond ¥{HTTP_USER_AGEMT “lebReaper [OR]
FewriteCond ¥{HTTP_USER_AGEMTI “lebSauger [OR]
RewriteCond #CHTTP_USER_AGEMTY “Website\ ekXtractor [OR]
RewriteCond #CHTTP_USER_AGEMTY “Website\ Ouester [OR]
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FEWr 1l LeLurg
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

LU TF _WOER_HoCM

HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:

WELDDLT 1 PPErR LUKl

- “Weblhacker [OR]

- “WebZI P [OR]

- Wi dow [OR]

- “WWWOFFLE COR]

+ "wal donh WebSpider [OR]

- "Toata dragosteas mea pentrut diavola [OR]
- “Mozillass, By SF [ORI

- “Eeus

RewriteRule ™ % - [F,L]
<A1 FModul e

##at scanner bots a5 well a5 mal a0l ous 1nput bl ocker

<IfModule mod_rewrite, o

RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

Rewri teCond
Rewri teCond

RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
perl| puthonl niktol curll scanl javal winhttpl clshttpl 1oader) [HC, OR]
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
perl| puthonl niktol curll scanl javal winhttpl HTTrackl ¢l shttpl archiverl 1oader| emaill harvest] extr:
[HC, OR]

“w3af. sourceforge, net [HC, OR]
dirbuster [HC, OR]

nikto [HC, ORI

sqlmap [HC, ORI

fimap [HC, OR]

nessus [HC, ORI

whatweb [HC, OR]

Openvas [HC, ORI

jbrofuzz [HC, ORI
libwhisker [HC, OR]
webshag [HC, ORI

i havi jl Het sparker! 11 buww-

CEBAL EAD 2T E3C) E3El ¥REy [HC, ORI
Coll =0 T N INC] BRI HED1 2221 %271 $28] %301 ¥3El #8080, =C1ibw

ECHTTP: Acunetix—Products “HYS

HCREQUEST_URI Y ©<I
HLREQUEST _URI &
HLREQUEST _URI &
HLREQUEST _URI &
HLREQUEST _URI &
HLREQUEST _URI &
HLREQUEST _URI &

[
[

[

uni

EACHCL7slesh+oriph, =0 ¥3E2 [HC, ORI
EICHCL"el #er +mbed, =] ¥3E2 [HC, OR]
ZICHCL "ol #or+bject, =0 ¥3E2 [HC, OR]
EICHCLT11#1 0 +frame, =0 x] ¥3E2 [HC, OR]

basebd_tenl dedcodel “(1+5\(0 "2 1+4) [HC, OR]
CEBAL EADN Sl s no DHC, OR]

oni [ "al#al+11C[ "sl+s1+elect [HCI

RewriteRule (., #)% http A/A127. 8,8, 1 [R=3A1, L]

<A1 FModul e






