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# File . htaccess

# Author: Fi erre-Hemy Soria <ph7sof tuarefgmal 1, coms

# Copuyright: (¢l 2A12-2816, Flerre-Hemy Soria All Rights Reserved,

# License: GHU General Public License: See PHY. LICEWSE. txt and PHY. COPYRIGHT, txt in
the root directory,

HARHRRRRRRRRRRRRRRRY

## Femove 3 11ne below 1f your Apache server already supports one of the parameters bel ow
(this will relieve Apache since this file 15 read on every reguestl, #f

## Al=so, 1F your host allows 1t, you are strongly advised to put these settings 1n your
Apache configuration file Chttpd confl, ##

Options -Multiviews -Indexes
Options +FollowSumlinks

£IfModule mod_rewrite, o

RewriteEngine On

## Uncomment "#Rewr] teBase " 11ne below (remove "#°3 1F pH7CHS 15 Installed in 3
folder and so0 add the folder name after the slash "/
## Example: If pH7PCHS 15 Installed in "/public_html/phicmss", then it should be

"Rewri tefase sphricmss", however 1t may depends of your Apache confloguratlon.

#Rewr] t eRase
AT FModul e

<IfModul e mod_phpS, c
php_flag allow_url _include OfFf
php_flag expose_php Off

<41 fModul e

###t Security and Spam #it#H

# Frotect the repository directory
£IfModule mod_rewrite, o

RewriteRule "7 /%, git" - [F, L]
<41 fModul e

# Remove Apache wersion
#5erverTokens Frod
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# EEMLYE L2 Yersiofn ridmoer grid 17s0gliieq modur e yersiof= 171 e L1150 g0 L/ poorLom grror

pages {464, q835, ...

Server3ignature Off

log, temporary and text files

£FilesMatch "N, Cogil pll pul shl sgll tpllinil cachel 1ogl tmpl txt) ™

Deny from all
£/FilesMatch:

# Leave open the humans, txt and robots txt file
¢FilesMatch humans, txtl robots, txt:

Allow from all
</FilesMatchs

# FPrevent downl oadimg 111
Files ™ "™, ht":
Order allow, deny

Deny from all
Satisfy ALl
£/Files:

# block bots spam
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es , htaccess (Defaul t conflgu-ation of Apache

" "aesop_com_spi derman” bad_bot
" "BackMeb" bad_bot

""Bandit" bad_bot

""BatchFTP" bad_bot

""Buddy" bad_bot
""[HwleblBblandit" bad_bot

"2 commerce” bad_bot
""gel egs, com” bad_bot
" "Accoona” bad_bot
""ActiveTouristBot" bad_bot
" "adressendeutschl and” bad_bot
""aipbot" bad_bot

""Alexibot" bad_bot
""Alligator" bad_bot
""AllSubmitter" bad_bot
""almaden” bad_bot

""anarchie" bad_bot

" "Anonymous”  bad_bot

"o -
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Hpexoo™ bad_bot

“Aqua_Products" bad_bot
“liblkleb/cl sHTTP" bad_bot
“asterias" bad_bot
“ASSORT" bad_bot
“ATHEMS" bad_bot
“AtHome" bad_bot
“Atomz" bad_bot
“attache" bad_bot
“autoemail spider” bad_bot
“autohttp" bad_bot

“b2w" bad_bot
“bew" bad_bot
“BackDoorBot" bad_bot
“Badass" bad_bot
“Bai duspi der" bad_bot
“Bai duspi der+" bad_bot
“BecomeBot" bad_bot
“berts" bad_bot
“Bitacle" bad_bot
“bigfoot" bad_bot
“Biz36A" bad_bot
“Black. Hole" bad_bot

“Bl ack ki dow" bad_bot

“bl addert fusion" bad_bot

“Blog Checker" bad_bot

“BlogPeopl " bad_bot

“Blogsharest Spiders" bad_bot

“Bl oodhound”  bad_bot

“BlowFish" bad_bot

“Board' Bot" bad_bot

“Bookmark® searchh tool" bad_bot
“BotALot" bad_bot

“BotRightHere" bad_bot

“Both mailtor craf tbot@yahoo, com" bad_baot
“Bropuwers" bad_bot

“Browsezilla" bad_bot

“BTHebClient" bad_bot

“BuiltBot Tough" bad_bot

“Bullseue" bad_bot

“Bunnu3lippers" bad_bot
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"“Cegbfeien” bad_bot
""CFHetwork" bad_bot
""CheeseBot" bad_bot

n A

CherryPicker” bad_bot
""Crescent" bad_baot
charlottes" bad_bot

""ChinaCl aw" bad_baot

n A

n A

Convera" bad_bot

n A

Copernic" bad_bot
"“Copier" bad_bot
"“CopyRightCheck" bad_bot
bad_bot
bad_bot

Crescent” bad_bot

" "cosmos"
" ordnk”
"“p-spider" bad_bot
""linnie PoR" bad_bot
bad_bot
Akregator” bad_bot
""ac-baidu" bad_bot

n .-"\.DI-Ir_l n

n A

"“rUbuntu-fel stu) " bad_bot

bad_bot

Bai dus" bad_bot
""Custo" bad_bot
"“botpaidtoclick” bad_bot
"“Security Kol" bad_bot
"“CyberPatrol” bad_bot
"“Cyberz" bad_bot
""DataChafs" bad_bot
""Grazer” bad_bot

" andesxx"

n A

n A

lup-request” bad_bot
"“lup-trivial" bad_bot
bad_bot
"“Site Sniper” bad_bot
"“URLy Warning" bad_bot
""Daum” bad_bot

"“Deweh" bad_bot

n A

n A

Morpheus"

Digger” bad_bot

n A

Digimarc" bad_bot
"“di gout quagent” bad_bot
"“DIIbot" bad_bot

""DISCo" bad_bot
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"DittoSpuder” bad_bot

" "Dnl oadMage”  bad_bot
"“Downl nad” bad_bot
""DotBot" bad_bot
""dragonfly” bad_bot
"“DreamPassport” bad_bot
""drip" bad_bot

""DSurt" bad_bot

“DTSN Agent” bad_bot
""dumbot” bad_bot

" "Dynakleb” bad_bot
""e-collector” bad_bot
""EasybL" bad_bot

" "EBrowse" bad_bot

" "ebingbong" bad_bot
""eCatch” bad_bot

“ecollector" bad_bot

n

edgein” bad_bot

n

ef pAgm:x, net" bad_bot
" "EirGrabber” bad_bot

""Email’ Extractor" bad_bot

""EmailCollector” bad_bot
" "EmailSiphon” bad_bot
""Emaillol f* bad_bot
"“Emeraldshiel d" bad_bot

n

n

EroCrawler” bad_bot
"TESurf" bad_bot

""Eval" bad_bot
""Everest-Yulcan" bad_bot
""Exabot" bad_bot
""Express" bad_bot
""Extractor” bad_bot
""ExtractorPro” bad_bot
""EyeMetIE" bad_bot
""FairAd" bad_bot
"“fastlwspider" bad_bot
"“fetch" bad_bot
""FEZhead" bad_bot
""FileHound" bad_bot

""findlinks" bad_bot

Enterprise_Search” bad_bot
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“Flaming AttackBot" bad_bot
“FlashGet" bad_bot
“FlickBot" bad_bot
“flunky" bad_bot
“Foobot" bad_bot

“Forex" bad_bot
“Franklin® Locator" bad_bot
“Freshbownl oad" bad_bot
“FrontPage" bad_bot
“FSurf" bad_bot
“Gaisbot" bad_bot
“Gamespu_Arcade" bad_bot
“genieBot" bad_bot
“GetBot" bad_bot
“Getleft" bad_bot
“GetRight" bad_bot
“Getleb! " bad_bot
“Gigabot" bad_bot

“Gol Zilla" bad_bot
“Go-Ahead-Got-It" bad_bot
“GOFORITEOT" bad_bot
“gotit" bat_bot
“GrabMet” bad_bot
“Graful 2" bad_bot

“grub” bad_bot

“Harvest" bad_bot
“Hatena Antenna" bad_bot
“heritrix" bad_bot
“HLoader" bad_bot
“Hrview" bad_bot
“holmes" bad_bot
“Hoolker" bad_bot
“HouxouCrawl er” bad_bot
“HTMLParser" bad_bot
“HTTPGet" bad_bot
“httplib" bad_bot
“HTTPRetriever" bad_bot
“HTTrack" bad_bot
“humanlinks" bad_bot
“IBM_Pl anetwide" bad_bot
“iCCrawler" bad_bot
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ichiro" bad_bot
i1Getter" bad_bot

Image' Stripper” bad_bot
Indys Library” bad_bot
Imaget Sucker” bad_bot
imagefetch” bad_bot
imds_monitor" bad_bot
Incykincy” bad_bot
Industryt Program” bad_bot

Indy" bad_bot
InetURL" bad_bot

InfoMavi Robot" bad_bot
InstallShields Digitallizard" bad_bot
InterGET" bad_bot

Iria" bad_bot
IRLbot" bad_bot
Iron33" bad_bot

"“155pider” bad_bot
"*TUPUIY Researchh Bot" bad_bot

Uzer-Agent
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Jakarta" bad_bot
java" bad_bot

JEH Agent" bad_bot
JennuyBot" bad_bot

JetCar" bad_bot

libghttp" bad_bot

jeteye" bad_bot

jeteyebot” bad_bot

JoBo" bad_bot

JOCY Webh Spider” bad_bot
JustWiew" bad_bot

Juxobot" bad_bot

kal oogaBot" bad_bot

Kapere" bad_bot
Kenjin" bad_bot

Keywords, Density” bad_bot
KRetrieve" bad_bot

ksoap" bad_bot
EllebGet” bad_bot

LapozzBot" bad_bot

larbin" bad_bot
leech" bad_bot



SetEnvI fHoCase User-Agent " “LeechFTP" bad_bot
SetEnvI fHoCase User-Agent " “Leechizet" bad_bot

n

SetEnvI fHoCase User-Agent "“leipzig de" bad_bot
SetEnvI fHoCase User-Agent "“Mata Hari" bad_bot
SetEnvI fHoCase User-Agent " “LexiBot" bad_bot
SetEnvI fHoCase User-Agent "“libleb" bad_bot
SetEnvI fHoCase User-Agent " “11ibwww-FM" bad_bot

n

SetEnvI fHoCase User-Agent " “1ibwww-perl” bad_bot

n

SetEnvI fHoCase User-Agent " “LightningDownl oad" bad_bot

SetEnvI fHoCase User-Agent " “Linguee' Bot" bad_baot

n

SetEnvI fHoCase User-Agent " “LinkExaminer" bad_baot

SetEnvI fHoCase User-Agent " “LinkextractorPro" bad_bot
SetEnvI fHoCase User-Agent "“0ffline Explorer” bad_bot
SetEnvI fHoCase User-Agent "“Web Image Collector” bad_bot
SetEnvI fHoCase User-Agent "“1ftp" bad_bot

SetEnvI fHoCase User-Agent "“Linkie" bad_bot

SetEnvI fHoCase User-Agent "“LinkScan" bad_bot

SetEnvI fHoCase User-Agent "“linktiger" bad_bot

SetEnvI fHoCase User-Agent " “Linklalker" bad_bot

SetEnvI fHoCase User-Agent "“likse" bad_bot

SetEnvI fHoCase User-Agent " “1mcorawl er” bad_bot
SetEnvI fHoCase User-Agent " “LHSpi derguy” bad_bot
SetEnvI fHoCase User-Agent " “Local comBot" bad_bot
SetEnvI fHoCase User-Agent "“looksmart” bad_bot
SetEnvI fHoCase User-Agent "“LWP" bad_baot

SetEnvI fHoCase User-Agent " “Mach Finder" bad_bot
SetEnvI fHoCase User-Agent " “Magnet" bad_bot
SetEnvI fHoCase User-Agent " “Mag-Het" bad_bot
SetEnvI fHoCase User-Agent " “Magpi eRS5" bad_bot
SetEnvI fHoCase User-Agent "“Mail. Ru" bad_bot
SetEnvI fHoCase User-Agent "“Mails Sweeper” bad_bot

SetEnvI fHoCase User-Agent " “mark. blonin" bad_bot

SetEnvI fHoCase User-Agent " “markwatch" bad_bot
SetEnvI fHoCase User-Agent " “MaSagool"” bad_bot
SetEnvI fHoCase User-Agent " “Mass" bad_bot

n

SetEnvI fHoCase User-Agent " “Mass Downloader"” bad_bot
SetEnvI fHoCase User-Agent "“Matas Hari" bad_bot
SetEnvI fHoCase User-Agent " “MCspider” bad_bot

n

SetEnvI fHoCase User-Agent " “MetaProductsh Downl oads Express" bad_bot

n

Microsofts Datas Access" bad_bot
Mirrnsnfts [IREY Contenl" had hint

SetEnvI fHoCase User—-Agent

n
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“missigua" bad_bot

n .~

n .~

“mothrasnetscan” bad_bot
“Movabl eType” bad_bot
"Mozi!" bad_bot

n .~

"MI Down"  bad_bot
"MIIxpc" bad_bot
Mirror" bad_bot

"Missauga" bad_bot

‘Missourit Collegeh Browse" bad_bot
“Mister" bad_bot

“MJ12bot" bad_bot

“Monster” bad_bot

“mkdb” bad_bot

‘moget” bad_bot
"Moreoverbot" bad_bot

mozilla Pnewt” bad_bot

“Mozillas22" bad_bot

“Mozillas3 A (compatible)” bad_bot
“Mozillass, A (compatible; MSIE 5. 82" bad_bot
“MSIE_E. 8" bad_bot

“MSIECrawler" bad_bot

“MSProxy" bad_bot

“MVAClient" bad_bot

“MyFamilyBot" bad_bot

“MyGetRight" bad_bot

" “nameprotect” bad_bot
“MASA% Search" bad_bot
“MaverBot" bad_bot
“Mavroad” bad_bot
“MearsSite" bad_bot
“MetAnts" bad_bot
“netattache” bad_bot
“MetCarta" bad_bot
“netcraft" bad_bot
“MetMechanic" bad_bot
" "HetResearchServer” bad_bot
“HetSpider” bad_bot
“MetZIF" bad_bot

""Het' Yampire" bad_bot
“HEWT" Actiwvex" bad_bot
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"“Hextopia” bad_bot
""MICErsPRD" bad_bot
"“ninja" bad_bot

""Himbl eCrawler" bad_bot
"nioxtrumbot”  bad_bot
""HPBot" bad_bot
""Hutch" bad_bot
"“Octopus” bad_bot
"TOffline" bad_bot

"TOKN Mozilla" bad_bot

n A

(RIS TR ETET

OmniExpl orer” bad_bot
"“Opal" bad_bot
"“Openbot” bad_bot
"“Openfind” bad_bot

n A

OpenText5iteCrawl er” bad_bot
""Oracley Ultrah Search” bad_bot
""OutfoxBot" bad_bot

""PEP" bad_bot

""PackRat" bad_bot

" “Pageirabber” bad_bot

"“Pagml EDownl nad” bad_bot
"“panscient” bad_bot

"“Papat Foto" bad_bot

"“pavuk" bad_bot

"“pcBrowser” bad_bot

"“perl" bad_bot

""PerMan” bad_bot
""PersonaPilot” bad_bot

""PHPY wersion" bad_bot

"“Pl antyHet _LlebRobot” bad_bot
"“playstarmusic" bad_bot
""Plucker" bad_bot
"“Pockey” bad_bot
"“Ports Huron" bad_bot

n A

Program'. Shareware” bad_bot
"“Progressive’ Download" bad_bot
" "ProPowerBot” bad_bot
"“prospector” bad_bot
""Prolebllal ker" bad_bot

""Prozilla" bad_baot

LR R ER N LR SR N S
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JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase

USEr —HJETL
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent

zer-Agent

pPSO0L  Dad_pot

" "psychecl one” bad_bot
"puf" bad_bot

"“Pump” bad_bot
""PushSite" bad_bot
""PussyCat” bad_bot

" "PuxaRapido” bad_bot
""Pyuthon-urllib" bad_bot
" "QuepasaCresep” bad_bot
""Queryd” bad_bot
""Radiation” bad_bot

" "Real Downl oad" bad_bot
"“recorder” bad_bot
" "RedCarpet” bad_bot
" "Redkernel” bad_bot
""ReGet" bad_bot

“relevantnoi se" bad_bot
" "Repofonkey”  bad_bot
""RMA" bad_bot

" bad_bot
bad_bot
bad_bot
bad_bot
""SAPD" bad_bot

""SEIder" bad_bot

Rover"

n

R=sync"
n ."'\.ETESBII

n

Rufus"

“soooter” bad_bot
""Scout About”  bad_bot

“soript" bad_bot

“zearchpreview" bad_bot
" "searchterms" bad_bot
""Seekbot" bad_bot
""Seekbot" bad_bot
""Serious" bad_bot
""5hai" bad_bot
""shelob" bad_bot
""Shim-Crawl er” bad_bot
""SickleBot" bad_bot
""sitecheck” bad_bot

n

SiteSnagger” bad_bot

n

Slurpys Verifier" bad_bot
""51ySearch” bad_bot

- .-



Setenwvl f Holase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase

User-Hgent =
“sna-" bad_bot

“seexie, com" bad_bot

zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent

Smartbownl 0ad” bad_bot

“Snoopy” bad_bot

“sogou” bad_bot

“zpotle" bad_bot

“Sol omonoBot"  bad_bot
“Sosospl der” bad_bot
“So-net” bat_bot" bad_bot
“SpankBot® bat_bot" bad_bot
“spanner” bat_bot" bad_bot
“Speedbownl oad” bad_bot
“Speedy” bad_bot

“Speqgl 2" bad_bot

“Sphere" bad_bot

“Sphider" bad_bot
“5piderBot" bad_bot
“sproose”  bad_bot

“50% Webscanner" bad_bot
“Squorm”  bad_bot

“Stamina” bad_bot
“Stanford" bad_bot
“studybot” bad_bot
“SuperBot" bad_bot
“SuperHTTP" bad_bot
“Surfbot” bad_bot
“Surfllalker" bad_bot
“suzuran” bad_bot
“Szukacz" bad_bot
“tAkelut” bad_bot
“tarspider" bad_bot
“Tasapspider" bad_bot
“Teleport" bad_bot
“Telesoft" bad_bot
“Templeton” bad_bot
“TestBED" bad_bot

“Thet Intraformant” bad_bot
“TheMomad" bad_bot

“Tight TwatBot" bad_bot
“Titan" bad_bot

“toCrawl /UrlDispatcher” bad_bot



SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase

Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent

"“Toplistbot" bad_bot
"*True_Robot" bad_bat

n A

turingos" bad_baot

""TurnitinBot" bad_bot

n A

Twiceler" bad_bot
"“Tuwisted PageGetter” bad_bot

""UCmore" bad_bot
"“UdmSearch" bad_baot

""UMBC"  bad_bot

n A

""URLY Control"

Uni versal FeedParser" bad_bot

bad_bot

""URLGetFile" bad_bot
"“URLy% Warning" bad_bot
"“URL_Spider_Pro" bad_bot
"TUtilMind" bad_bot
"wacuum”  bad_bot

"“wayal 2" bad_bot
"“wobsub" bad_bot

"WCI" bad_bot

""Woi dEYE" bad_bot
""WoilaBot" bad_bot
"“woyager” bad_bot
"W3CRobot" bad_bot

n A

w3mir" bad_bot
"“lWebh Imaget Collector” bad_bot

"lebh Sucker" bad_bot
"“Leb2WAP"  bad_bot
"“llebal tBot" bad_bot
"“lebAutc” bad_bot
"llebBandit" bad_bot
"“lebCapture" bad_bot
"“webcollage" bad_bot
"“lebCopier" bad_bot
"“lebCopy” bad_bot

"“llebEMal 1 Extrac, *"

bad_bot

" "lebEnhancer"” bad_bot
"“lebFetch” bad_bot
"lebFilter" bad_bot
"“lebFountain” bad_bot

""llebGo" bad_bot

"“llebLeacher" bad_baot



JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase

zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent

Order Deny, ALLow

" “LlebMiner" bad_bot

" LlebMirror” bad_bot

" "llebReaper"” bad_bot

" llebSauger” bad_bot
"llebSnake” bad_bot
"llebsite" bad_bot
"lebStripper” bad_bot
"llebVac” bad_bot
""webwal k" bad_bot

" “lleblhacker" bad_bot
""LebZIP" bad_bot

"llellsh Search” bad_bot
"TLEPY Searchy BA" bad_bot
""lleRel ateBot" bad_bot
"“liget" bad_bot
"“lhosTalking” bad_bot

" dow" bad_bot
""lWildsofty Surfer” bad_bot
"THinHTTP" bad_bot
"TUinHTTrack” bad_bot
"wisenutbot" bad_bot
"HUMPUS" bad_bot
"“HUWOFFLE" bad_bot
"Twwwster” bad_bot

" LWE-Collector” bad_bot
""waldon" bad_bot

“wend' 5" bad_bot
"renus" bad_bot
"THGET" bad_bot
" wpymep, exe”  bad_bot
" Tunnel Pro” bad_bot
""yacybot" bad_bot

" ™WahootSMom"  bad_bot
""abirectBot" bad_bot
"™eti" bad_bot
""Zade" bad_bot
"ZBot" bad_bot
"zerxbot" bad_bot
""Zeus" bad_bot

L ]

ZyBorg” bad_bot



Deny from env=bad_bot

¢<Limit GET POST PUT DELETE HERD:
Order ALLow, Deny

Allow from ALL

Deny from env=bad_bot

£fLimits

ErrorDocument €88 Jerrordhttpdindex?oode=<408
ErrorDocument <81 Jerrordhttpdindex?oode=4a1
ErrorDocument €82 Jerrordhttpdindex?oode=402
ErrorDocument €83 Jerrordhttpdindex?oode=4a3
ErrorDocument 484 Ferrar

ErrorDocument €85 Jerrordhttpdindex?oode=<4a5
ErrorDocument SA8 Jerrordhttpdindex?oode=508
ErrorDocument SA1 Jerrordhttpdindex?oode=561
ErrorDocument SA2 Jerrordhttpdindex?oode=562
ErrorDocument S84 Jerrordhttpdindex?oode=504
ErrorDocument SAS Jerrordhttpdindex?oode=565

# URL Rewrite

£IfModule mod_rewrite, o

# Tell PHP that the mod_rewite module 15 EMABLED,
SetEny HTTP_MOD_REWRITE On

# Femove www subdomain 1n the URL
RewriteCond #CHTTP_HOSTY “wwwh, ©, +34$ [HC]
RFewriteRule . #1% http /7% /81 [R=361, L]

### For pH7CMS' s URL router (DO NOT REMOVE THESE FOLLOWIHE CODED ###
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEX ! -d

FewriteRule 0, #)% index php?$l CL, O5AI
#Rewri teRule 70, #1¢ Init, ph7?¢1 [L, 0547

# Start Bad Bot Prvention

RewriteCond #{HTTP_USER_RGEMT} “Backlkleb [ORI
RewriteCond #{HTTP_USER_RGEMT} “Bandit COR]
RewriteCond #{HTTP_USER_RGEMT} “BatchFTP [OR]
RewriteCond #{HTTP_USER_RGEMT} “Buddy [OR]



RewriteCond #CHTTP_USER_AGEMTY “Collector [ORI
RewriteCond #CHTTP_USER_AGEMTY “Copier [OR]
FewriteCond #¥{HTTP_USER_AGEMT “Downl oadklonder [OR]
FewriteCond ¥{HTTP_USER_AGEMTY “Downl oader [OR]
RewriteCond #¥CHTTP_USER_AGEMTY “LinkMWalker [OR]
RewriteCond #{HTTP_USER_AGEMTY "Bl acklkidow [OR]
FewriteCond #¥{HTTP_USER_AGEMTY “Both mailtor craftbot@yahoo, com ORI
RewriteCond #CHTTP_USER_AGEMTY “ChinaClaw [OR]
RewriteCond #CHTTP_USER_AGEMTY “Custo [OR]
RewriteCond #CHTTP_USER_AGEMTY “DISCo [OR]
FewriteCond ¥{HTTP_USER_AGEMTY “Downl oads Demon [OR]
RewriteCond #CHTTP_USER_AGEMTY “eCatch [OR]
RewriteCond #{HTTP_USER_AGEMTY “EirGrabber [OR]
RewriteCond #CHTTP_USER_AGEMTY “EmailSiphon [ORI
RewriteCond #CHTTP_USER_AGEMTY “Emailllolf [ORI
RewriteCond #CHTTP_USER_AGEMTY “EmailCollector [OR]
RewriteCond ¥{HTTP_USER_AGEMTY “Crescent [OR]
FewriteCond #¥{HTTP_USER_AGEMTY “ChertuyPicker [OR]
FewriteCond ¥{HTTP_USER_AGEMTY “Expresss kebPictures [0OR]
FewriteCond ¥{HTTP_USER_AGEMTY “ExtractorPro [OR]
RewriteCond #CHTTP_USER_AGEMTY “EueMetIE [OR]
RewriteCond #CHTTP_USER_AGEMT “FlashGet [OR]
RewriteCond #CHTTP_USER_AGEMTY “GetRight [OR]
RewriteCond #CHTTP_USER_AGEMTY “Getleb! [OR]
RewriteCond #CHTTP_USER_AGEMTY “Go! 2illa [OR]
RewriteCond #CHTTP_USER_AGEMTY “gotit [OR]
RewriteCond #{HTTP_USER_AGEMT} “Go-Ahead-Got-It [ORI
RewriteCond #{HTTP_USER_AGEMTY “GrabMet [OR]
RewriteCond #CHTTP_USER_AGEMTY “Grafula [OR]
RewriteCond #CHTTP_USER_AGEMTY “HMView [OR]
RewriteCond #CHTTP_USER_AGEMTY HTTrack [HC, ORI
FewriteCond ¥{HTTP_USER_AGEMTY “Image Stripper [0OR]
FewriteCond ¥{HTTP_USER_AGEMTY “Image Sucker [0OR]
RewriteCond #¥CHTTP_USER_AGEMTY Indy' Library [HC, ORI
RewriteCond #CHTTP_USER_AGEMTY “InterGET [OR]
FewriteCond ¥{HTTP_USER_AGEMTY “Interneth Minja [ORI
RewriteCond #CHTTP_USER_AGEMTY “JetCar [OR]
RewriteCond #CHTTP_USER_AGEMTY “JOC% Leb' Spider [OR]
RewriteCond #CHTTP_USER_AGEMTY “larbin [OR]
RewriteCond #CHTTP_USER_AGEMTY “libghttp [OR]
RewriteCond #CHTTP_USER_AGEMTY “LeechFTP [OR]



RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

Rewri 1 eCnnd

HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:

- “Massh Downloader [OR]

- “MIDownt tool COR]
- “Misterh PiX [ORI
- “Mawroad [OR]

- “HearSite [OR]
 “MetAnts [OR]

- "MetSpider [OR]

- "Heth Wampire [OR]
- “MetZIP [OR]
+ "Octopus [OR]

- "Offlines Explorer [OR]
- "Offlines Mavigator [OR]

. "PageGrabber [0R]
- "Papat Foto [OR]
- “pavuk [OR]

- “pcBrowser [OR]

- 1ibwww-perl, = [OR]
+ "Pockey [0OR]
- "Pump [0OR]

- “Real Downl oad [OR]
- “ReGet [OR]

- "5iteSnagger [OR]

- “SmartDownl oad [OR]

. "SuperBot [OR]
- "SuperHTTP [OR]
 “Surfbot [OR]

- “tAkelut [OR]

- "Teleporth Pro [OR]

- "ol dEYE [OR]

- “lleby Imageh Collector COR]

- “Webh Sucker [OR]
- “WebAuto [OR]

- “lebCopier [OR]

- “WebFetch [OR]

- “WebGoy IS5 [OR]

- “WeblLeacher [OR]
- “llebReaper [OR]

- “lebSauger [OR]

+ “Websiteh eXtractor [OR]
- “Websites Quester [OR]
STHTTR 1ISFR AGFHTY

“LehSt 1 nner AR
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RewriteCond ¥{HTTP_USER_AGEMTY “Webllhacker [OR]
RewriteCond #{HTTP_USER_AGEMTY “WebZIP C[OR]
RewriteCond #{HTTP_USER_AGEMTY “Wget C[OR]

RewriteCond #¥{HTTP_USER_AGEMTY “Widow [OR]

RewriteCond #{HTTP_USER_AGEMTY “WWWOFFLE [OR]
FewriteCond #¥{HTTP_USER_AGEHTY “¥al donh WebSpider [ORI
RewriteCond #{HTTP_USER_RGEMTY “Zeus

RewriteRule ™ & - [F,L]

# End Bad Bot Prevention

/I fModul e

# Modi fy Header s
<IfModul e mod_headers, ¢
# Cache files
£FilesMatch "N, (icol pdfl fl1vl jpgl jpegl pngl gi f1 swfl mp3l mpd) $" >
Header set Cache-Control “public”
Header set Expires "Mon, 28 Apr 2066 28: A8 A8 GHT"
Header unset Last-Modified
£/FilesMatch:
# Cache Javascript & C55
£FilesMatch "N, Cjsl cssag"s
Header set Cache-Control “public”
Header set Expires "Mon, 28 Apr 2066 28: A8 A8 GHT"
Header unset Last-Modified
£/FilesMatch:
/I fModul e

# Compress files
<IfModul e mod_deflate, o
# Insert filter
SetOutputFilter DEFLATE
£IfModule mod_setervif, o
# Hetscape 4 x has some probl ems, ..
BrowserMatch “Mozillasd gzip-only-text/html
# Hetscape 4 B6-4, 85 have some more probl ems
BrowserMatch “Mozillasdh, BLETE] no-gzip
# M5IE masquerades a5 Hetscape, but 1t 15 fine
BrowserMatch “bMSIE ! no—gzip ! gzip-onl y-text/html

# Don't compress 1magessarchl vessmusi c/vi deoset

Sat FroaT FHAMzsa Damiast DT Y 02 At L amraZal reatd maca=i i Aeed Cosen
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SetEnvI fHoCase Request_URI %, 7 exel t7ozl zipl bz2l sitl rar)$ no-gzip dont-wary

SetEnvIfHoCase Request_URT %, ©7 avil movl mp3l mpdl rml f1vl swfl mp?92 % no-gzip dont-

wary
<41 fModul e
<IfModul e mod_headets, c
# Make sure proxies don't deliver the wrong content
Header append Yary User-Agent enwv=! dont-wvary
<41 fModul e
<41 fModul e

# Enable Explrations
£IfModul e mod_expires, o
ExpiresActive On
Expireshefault "access plus 1 month"

# explre 1mages/csssjs/swf f1l1es arfter 3 month in the client's cache
ExpiresByType texticss "access plus 31 days"

ExpiresByType text/javascript "access plus 31 daygs"

ExpiresByTupe applicationd javascript "access plus 31 days"
ExpiresByType applicationdx-javascript "access plus 31 days"
ExpiresByTupe application/x-gzip "access plus 31 days"

ExpiresByTupe imagesgif "access plus 31 days"

ExpiresByType images jpeg "access plus 31 days"

ExpiresByTupe imagespng "access plus 31 days"

ExpiresByTuype
ExpiresByTuype
ExpiresByTuype

applicationdx-shockwave-flash "access plus 31 days"
imagesvnd. microsoft, icon "access plus 31 dagys"

imagesx-icon "access plus 1 year

AT FModul e

# For the videos extensions
#AddType wideosogg . ogg
AddType wideo/webm . webm
AddType wvideo/mpd . mpd
AddType applicationsrss+xml . xml

# Personal pH7CMS extension file
#AddType applicationdx-httpd-php . ph?
#Directorylndex init, ph?



