VA R S e
# # THTERHET EXFLURER #
VA R S S e e

#
# | Document modes /
#

# Force Internet Explorer G/9/18 to render pages In the ki ghest mode

# avallable in the various cases when It may not,

#

# https: s/ hsivonen, £1/doct ypes#1 65

#

#0130 Starting with Internet Explorer 11, document modes ate deprecated,
# If your business still relles on ol der web 3pps and services that were
# designed for ol der versions of Internet Explorer, you might want to

# consider enabling Enterprise Mode  throughout your companty

#

# httpos s/smsdn mlcrosoft, comsen-ussl1brarys1 esbgl B2625, aspxfdocmode

# httoe /7Bl ogs msdn, comsbel esarchi ves 281 478478275t ay-up—-t o-dat e-wi t h-ent erpri se-mode-ror-
Internet-expl orer-11, a5px

<IfModul & mod_headers, ¢

Header set X-UR-Compatible "IE=edge”

# ‘mod_headers’ cannot match based on the content-type, however,
# the "Y-UA-Compatible’ response header should be send only for
# HTHL documents and not for the other resources,

£FilesMatch "+,
¢ appcachel atoml bbawl bmpl crxl cssl curl eotl 4 abpyl f1% geojsonl gi fl htcl icol jpe?
gl jsl jsonC1dy?
| mel av11 mani festl mapl mpdl oexl ogl agwll opusl ot f1 pdfl pngl rdfl rssl saf ariextzl svgz?
| swfl topojsonl tt0cf 1l txtl voard wofl witl webappl webl mpll webmani fest! wof f271 x1ocl xmll xpi)&" >
Header unset X-UA-Compatible
£/FilesMatch:

AT FModul e

AL AL L AL LL AL LML LL AL AL AL AL AL AL AL L AL L AL L AL L AL AL AL AL AL AL AL L AL L AL L AL L AL L AL AL AL AL AL L AL AL AL L AL AL AL L AL AL AL AL AL L AL L AL AL AL AL AL AL AL AL AL LL



# HHHABHHARRHARRHHA R TR T EHA TR BT TR
# # MEDIA TYFES AND CHARACTER EHCODIHGS #
e

#
# 1 Media types /
#

# Serve resources with the proper media types OF, k. 4 MIME types),
#
# https: < Swww, 1303 orgsassi gnment s/medi a-t ypessmedi a-t ypes, xhtml

# https: </httpd apache orgsdocsscurrent s mods mod_mi me, Bt ml #addt ype

£<IfModul e mod_mime,

# Data 1nterchange

AddType applicationsatom+xml atom

AddType applications json json map topojson
AddType applicationsld+json jsonld

AddType applicationsrss+xml (=3

AddType applicationswnd. geo+json Qe jSon

AddType applicationsxml rdf xml

# Javascript

# Hormallze to standard toype

# https: <2 tool s 1etf, orgshtml Ay fods298sect i on-7, 2
p a7

AddType applications javascript is

# Manifest files

AddType application/mani fest+json webmani fest
AddType applicationsx-web-app-mani fest+json webapp
AddType text/cache-mani fest appcache

# Media riles

AddType audi o/ mpa fda fdb mda
AddType audiofogg 0Ja 0gg opus



HAd Type
AddType
AddType
AddType
AddType
AddType
AddType

1 mage/ bmp

1 mage/ svg+xml
1 mage/ webp

vi deos mpd
videos ogg
v1deos webm
videosx-Tlv

Il

bmp

svQg SvQZ

webp

fdv fdp mdv mpd
gy

webm

flw

# Serving T ico’ Image files with a different media tupe

# prevents Internet Explorer from displaying them as 1mages:
# https: #/gl thub, comshsbps it ml 5-
boi 1erpl at es/commi t/3705f ecA9AFAAT 350e64059] boddob 2655301 Gee

AddType

1 mage/ x-1con

# Web fonts

AddType
AddType
AddType

# Browsers usually 1agnore the
# the bytes to figue out the

applicationdfont-wof f
applicationdfont-woff2
applicationdvnd ms-fontobject

font type,

cur ico

wof f
woff2
ent

font media types and simply sniff

# https: /smimesni £, spec, what wg, orgs#mat chil ng-a-1ont -t ype-pat tern

#

# Howewver, Blink and Webkit based browsers will show & warni mg

#1n the console I1f the following font types are served with any

# other medis types

AddType
AddType

# 0Ot her

AddType
AddType
AddType
AddType
AddType
AddType
AddType

application/x-font-ttf
font/opentype
application/octet-stream

applicationdx-bb-appworld
applicationdx-chrome-ext ension
applicationdx-opera-extension
applicationdx-xpinstall
text/vcard
text/vnd. rim location xloc

ttc tif
ot f

safariextz
bbaw

crx

oex

xpl

vizard wof
xloc



AddType textswit wit
AddType text/x-component htc

AT FModul e

#

# | Character encodl ngs

#

# Serve all resources 1abeled a5 textshtml ™ or textsplain’

# with the medis type "charset’ parameter set to UTF-8,

#

# https: /7Rt tpd apache, orgsdocsscurrent. s modscore, [t ml #3ddder aul tcharset

AddDef aul tCharset utf-5

# Serve the following file types with the media type "charset’

# parameter set to UTF-8

#

# https: </httpd apache. orgsdocsscurent smodsmod_mI me. it ml #addchar=set

£l fModule mod_mime, c>
AddCharset utf-5 . atom

. bbaw
L0555
. geojson M
CJs N
. json N
. jsonld
.manifest
Cdf o
B =T
. topojson
CWLL N
webapp M
. webmani fest
cxlac s
. xml

<41 fModul e
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#/1 File ac

|

1
I_rl
~

e

# Elock access to directories without 5 default document.

#

# You should 1eave the followimg uncommented, a5 you shouldn't allow
# anyone to surf through every directory on your server (whl ch may

# 1ncludes rather private pl aces such as the CHS' s directori ess,

<I fModul e mod_aut ol ndex, o
Options -Indexes
<A Modul e

# FBlock access to all hidden files and directories with the exception of
# the wisible content from within the "/ well-knowns hidden directory,
#

# These types of files usually contain user preferences or the preserved
# state of an utility, and can Include rather private places 1ike, for
# example, the " git or . swvn directories

#

# The "/ well-knowns directory represents the standard ¢RFC 57551 path
# prefix for "well-known 1ocations” (e g @ 7 well-knownsmani fest, json,
# 4 well-knownskeybase, txt 1, and therefore, access to Its visible

# content should not be bl ocked,

#

# https: ZSwww, moot, net.sbl ogs 261 87847877 wel 1 —knowrn

# https: </tool s 1etf, orgshtml /rfcE7E5

I fModule mod_tewrite, o
RewriteEngi ne On
RewriteCond ¥{REQUEST_URIZ "7 A% well-knownd (L™ A1+ A 70+%" [HCI
RewriteCond #{SCRIPT_FILEMAMEY -d [OR]
RewriteCond #{SCRIPT_FILEMAMEY -f
RewriteRule "C7°1 /% " - [F]
</TfModul e



# FBlock access to files that can expose sensitive 1nformation,

#

# By default, block access to backup and sowce files that may be

# 1eft by some text editors and can pose 3 securlty risk when anyon:s
# has access to them,

#

# http A/ feross orgsomspl of tr

#

# 013 Update the "<Filestiatch:  regular expression from below to

# include any files that might end up on yowr productlon server and
# can expose sensitive 1nformation about your website These f11es may
# 1nclude: configuration files, files that contain metadata about the
# project (e g project dependencies), bulld scripts eto,

£<FilesMatch "C°#, =# %, (bakl confl distl flal infcill logl psdl shl sgll swlopl | "3 4"

# Hpache < 2 3

# <IrHodul e ! mod_authz_core, c*
# Order allow, deny

# Lery from all

# 53tisfy Al

# <71 FHodul e

# Apache = 2, 3

<IfModul e mod_authz_care, c
Fequire all denied

/I fModul e

</FilesMatchs
#

# | Reducing MIME type securlty risks /
#

# Frevent some browsers from MIME-3ni FfIng the response

#

# Thi=s reduces exposure to drive-by downl oad attacks and cross-origin
# dats leaks, and should be 1eft uncommented, especially 1 the server
# 15 serving user-upl oaded content or content that could potentially be
# treated a5 executable by the browser,



#

# httoe /7w, 511 deshare net s hasegauayosuk e/ owasp-hasegaus

# httoe /7Bl ogs msdn, comsbsl esarch ves 2865/ 87, 821 eG-securl ty-part —v-comprehensi ve-
protection aspx

# httpos ssmsdn mlcrosoft, comsen-ussl 1 brarys e/ ggbl2941, aspx

# httpos ssmimesni £f, spec, whatwg, orgs”

<IfModule mod_headers, c
Header set X-Content-Tupe-Options “nosniff"
<SIfModul e

#
# | Server-side technol ogy 1nformation /
#

# Remove the X-FPowered-By  response header that:

# 15 set by some frameworks and server-side 1anguages
(e g HSF HET, PHF3, and its walue contalns 1nformation
about them (e g thelr name, version numbers

# doesn't provide any value to users, contributes to header
blpat, and in some cases, the 1nformation 1t provides can

HORH O™ OB O O™ R W

expose vyl nerabi 1111 es

#

# 010 IF you can, you should di sable the Y-Powered-By  header from the
# 1anguage ' framework 1evel (e g for PHP, you can do that by setting
# ‘expose_php = off In php ind T3

#

# https: < /php. netsmanual Aenslng. core php#inl, expose-php

<IfModul e mod_headetrs, o
Header unset X-Powered-By
< IFModul e

#
# | Server software 1nformation /
#

# Frevent Apache from adding & tralling footer 11ne contal nd mg
# 1nformation about the server to the server-generated documents



# 02 g error messages, directory 11stings, eteo )
#

# https: //httpd apache orgsdocsscurrent smods/core, bt ml #5erversi gnat ure

Server3ignature Off

L SR S
# # WEE FERFUORMAHCE #
C SR S

#
# | Compression /
#

<IfModul e mod_deflate, o

# Force compression for mangled Accept-Encoding request headers

# https: < /devel oper, yahoo, comsbl ogssydns pushl ng-beyond-gzi ppl ng-25661, html

£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase "¢ Accept-Encodingl ¥-cept-Encodi ngl X{1531 “{1531 -{1532 %
“r{gzipl deflaterhss, Pvs=1+ [X"-1{4d, 133% HAVE_Accept-Encoding
RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng
</TfModul e
</TfModul e

# Compress all output 1abeled with one of the followimg media types,

#

# 012 For Apache versions below version 2 3 7 you don't need to

# enable “mod_filter’ and can remove the <IfModule mod filter, o’

# and “<s/IfModuler” 1ines as AddOutputFilterByType’ 1s still in

# the core directives,

#

# https: //httpd apache orgsdocsscurrent smodsmod_f11ter, html #addout put 111 terbyt ype

£IfModule mod_filter, c
AddOutputFilterBuTupe DEFLATE "applicationdatom+xml”

"arnlircationd iavascrint” o



- rn ] et e e w

“applications json" A
“applicationsld+json” A
"applications/mani fest+json" A
“applicationsrdf +xml" A
"applicationsrss+xml” A
"applicationsschema+json” A
"applicationsvnd. geo+json” &
"application/vnd ms-fontobject” &
“applicationsx—font-ttf"
"applicationsx-javascript” A
"applicationsx—web-app-mani fest+json" A
“applicationsxhtml+xml” %
“applicationsxml" %

“fontseot" &

“font/opentype” A

"imagesbmp"

"imagessvg+xml" N

"imagesvnd, microsoft, icon" A
"imagesx-icon" A
"text/cache-mani fest" &
“textsoss" A

“text/html" N

"text/s javascript" A
"text/plain" A

“text/vcard” N
“text/vnd rim location, xloc" %
"textsvtt" A
"text/x-component” A

"text s/ x-cross-domal n-policy” &
“text s xml"

AT Modul e

# Map the following 11ename extensions to the specified

# encoding type 1n order to make Apache serve the fi1le types
# with the appropriate Content-Encoding response header

# (do note that this will HOT make Apache compress them! b,

#

- - ’ ’
# T+ thoacas F1lacs trimas rmnill A ke cswsd o tRenit a6 ;s st s



Mo LIS L4 e Lo WML U L et Ve WA LI D S e L e
# ‘Content-Enable’ response header, client applications (e g !

# browsers) wouldn't know that they first need to uncompress

# the response, and thus, wouldn't be able to understand the

# content,

#

# https: </httpd apache. orgsdocsscurrent Smodsmod_mi me. bt ml #addencodl ng

<IfModul e mod_mime, o
AddEncoding gzip svgz

AT FModul e

AT FModul e

#
# /| ETags /
#

# Remove ETags as resources are sent with far-ruture explres headers,
#

# https: 7rdevel oper, yaboo, comsperformancesul es, [t ml #et ags

# https: </tools 1etf, orglhtml Arfc72328sectl on-2 3

# FileETag MHone doesn't work in 3ll cases,
<IfModul e mod_headets, c

Header unset ETag
<41 fModul e

FileETag Hone
#

# | Expitres headers /
#

# Serve resources with far-future expl res headers.

#

#0130 If you don't control versioning with r11ensme-based

# cache busting, you shoul d consider 1owering the cache times
# to something 11ke one week,

#

# https: </httpd apache. orgsdocsscurt-ent S modymod_expl res, html



£<IfModul e mod_expires, o

ExpiresActive on
Expireshefaul t

I\I
L
[y}

ExpiresByTuype text/css

# Data 1nterchange
ExpiresByTupe applicationdatom+xml
ExpiresByTupe applicationsrdf+xml
ExpiresByTupe application/rss+xml
ExpiresByType applicationd json
ExpiresByType applicationdld+json
ExpiresByTupe applicationsschema+json
ExpiresByTupe applicationdwnd, geo+json
ExpiresByType applicationdxml
ExpiresByTuype text/xml

# Favicon {(cannot be renamed! ) and cursor 1mages

ExpiresByType imageswnd. mictrosoft, icon
ExpiresByTupe image/x-1icon

# HTHL
ExpiresByType text/himl

# JavaScript
ExpiresByTupe applicationd javascript
ExpiresByTupe applicationsx-javascript
ExpiresByType text/javascript

# Manifest files

ExpiresByTupe applicationdmani fest+json

"access

"access

"access
"access

"access

"access
"access
"access
"access
"access

"access

"access

"access

"access

"access
"access

"access

"access

plus

plus

plus
plus
plus

plus
plus
plus
plus
plus
plus

plus
plus

plus

plus
plus
plus

plus

—

oD@ @ @ @ @

mont h"

ear"

hiour"
hiour"

hiour"

seconds"
seconds"
seconds"
seconds"
seconds"

seconds”

week"

week"

seconds”

ear"
ear"

ear"

week"



ExplresBylype applicatlonx-web-app-manlfest+]son  ~access

ExpiresByType text/cache-manifest " access
# Media riles

ExpiresByType audiosogg " access

ExpiresByType imagesbmp " access

ExpiresByType imagesqgif " access

ExpiresByType image’ jpeq " access

ExpiresByType imagespng " access

ExpiresByType imagesswg+xml " access

ExpiresByType image/webp " access

ExpiresByType +ideosmpd " access

ExpiresByType wideosogg " access

ExpiresByType wideoswebm " access
# Web fonts

# Embedded OpenType (EOTI

ExpiresByType applicationdvnd. ms-fontobject " access

ExpiresByType font/eot " access

# LpenType

ExpiresByType font/opentype " access

# TrueType

ExpiresByType applicationd/x-font-ttf " access

# HWeb Opern Font Format CHOFFG 1, &

ExpiresByType applicationsfont-woff " access

ExpiresByType applicationdx-font-woff " access

ExpiresByType font/woff " access

# Web Opern Font Format CHOFFD 208

ExpiresByType applicationdfont-woff2 " access
# Other

ExpiresByType text/x-cross-domain-policy " access

AT T Modul e

plus B seconds”
plus B seconds"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 week"



# rewite to 1ndex ..

<IfModule mod_rewrite, o
FewriteEngine On
RewriteCond ¥{REQUEST_FILEMAME: ! -f
FewriteCond ¥{REQUEST_FILEMAMEY ! -d
RewriteCond #{REQUEST_URIY !index
RewriteRule "¢, #)% index html CL]

£/1 fModul e



