RewriteEngine On
RewriteCond %CHTTP_HOSTY ! “wiwwh,
RewriteRule ™0, #1% http /Swww, ¥CHTTP_HOSTIA$1 [R=361, L]

# Apache Server Configs w2 11, 8 1 MIT License
# https: 7 gl thub, comshsbos server—confl gs-apache

# 010 Using . htaccess  files slows down Apache, therefore, 1f you have
# access to the main server configuration file (which 15 usually called
# "httpd conf’}, you should add this logic there,

#

# https: A7httpd apache orgsdocsscurrent.sfhowt osht access, himl,

VA SR S S e
# # CROS5-0RIGIH #
VA SR S S e

#
# | Cross-origin requests /
#

# Allow cross-origin reqguests,

#

# https: 7rdevel oper, mozilla orglen-Ussdocs:s WebsHT TP Access_cont ol _CORS
# httpe Zsenabl e-cors, org”

# httpoe ZCwww, w3 orgs TRScors:s

# <IfModul e mod_headers, cx
# Header set Access-Control -Al1ow-0rigin "="
# /T fModul e

#
# | Cross-origin Images /
#

# Send the CORS header for 1mages when browsers reqguest 1t

#

# https: <rdevel oper, mozilla orglen-Ussdocs: WebsHTHL CORS_enabl ed_1 mage

# https: /bl og chromi um orgs 261 1 /877 usi ng-cross-domal n-1 mages-1 n-webgl -and, html

L i Nt



SLTIAOULE MOd_SELENLT. EF
<IfModul e mod_headers, ¢
£FilesMatch "N, Cbmpl curl gi flicol jpetal pngl swgz?l webp) $ >
SetEnvIf Origin " IS_CORS
Header set Access-Control-Allow-Origin "#" enw=IS_CORS
£/FilesMatch:
</TfModul e
</TfModul e

#
# | Cross-origin web fonts /
#

# Allow cross-origin access to webh fonts,

<IfModul e mod_headers, ¢
¢FilesMatch "%, Ceotl obtfl ttDcf Il wof f290 "
Header set Access-Control-Allow-Origin ="
£/FilesMatch:
</TfModul e

#
# | Cross-origin resource timimg /
#

# Allow cross-origin access to the timing information for all resources,
#

# If a resource 1sn't served with a " Timing-Allow-0rigin’ header that

# would allow 1ts timing information to be shared with the document,

# some of the attributes of the PerformanceResourceTiming’ object will
# be set to zero,

#

# http Ar v, w3 orgs TRAresour-ce—-t1ml ng”

# http /7w, stevesouders, comsbl ogs 281 4785421 Aresource-t1mi ng-practi cal -tipss

# <IffModul e mod_headers, c»
# Header set Timing-Al1ow-0rigin """
# /T fModul e

L SR S
# # ERFURS #



# BRI R A I A R R R A

#
# | Custom ertor messagesspages /
#

# Customl ze what Apache returns to the client 1o case of an error,
# https: 7<httpd apache orgsdocsscurtent smodscore [t ml #erordocument

Errorbocument €84 Ad64, html
#

# | Ertor preventlon /
#

# [isable the pattern matching based on £11enames,

#

# This setting prevents Apache from returning a 484 error as the result

# of 3 rewite when the directory with the same name does not exi st

#

# https: <r/httpd apache orgsdocsscurtent scont ent -negotl 5t 1 on, bt ml #mul t1 vl ews

Options -Multiviews

# BHHRHBRAR AR R RRR AR AR B RRR R BR B RRRRR AR BRRRRRR AR B RRR AR AR BR B AR AR AR RS A
# # THTERHET EXFLORER #
# BHHRRBRAR AR R RBR AR AR B AR AR AR B RRRRR IR B RRRRR AR B RRRRR AR BR R AR AR B R R A

#
# | [Document modes /
#

# Force Internet Explorer G/9/18 to render pages In the highest mode

# available 1n the various cases when 1t may not,

#

# https: </ hsivonen, £1/doct ypes#1 28

#

# 010 Starting with Internet Explorer 11, document modes are deprecated,
# If your business still rellies on older web apps and services that were
# designed for older versions of Internet Explorer, you might want to

# consider enabling Enterprise Mode throughout your company,



#

# httoe ssmsdn, mi crosoft, comsen-uss11 brarys1 esbgl 82625 aspx#docmode

# httoe /7Bl ogs msdn, comsbel esarchi ves2a1 47847827 5t ay-up-t o-dat e-wi th-ent erpri se-mode-ror-
Internet-expl orer-11, a5px

<IfModul e mod_headets, c

Header set X-UR-Compatible "IE=edge”

# ‘mod_headers’ cannot match based on the content-type, however,

# the "Y-UA-Compatible’ response header should be send only for

# HTHAL documents and not o the other resources,

£FilesMatch "+,
¢ appcachel atoml bbawl bmpl crxl cssl curl eotl 4 abpyl f1% geojsonl gi fl htcl icol jpe?
gl jsl jsonC1dy?
| mel av11 mani festl mapl mpdl oexl ogl agwll opusl ot f1 pdfl pngl rdfl rssl saf ariextzl svgz?
| swfl topojsonl tt0cf 1l txtl voard vofl witl webappl webl mpd | wof £ 271 x1ocl xmll xpi 14" >

Header unset X-UA-Compatible

£/FilesMatch:

<41 fModul e

#
# | Iframes cookles /
#

# Allow cookies to be set from Iframes 1n Internet Expl orer,
#

# httoe ssmsdn, microsoft, comsen-uss11brary/ ms537343 a5px

# httpe Zswww, w3 oFgs TRS 2866 CR-FP-Z060] 21 57

# <IfHodul e mod_headers, cr
# Header set P3P "policyref=\"/w3c/p3p xml ", CP=\"IDC DSP COR ADM DEYI TAIT PS5A P50
IvAl IT¥Di COWD HIS OUR THD CHTV™"

<1 FHodul e

VA R S S e e
# # NECIA TYFES AHD CHARACTER EHCODIHES #
VA R S S

#
# 1 Media types /
#




# Serve resources with the proper media types OF, k. 4 MIME types),
#

# https: < Swww, 1303 orgsassi gnment s/medi a-t ypessmedi a-t ypes, xhtml
# https: </httpd spache orgsdocsscurrent s mods mod_mi me, Bt ml #addt ype

£<IfModul e mod_mime,

# Data 1nterchange

AddType applications json json map topojson
AddType applicationsld+json jsonld

AddType applicationswnd. geo+json Qe jSon

AddType applicationsxml atom rdf rss xml

# Javascript

# Hormallze to standard toype
# https: //tool s 1etf, orgsbtml Arfod3298sect] on-7, 2

AddType applications javascript is

# Manifest files

#If you are providing 3 web application mani fest file (see

# the specification: https /7w3c, gi thub, 1o/mani festsr, It 1s

# recommended that you serve 1t with the applicationsmani fest+json
# media type,

#

# Fecause the web spplication mani fest file doesn't hawve 1ts

# own unigue file extension, you can set 1ts media type &1 ther
# by matchi ng:

#

# 13 the exact location of the file (this can be done using a

# directive such a5 “<lLocation: ., but 1t will HOT work In

the ', htaccess file, so you will have to do 1t In the main
server configuration file or inside of a "<¥irtualHosts"

cont a1 nery

e q.:

H O O OB " OB R

¢Location "/ well-knownsmani fest, json”:



# AddType appl 1cationsmani fest +js0n Json

# </Location:

#

# 20 the filename (this can be problematic a5 you will need to

# ensure that you don't have any other file with the same name

# as the one you gave to your web application mani fest rilel

#

# & 0q

#

# <Files "mani fest, json">

# AddType appl 1cationsmant fest +js0n Json

# </Files:

AddType applicationsx-web-app-mani f est+json webapp

AddType text/cache-mani fest appcache mani fest
# Media files

AddType audi o/ mpa fda fdb mda

AddType audiofogg 0ga 0gg opus

AddType image/bmp bmp

AddType image/webp webp

AddType i deo/mpa fdv fdp mdv mpd

AddType wideo/ogg ag

AddType wvideo/webm webm

AddType wideosx-f1w flw

AddType imagesswg+xml Vg SVOE

Il

# Serving T ico’ Image files with a different media tupe
# prevents Internet Explorer from displaying then as 1mages:
# https: ~/gl thub, comshSbps it ml 5-

boi 1 erpl 3t escommi -3 75T ecA9Ad081 3502640591 beddocb2653adf See

AddType imagesx-icon cur ico
# Web fonts
AddType applicationsfont-woff wof f

AddType applicationsfont-woff2 wof f 2
AddType applicationswnd ms-fontobject eot



# Browsers usually 1gnore the font medis types and simply sniff

# the bytes to figure out the font type,

# httpos: ssmimesni £, spec, what wg, orgs#mat chl ng-a-ront -t ype-pat tern
#

# However, Blink and Webk1t based browsers will show & w&rni mg
#1n the console I1f the following font types are served with any
# other medis types,

AddTupe applicationsx-font-ttf tto tif
AddType font/sopentype otf
# Other

AddTupe applications/octet-stream safariextz
AddTupe applicationsx-bb-appworl d bbaw
AddTupe applicationsx-chrome-extension crx
AddTupe applicationsx-opera-extension OEx
AddTupe applicationsx-xpinstall xpi
AddType textswcard voard wef
AddType text/wnd rim location. xloc xl o
AddType textswit wit
AddType text/x-component htc

<41 fModul e

#

# | Character encodl ngs /

#

# Serve all resources 1abeled a5 textshtml or textsplain’

# with the medis type "charset’ parameter set to UTF-8,

#

# https: /7Rt tpd apache, orgsdocsscurrent. s modscore [t ml #3ddder aul tcharset

AddDef aul tCharset utf-5

# Serve the following file types with the media type "charset’
# parameter set to UTF-8
#



# https: //httpd apache orgsdocss curtent s mods mod_mi me, bt ml #addcharset

<IfModule mod_mime,
AddCharset utf-& . atom
. bbaw
L BS54
. geojson b
R
. json b
cjsonld N
Crdfoy
L PS54
topojson b
vkt
webapp M
cxloc
. xml
</TfModul e

C SR S
# # FEWRITES #
L SR S S

#
# | Rewrlte englne /
#

(1) Turn on the rewite engine (this 15 necessary 1n order for

the RewriteRule directives to work),

https A7kt tpd, apache, orgs/docs:current < mods mod_tewl te bt ml #Rew1 t eEngi me
(20 Enable the "FollowSymlinks option 1f It 1sn't already,

https <7kt tpd, apache, orgsdocscurrent modscore bt ml #opt 1 ons
(30 IF your web host doesn't allow the "FollowSymlinks option,

you rneed to comment 1t out or remove 1t, and then uncomment

the "Options +5ymlinkslfOunertiatch 1ine ¢4, but be aware

of the performance 1mpact,

L T I T T T I L



# http= A7kt tpd, apache, orgs/docs,current <ml sc/perf -t uni ng, bt ml #5yml 1 k=
#

# ¢ Some cloud hosting services will require you set  Rewrl teBase’,

#

# htto </ uw, Fack space, comsknowl edge_cent ers freguent 1 y-asked-guest 1 ons/why-1 5-
modtewrl te-not —workl ng-on-my-=s1 te

# http= 7kt tpd, apache, orgs/docscurrent modsmod_rewrl te, html #rewrl tebase

#

# (5 Depending on how your server 15 set upe you may also need to

# use the Rewritellptions directive to enable some options for

# the rewlte englne

#

# http= A7kt tpd, apache, orgs/docscurrent < modsmod_rewl te, html #rewl teopt 1 ons

<IfModul e mod_rewrite, o

# 01
RewriteEngine On

# (20
Options +FollowSumlinks

# (350
# Options +5ymlinkslfOwnertat ch

# 0
# Fewrl teBase

# (51
# Fewrl telptlons <optlons:

AT Modul e
#

# 1 Forcing “https: /7~ /
#

# Redirect from the "http: ## to the "https: A* wersion of the LUREL,
# https: <s/wi ki, apache, orgsht tpdsRewl t eHTTPToHTTRS

H AT EMAA]l & med a1+~



# Rewri teEngl ne On

# Rewr] teCond XCHTTPS: ! =on

# RewriteRule ™0, #1¢ https: /7 XCHTTP_HOST /%1 [R=361, L]
<1 FHodul e

#
# | Suppressing / Forcimg the “www =~ at the beginning of URLs /
#

# The same content should never be avallable under two di Frerent
# URLs, especially not with and without “www, =~ at the beginnd ng
# This can cause SE0 probl ems (duplicate content’, and therefore,
# you shoul d choose one of the al ternatives and redirect the other
# one,

#

# By default “Option 1™ ¢rno “www "3 15 activated

# http: <sno—www orgefag photg=cl ass5_6b

#

# If you would prefer to use Option 2°, just comment out all the
# 1ines from Option 1™ and uncomment the ones from Option 27

#

# (!0 NEVER USE BOTH RULES AT THE SAME TIME!

# Option 1 rewlte www exampl & com + exampl & com

£IfModule mod_rewrite, o
RewriteEngine On
RewriteCond %{HTTPSY ! =on
RewriteCond #CHTTP_HOSTY “wwwh, . +3% [HC]
RewriteRule ™ http /7% B{REQUEST_URI [R=381, L]
<41 fModul e

# Option 2 rewlte exampl e com + www, Exampl 2 com

#

# Be awate that the following might not be 3 good 1dea I you use “real”
# subdomains for certaln parts of your website



# <IrModul e mod_rewte ck

# Rewr1 teEngi me On

# Rewri teCond ZCHTTPS: 1 =on

# Rewri teCond XCHTTP_HOST? ! “www', [HCT

# Rewri teCond #SERVER_ADDR: ! =127, 8, 4, 1

# Rewri teCond X SERVER_ADDR: ! =:: 1

# RewriteRule ™ httpe /s www, ZEHTTP_HOSTHECREQUEST_LRI} [R=541, L]
# /T fModul e

E
# # SECURITY #
E

#
# 1 Clickjackimg /
#

# FProtect website agalnst clickjacking

#

# The example below sends the ~X-Frame-0Options  response header with
# the wvalue "DENY , Informing browsers not to display the content of
# the web page in any frame,

#

# This might not be the best setting for everyone You shoul d read

# about the other two possible values the ~X-Frame-0Options  header

# field can have: “SAMEORIGIN and ~ALLOW-FROM

# https: //tool s 1etf, orgshtml Arfo7a348sect] on-2 1,

#

# Keep in mind that while you could send the s-Frame-Options header
# for all of your website’s pages, this has the potential downside that
# it forbids even non-malicious framing of yow content (e g when

# users visit your website using a Google Image Seatch resul ts pagel,
#

# Monethel ess, you should ensure that you send the " s-Frame-Options
# header for all pages that allow 3 user to make a state changl ng

# operation (e g pages that contain one-click purchase 11nks, checkout
# or bank-transrer confirmation pages, pages that make permanent

# configuration changes, etc. b,

#

# Sending the X-Frame-0ptions header can also protect your website



# against more than just cllckjacklng attacks:

# https: </ocuress desxfo-clck jackl ng, pdf,

#

# https: </tool s 1etf, orgshtml Arfc7a54

# httpe /7Bl ogs, msdn, comsbel el nt ernal s7archl ves 261 BCAse 368,/ combat 1 ng-cl 1 ok jackl my-wi th-x-
frame-opt1 ons, aspx

# https: <l www, owasp, orgsl ndex, phpeCl1 ok jackl mg

# <Iffodul e mod_headers, c»

Header set X-Frame-Options "DEHY"

# ‘mod_headers’ cannot match based on the content-tuype, however,

# the "s-Frame-Options’ response header should be send only for

# HTHL documents and not for the other resources,

Filestiatch "4,

( apprachel at oml bbawl bmpl crxl =55 curl eotl] F40abpwll 11y geojsonl gi £ htcl ool jpe?

H R O B W

gl j=l jsoncldr?

| mdL 37/ mani fest! mapl mpdl oexl ogl agwl! opus/ ot £ pdfl pngl rdfl Fssl 5afarl ext zl svgz?
| swfl topo jsonl ttLcrll tat] veard vofl vt t] webappl webl mpll wof F27 xl ool xml] xpl 2 $" >
# Header unset s-Frame-Opt1ons

# </Filestatch:

# </TfHodul e

#
# | Content Security Policy (CSF /
#

# Mitigate the risk of cross-site scriptimg and other content-1njection
# attacks,

#

# This can be done by setting 3 Content Security Policy  which

# whitellsts trusted sowces of content for your website,

#

# The example header below allows OMLY scripts that are 1oaded from the
# current website's origin Cno Inline scripts, no COH, etct, That al most
# certainly won't work 35-15 for your website!

#

# For more details on how to craft a reasonable policy for you website,
# read http s www, Btml Sock s, comsendt ut orl 31 s/securl tuyscont ent -securi ty-pol 1oy
# Cor the specification: http: /v, w3 orgs TRACSPLL A0, Also, to make

# things easier, you can use an onllne C5F header generator such as:

# httpe /7/cspl sawesome, comd,



# <IfHodul e mod_headers, cr

Header set Content-Security-Folicy "script-src "self'; object-src 'selr'”
# “mod_headers’ cannot match based on the content-type, howsver,

# the Content-Security-Folicy response header should be send

# only ror HTHL documents and not for the other resources,

Filestlatch "4,

{ apprachel at oml bbawl bmpl crxl cssl curl eot] 40 abpyl] £1v geojsonl gi £l htcl ool jpe?

H OR " OB W

gl jsl jsoncldr?

| mdL 311 mani rest! mapl mpdl oexl ogl agv]] opus/ ot £ pdfl pngl rdfl rssl safari extzl svgz?
| swrl topojsonl ttLcf1l txt] veard vofl vt t] webappl webl mpd] wof F27 xl ocl xml] xpl 1 §"
# Header unset Content-Securi ty-Policy

# </F1lestlatch

# <1 FHodul e

#
# | File access /
#

# Block access to directories without s default document,

#

# You should 1eave the following uncommented, a5 you shouldn't allow
# anyone to surt through every directory on your server (which may

# includes rather private places such as the CHS' s directories),

<IfModul @ mod_aut ol ndex, o
Options -Indexes
AT FModul e

# FBlock access to all hidden files and directories with the exception of
# the visible content from within the "/ well-knowns  hidden directory,
#

# These types of files usually contain user preferences or the preserved
# state of an utility, and can Include rather private places 1ike, for

# example, the " git’ or ', swn directories

#

# The "/ well—knowns directory represents the standard ¢RFC 5765 path
# prefix for "well-known 1ocations” (e g : '/ well-knownsmani fest. json’,
# "/ well-knownskeybase, txt b, and therefore, access to [ts visible



# content should not be bl ocked,

#

# https: ASwww, moot, net.sb1 ogs 261 87847877 wel 1 —knowrn
# https: //tool s 1etf, orgshtml /rfcE7E5

I fModule mod_tewrite, o
RewriteEngi ne On
RewriteCond ¥{REQUEST_URIZ "7 A% well-knownd (L™ A1+ A 70+%" [HCI
RewriteCond #{SCRIPT_FILEMAMEY -d [OR]
RewriteCond #{SCRIPT_FILEMAMEY -f
RewriteRule "C7°1 /% " - [F]
</TfModul e

# FBlock access to files that can expose sensitive 1nformation,

#

# By default, block access to backup and sowce files that may be

# 1erft by some text editors and can pose 3 securlty risk when anyons
# has access to them,

#

# http A/ feross orgsomspl of tr

#

# 010 Update the "<Filestiatch:  regular expression from below to

# include any files that might end up on yow production server and
# can expose sensitive 1nformation about yow website  These f1les may
# include: configuration files, files that contain metadata about the

# project (e g project dependencies), bulld scripts, etco,

£FilesMatch "C°#, =# %, Cbakl confl distl flalinfcill logl psdl shl sqll swloplal "1 4"

# Apache « 23

<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
Satisfy ALl

</TfModul e

# Apache 2 2,3
<IfModul e mod_authz_core,
Fequire all denied



AT Modul e
</FilesMatchs
#

# 1 HTTF 5trict Transport Security (HSTS) /
#

# Force client-side 550 redirection,

#

# If 3 user types example com In thelr browser, even If the server

# redirects them to the secure version of the website, that still leaves

# a3 window of opportunity Cthe initial HTTF connection) for an attacker

# to downgrade or redirect the reguest,

#

# The followlng header ensures that browser will OHLY connect to your

# server via HTTPS, regardl ess of what the users type in the browser' s

# address bar,

#

# 013 Remove the '1ncludeSublomains’ optional directive IF the website's

# subdomai ns are not usimg HTTFES,

#

# httpe /7w, Bt ml Brocks, comsenstut ol 3l 5/5ecurt tystransport -1 ayer-securt tuys

# https: </tool s 1etf, orgshtml Zdeart -1 et F-websec-stri ot -t Fansport —-sec-1 d#t=sect 1 on-6, 1
# httpe /7Bl ogs, msdn, comsbel eI nt ernal 52 archl ves 261 408871 8¢ hst 5-5t el of -t ransport —securl ty-
at t acks-mi t1gations-depl oyment -kt tps, aspx

# <IfHodul & mod_headers, cx
# Header set Strict-Transport-5ecuri ty "max—-age=1 6A7A488; 1 ncl udesubbomal ns"
# <71 FHodul e

#
# | Reducing MIME type securlty risks /
#

# Frevent some browsers from MIME-3ni Ff1ng the response

#

# This reduces exposure to drive-by downl oad attacks and cross-origin
# dats leaks, and should be 1eft uncommented, especially 1 the server
# 15 serving user-upl oaded content or content that could potentially be
# treated as executable by the browser,



#

# http Ao, 511 deshare, net s hasegawayosuk e owasn—-hasegaus

# http: /7Bl ogs, msdn, comsbel esarchi ves 20058/ 877 821 e8-securl ty-part —v-comprehensi ve—
protection aspx

# http: Armsdn, microsoft, comsen-ussl1brarysl esggb22941, aspx

# https: <smimesnd £, spec, what wg, org”

<IfModule mod_headers, c
Header set X-Content-Tupe-Options “nosniff"
<SIfModul e

#
# | Rerflected Cross-5ite Scripting (%5550 attacks /
#

(1) Try to re-enable the cross-site scripting (X550 filter built
Into most web browsers,

The filter 15 usually enabled by defaul t, but in some cases 1t
may be disabled by the user, However, 1n Internet Explorer for
example, 1t can be re-enabled just by sending the
N-NS5-Frotection’ header with the value of "1,

21 Prevent web browsers from rendering the web page 1f a potential
reflected (& k. 3 non-persistents X55 attack 15 detected by the
filter,

By default, If the filter 15 enabled and browsers detect a
reflected X¥55 attack, they will attempt to block the attack
by making the smallest possible modi fications to the returned
web page,

Unfortunately, 1in some browsers (e g ! Internet Explorerd,

this default behavior may allow the X¥55 filter to be explol ted,
thereby, it's better to inform browsers to prevent the rendering
of the page al together, 1nstead of attempting to modify 1t

http: 7/ hackademi x nets2809/.11 /21 71 es-x55-11 ter-creat es-xss—vul nerabi 11 t1 es

1y Do onot rely on the ¥55 filter to prevent %55 attacks! Enswe that

O O O W OB OH O™ R O O W O™ O O™ O O™ O O O™ R O™ R W O™ W

you are takimg all possible measures to prevent %55 attacks, the



# most obvious bei g walldating and sanitizing your website's 1nputs,

#

# httpe /7Bl ogs msdn, comsbel el archi ves 20856/ A7, 82,1 e8-securl ty-part -1 v-t he-xss-fi1ter, aspx
# httpe /7Bl ogs msdn, comsbel el nt ernal s/archl ves2a1 1/81 731 A cont rol 11 mg-the-1nt ermet -

expl oret-xs5-111ter-wi th-t he-x-xss-prot ect 1 on-ht t p-header, aspx

# https: < S ww, owasp, orgsl ndex, phpsCross-s1te_Scrl ptl ng_ Z2E555529

# <IfModul e mod_headers, cr

# (13 L2

Header set X-X55-FProtection "1: mode=block”

# ‘mod_headers’ cannot match based on the content-tuype, however,

# the "s-X55-Frotection’ response header should be send only for

# HTHL documents and not for the other resources,

Filestiatch "4,

( apprachel at oml bbawl bmpl crxl cssl curl eot] 490 abpy]] 11w geojsonl gi £ htcl ool jpe?

#
#
#
#
#
#

gl jsl jsoncldr?

| mdL 37/ mani rest! mapl mpdl oexl ogl agv]] opus/ ot £ pdfl pngl rdfl rssl sarfari extzl svgz?
| swrl topojsonl ttLcrll txt] veard vofl vt t] webappl webl mpd! wof F27 xl ool xml] xpi 18"
# Header unset X-X55-Frotection

# </F11estat ch:

# /T fModul e

#
# | Server software 1nformation /
#

# Frevent Apache from sending in the Server response header 1ts

# exact wversion number, the description of the generic 05-type or

# information about 1ts complled-in modul s,

#

# 010 The "ServerTokens directive will only work In the main server

# configuration file, so don't try to enable 1t in the . htaccess filel
#

# https: A7httpd apache orgsdocsscurrent smodscore html #servertokens

# ServerTokens Prod
It B R R R A R A A i

# # WEE FERFUORMAHCE #
E



#
# | Compression /
#

<IfModul e mod_deflate, o>

# Force compression for mangled Accept-Encoding request headers
# https: s sdevel oper, yahoo, comsbl ogssydns pushi ng-beyond-gz1 ppl ng-25661, Lt ml

£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase "0 Accept-EncodXngl ¥-cept-Encodi ngl X{1531 “{153]1 -{1532 %
“{gzipl deflate)hss, Tvs=)+ [X"-1{4d, 133% HAVE_Accept-Encoding
FequestHeader append Accept-Encoding "ogzip, deflate” env=HAVE_Accept-Encoding

/I fModul e
/I fModul e
# _________________________________
# Compress all output 1abeled with one of the following media types,
#
# (13 For Apache versions below version 203 7 you don't need to
# enable “mod_filter’ and can remove the <IfModule mod_filter, o3’
# and “</IfModul ex” 1ines as AddOutputFilterBylype’ 1s still in
# the core directives,
#
# https: </httpd apache. orgsdocsscurrent smodsmod_f11ter, html #addout put 111t erbyt ype

<IfModule mod_filter, c

AddOutputFilterBuType DEFLATE "applicationdatom+xml” %
"applications javascript" A
“applications json" A
“applicationsld+json” A
"applications/mani fest+json" A
“applicationsrdf +xml" A
"applicationsrss+xml” A
"applicationsschema+json” A
"applicationsvnd. geo+json” &
"application/vnd ms-fontobject” &
“applicationsx—font-ttf"

' ' ' '
"arrld matd Aald v dasemri nd A
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"applicationsx—web-app-mani fest+json” A
"applicationsxbtml+xml”
"applicationsxml" %

"font/eot" &

"font/opentype” &

"imagesbmp"

"imagessva+xml" N

"imagesvnd, microsoft, icon® &
"imagesx-icon" A
"text/cache-mani fest" A
"texticss" A

"text/html" N

"text/ javascript” A
"textsplain® A

"textSvoard A
"textSvnd rim location, xloc" M
"textSvtt" N
"text s x—component” A

"text s x-cross-domai n-policy” &
"textxml”

AT FModul e

# Map the following r11ename extensions to the specified

# encoding type 1n order to make Apache serve the f1le types
# with the apporopriate Content-Encoding response hesder

# (do note that this will HOT make Apache compress them! b,

#

# If these rfiles types would be served without an approprl ate
# ‘Content-Enable’ response header, client applications (e g !
# browsers) wouldn't know that they first need to uncompress
# the response, and thus, wouldn't be able to understand the
# content,

#

# https: </httpd apache. orgsldocsscurrent Smodsmod_mi me. bt ml #addencodl ng

<IfModul e mod_mime, o
AddEncoding gzip svgz

AT S kA T o
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<A Modul e

#
# | Content transformation /
#

# Frevent Intermedi ate caches or proxies (e g ! such as the ones
# used by mobile network providersy from modl fying the website's
# content,

#

# https: </tool s 1etf, orgshtml /vrociel B#section-14 9 5

#

# 010 It you are using mod_pasgespeed ., please note that setting
# the Cache-Control: no-transtform’ response header will prevent
# PageSpeed’ from rewriting HTHL™ files, and, 1f the

# ModPagespeedll sabl eRewr] telnNoTransform  directive isn't set
# to ‘off ., also from rewting other resources

#

# https: < /devel opers, googl e, coms speedy pagespecd: modul e/conf1 gur-at 1 on#not ransrorm

# <IfHodul e mod_headers, cx
# Header merge Cache-Control “no-transform”
# <1 FHodul e

#
# 1 ETags /
#

# Remowve ETags a5 resources are sent with far-future explres headers,
#

# https: Asdevel oper, yahoo, comspert ormancesul es, html #2tags

# https: //tools 1etf, orgshtml Arfo72324sectl on-2 3

# FileFTag Hone doesn't work in all cases
<IfModul e mod_headers, ¢

Header unset ETag
</TfModul e

FileETag Hone



#

# | Expites headetrs /
#
# Serve resources with rfar-future explres headers.
#
#0130 If you don't control versioning with £11ename-based
# cache busting, you shoul d consider 1owering the cache times
# to something 11ke one week,
#
# https: #/httpd apache. orgsdocsscurt-ent S modysmod_expl res, hitml
£IfModul e mod_expires. o
ExpiresActive on
Expireshefaul t "access plus 1 month"
# L55
ExpiresByTuype text/css "access plus 1 year”
# Data I1nterchange
ExpiresByTuype applicationdatom+xml "access plus 1 hour”
ExpiresByTupe applicationsrdf+xml "access plus 1 hour”
ExpiresByTupe applicationsrss+xml "access plus 1 hour”
ExpiresByType applicationd json "access plus A seconds"
ExpiresByType applicationdld+json "access plus A seconds"
ExpiresByType applicationsschema+json "access plus A seconds"
ExpiresByType applicationdvnd. geo+json "access plus A seconds"
ExpiresByType applicationdxml "access plus A seconds"
ExpiresByType text/xml "access plus A seconds"
# Favicon (cannot be renamed! ) and cursor 1mages
ExpiresByType imageswnd. microsoft, icon "access plus 1 week"
ExpiresByType imagesx-1icon "access plus 1 week"
# HTHL
ExpiresByType text/html "access plus A seconds"

# Javascript



ExpiresByTupe application/ javascript "access
ExpiresByTupe applicationsx-javascript "access
ExpiresByTupe text/javascript "access

# Manifest rfiles
ExpiresByTupe applicationdmani fest+json "access

ExpiresByTupe applicationdx-web-app-manifest+json  "access
ExpiresByTupe text/cache-manifest "access

# Media riles

ExpiresByType audiosogg "access
ExpiresByTupe imagesbmp "access
ExpiresByTupe imagesaif "access
ExpiresByTupe image’ jpeq "access
ExpiresByTupe imagespng "access
ExpiresByTupe imagesswg+xml "access
ExpiresByTupe wideos/mpd "access
ExpiresByType wideosogg "access
ExpiresByType wideoswebm "access
# Web ronts

# Embedded OpenType (EOTI
ExpiresByTupe applicationdwnd ms-fontobject "access
ExpiresByType font/eot "access

# LpenType
ExpiresByType font/opentype "access

# TrueType
ExpiresByTupe application/x-font-ttf "access

# Web Opern Font Format CHOFF 1, 8

ExpiresByTupe application/font-woff "access
ExpiresByTupe applicationdx-font-woff "access
ExpiresByTupe font/woff "access

# Web Open Font Format CHOFFD Z 8
ExpiresByTupe applicationsfont-woff2 "access
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# 0ther

ExpiresByTuype text/x-cross-domain-policy "access plus 1 week"
</ fModul e
#
# | File concatenation /
#

# Allow concatenation from within specific files,

#

#eg:

#

I you have the following 1ines in a file called, for
exampl e, maln, combined, js':

¢! —#include rile="js/jquery js" --»
I ——#include f11e="js/jguery timer, js" —->»

Apache will replace those 11nes with the content of the

H O O R O™ R " W

speci fied files,

I FModul & mod_1 ncl ude, c:
¢Filestlatch "%, combi neds, js§" >
Options +Incl udes
Addiut put F1 1 terByType THOLUDES 5pplication javascript 4
appl 1 ati onsx—javascript 4
texts javascript
SetOutput Filter THCLUDES
</F11estatch:
Filestiatch "\ combined'. cssg">
Options +Incl udes
Addiut put F1 1 terByType THOLUDES text/css
SetOutput Filter THCLUDES
</F11estatch:
</ T FHodul e

H W O R O R O R O[T O™ T O™ R W

#
# | Filename-based cache bustimg /
#




# If you're not using a bulld process to manage your £11ename version

# revving, you might want to consider enabling the following di Fectlves

# to route all requests such a5 /Astyle 12345 css to Astyle css ),

#

# To understand why this 15 Important and even a better solution than

# using something 1ike "% css?231°, please see

# http Arwww, stevesouders, comsbl ogs 2686, A6, 25/ revyvl ng-r1 1 enames-dont -use-guerystri ngs

# <IrModul e mod_rewdte c:

# Rewri teEngl me On

# Rewr] teCond XCREQUEST_FILEHAMEZ ! -f

# RewriteRul e ©C, +3%, Chd+ds, Cbmpl cs5/ curl gi 111 col joe?gl 5 pngl svgz? webpi g #1. $3 [L]
# </TfHodul e



