Options -Indexes -Multiviews +FollowSymlinks
Serversignature OFf

<IfModul e mod_headers, o
Header unset X-Powered-By
< I T Modul e

<IfModul & mod_headets, c
¢FilesMatch "%, Ceotl otfl tELcfll wof 270 g"
Header set Access-Control-Allow-Origin ="
£/FilesMatch:
<A1 fModul e

# Serve resources with the proper media types (f, k. a3 HIME typess,
# httpos < Swww, 1503, orgsassi gnment s7medi -t ypessmedi -t ypes, xhtml
# https: <rhttpd apache. orgsdocsscurent smodsmod_ml me. html #3ddt ype
<IfModul e mod_mime, o

# Data 1nterchanges

AddTupe applicationsatom+xml at.om

AddTupe applications json json map topojson
AddTupe applicationsld+json jsonld

AddTupe applicationsrss+xml ras

AddTupe applicationswnd geo+json gQen json

AddTupe applicationsxml rdf xml

# Javascript

# Hormallze to standard type.
# https: </tools 1etf, orglhtml Arfod329sect on-7, 2

AddTupe applications javascript is

# Manifest files

AddTupe application/mani fest+json webmani fest
AddTupe applicationsx-web-app-mani fest+json webapp

[ S [P L, R I I I i e B ————— -l -



HOOTUPE LEXLs CJCTNE—Marl 1 2L
# Media riles

AddType audi o/ mpa
AddType audiofogg
AddType image/bmp
AddType imagesswg+xml
AddType image/webp
AddType wi deo/mpa
AddType wideo/ogg
AddType wideo/webm
AddType wideosx-f1w

# Serving . ico’ Image files with a different media

appcacne

fda fdb mda

0ga 0gg opus
bmp

svQ SvQZ

webp

fdv fdp mdv mpd
agy

webm

flw

type

# prevents Internet Explorer from di splaying then as 1mages

# https: </gi thub, comsh5bps/html 5-

bt 1erpl at e/ commi t/3 7051 ecA9AIAAT 350e64059] boddohZA5aad1 Gee

AddType image/x-icon

# Web fonts

AddType applicationsfont-woff
AddType applicationsfont-woffZ
AddType application/vnd ms-fontobject

cur ico

wof f
woffZ2
ent

# Browsers /_/5/_/511y Ignore the font media types and simply =snifr

# the bytes to figure out the font type

# https: <smimesnl £, spec, what wg, orgs#mat chi ng-a-font -t ype-pat tern

#

# Howewer, Blink and Webkit based browsers will show 3 warnd mg

#1in the console 1f the following font types are st

# other media types,

AddType applicationsx—font-ttf
AddType font/opentype

# Ot her

AddType applicationsoctet-stream

yved with any

tte tif
ot f

safariextz



Hddlype applicationsx-bb-appworld bbaw

AddType applicationsx-chrome-extension (o!
AddType applicationsx-opera-extension QB
AddType applicationsx-xpinstall xpl
AddType text/wcard voard wof
AddType text/wnd rim location. xloc xl oo
AddType textswit wit
AddType text/x-component htc
/I fModul e

# Serve all resources labeled as textshtml or textsplain’

# with the medis tuype "charset parameter set to UTF-8

# https: /7Rt tpd apache, orgsdocsscurrent. modscore [itml #3ddder aul tcharset
AddDef aul tCharset utf-5

# Serve the following file tupes with the media type charset’
# parameter set to UTF-8,
# https: #/httpd apache. orgsdocsscurtent modsmod_mi me. fitml #addcharset
<IfModule mod_mime, >
AddCharset utf-5 . atom
. bbaw
L BS54
. geojson M
R
. json b
. jsonld A
.manifest %
Crdf o
PS54
. topojson b
vt
webapp M
. webmani fest
Cxloc s
. xml
/I fModul e

<IfModul e mod_rewrite, o
FewriteEngine On



# Set KCEMW: FROTO} wariable, to allow rewites to redirect with the
# pporopriate schems automatically Chttp o httpss,
RewriteCond %{HTTPSY =on
RewriteRule ™ - [env=proto: https]
RewriteCond %{HTTPSY ! =on
RewriteRule ™ - [env=proto: httpl
<A1 fModul e

# Redirect from the "http /s to the "https: /7 version of the LRL,
# https <s/wikl, apache, orgesbt t pdeRewl teHTTPToHTTRS
# <IfModul & mod_rewte cx
# Rewri tefngl ne On
# Rewr] telond XCHTTPS: ! =on
# RewriteRule 7, 1% https: </ ZCHTTP_HOST A %1 [R=361, L]
o1 FHodul g

# Option 1 rewlte www exampl & com — exampl 8 com
£IfModule mod_rewrite. o

RewriteEngine On

RewriteCond %{HTTPSY ! =on

RewriteCond #CHTTP_HOSTY “wwwh, . +3% [HC]

RewriteRule ™ #{EMM: PROTOX: ¢/ %1 %{REQUEST_URIZ [R=361, L]
<A1 fModul e

# Option 2 rewlte exampl e com — W, Sxampl 8 com

# Be aware that the following might not be 3 good 1dea I you use “real”
# subdomains for certaln parts of your website

# <IfModul & mod_rewts cx

# Rewri tefngl ne On

# Rewr] telond XCHTTPS: ! =on

# Rewri teCond ZHTTP_HOST? ! “www', [HCT

# Rewri teCond ZSERYER_ADDR: | =127, 8 4, 1

# Rewri teCond HSERYER_ADDR: 1=::1

# RewiteRule ™~ XCEMY: PROTOM: </ www, ZCHTTP_HOST EREGUEST_LURI [R=3A1, L]

# T FHodul e

# Frevent some browsers from MIHE-sni Ffing the response,

# htto /s www, 511 deshare net s hasegauayosuk e/ owasp-haseqaus

# httoe /7Bl ogs msdn, comsbel esarchi ves2A656,/ 87/ 82,1 ef-securl ty-part —v-comprehensi ve-
protection aspx

# httpos: ssmsdn mlcrosoft, comsen-ussl1brarys e/ ggble94d1, aspx



# https: <smimesnl £, spec, what wg, org”
<IfModul e mod_headers, ¢

Header set X-Content-Type-Options “nosniff"
</TfModul e

# Compression
<IfModule mod_deflate, o

# Force compression for mangled “Accept-Encoding request headers

# https: < /devel oper, yahoo, comsbl ogssydns pushl ng-beyond-gzi ppl ng-25661, html

I fModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase " Accept-Encodingl ¥-cept-Encodi ngl X{1531 “{153]1 -{1532 %
“({gzipl deflaterhss, Pvs=)+ [X"-1{4, 133% HAVE_Accept-Encoding
RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng
</TfModul e
</TfModul e

# Compress all output 1abeled with one of the followimg media types,

#

# (12 For Apache wersions below version 2 3 7 you don't need to

# enable “mod_filter’ and can remove the <IfModule mod_ filter, c»’

# and “<s/IfModuler” 1ines as AddOutputFilterByTuype’ 1s still in

# the core directives.

#

# https: //httpd apache orgsdocsscurrent smodsmod_f11ter, html #addout put 111 terbyt ype

#oIfModul & mod_rilter, cx4

AddOutputFilterBuTupe DEFLATE "applicationdatom+xml”
“applications javascript" A
“applications json" A
“applicationsld+json” A
"applications/mani fest+json”
“applicationsrdf+xml" A
"applicationsrss+xml” A
"applicationsschema+json”
"applicationsvnd. geo+json” &
"applicationsvnd, ms-fontobject”



“applicationsx—font-ttf"
"applicationsx-javascript” A
"applicationsx—web-app-mani f est+json" A
“applicationsxhtml+xml” %
“applicationsxml" %

“fontseot" &

“font/opentype” A

"imagesbmp"

"imagessvg+xml" N

"imagesvnd, microsoft, icon" A
"imagesx-icon" A
"text/cache-mani fest" &
“textsoss" A

“text/html" N

"text/ javascript" A
"text/plain" A

“textsvcard” N
“text/vnd rim location, xloc" %
textsvtt" A
"text/x-component” A

"text s/ x-cross-domal n-policy” &
"text s xml”

#/T FModul 2> #

# Map the followimg f11ename extensions to the specifled

# encoding type 1n order to make Apache serve the file types
# with the appropriate Content-Encoding response hesder

# (do note that this will HOT make Apache compress them! ).

#

# If these files types would be served without an appropri ate
# Content-Enable’ response header, client applications (e g :
# browsers) wouldn't know that they first need to uncompress
# the response, and thus, wouldn't be able to understand the
# content,

#

# https: </httpd apache orgsdocss curtent s mods mod_mi me, bt ml #addencodl ng

<IfModul e mod_mime. c»



AddEncoding gzip svgz
<A1 fModul e

AT Modul e

# Remove ETags as resources are sent with far-ruture explres headsrs,

# https: 7rdevel oper, yaboo, comsper Tt ormancesul es, [t ml #et ags

# https: #/tools 1etf, orglhtml Arfc7238fsect] on-2 3
# FileFTag MHone doesn't work in 3ll cases,
<IfModul & mod_headets, c

Header unset ETag
<A1 fModul e

FileETag Hone

# Serve resources with far-future expl res headers.

# https: </httpd apache. orgsdocsscurt-ent S modymod_expl res, html

<IfModul e mod_expires, o

ExpiresActive on
Expireshefault

# L.

)
'Ll%

ExpiresByTupe text/css

# Data I1nterchange

ExpiresByType applicationatom+xml
ExpiresByTuype applicationsrdf+xml
ExpiresByTuype application/rss+xml

ExpiresByTupe application json
ExpiresByType applicationsld+json
ExpiresByType applicationsschema+json
ExpiresByType applicationdwnd. geo+json
ExpiresByTupe applicationsxml
ExpiresByTupe text/xml

# Favicon (cannot be renamed! ) and cursor 1mages

"access

"access

"access
"access

"access

"access
"access
"access
"access
"access

"access

plus

plus

plus
plus
plus

plus
plus
plus
plus
plus
plus

—

=@ @D @@ @

mant b

year"

hiour"
hiour"
hiour"

seconds”
seconds”
seconds”
seconds”
seconds”
seconds”



ExpiresByTupe
ExpiresByTupe

# HTHL

ExpiresByTupe

# Javascript

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

# Media riles

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

# Web fonts

image/vnd. microsoft, icon
image/ x-1con

texthtml

application/ javascript
applicationdx-javascript
text/ javascript

# Manifest files

applicationd/mani fest+json

applicationdx-web-app-mani fest+json

text /cache-mani fest

audi o/ ogg
image/bmp
image/gif
image/ jpeq
image/ png

i mage/ svg+xml
i mage/ webp

wi deos mpd
videos ogg
videos webm

# Embedded OpenType (EOTI

ExpiresByTupe
ExpiresByTupe

# OpenType
ExpiresByTupe

applicationdvnd ms-fontobject
font/eot

font/opentype

"access

"access

"access

"access
"access

"access

"access
"access

"access

"access
"access
"access
"access
"access
"access
"access
"access
"access

"access

"access

"access

"access

plus
plus

plus

plus
plus
plus

plus

plus @

plus @

plus
plus
plus
plus
plus
plus
plus
plus
plus
plus

plus
plus

plus

—_ = = = = =t b et =

week"

week"

seconds"

ear"
ear"

ear"

week"
seconds"

seconds"

mont "
mont "
mont "
mont "
mont "
mont "
mont "
mont "
mont "

mont h"

mont h"

mont h"

mont h"



# TrusType

ExpiresByType applicationdx-font-ttf "access plus 1 month

# HWeb Opern Font Format CHOFFG 1, &

ExpiresByType applicationsfont-woff "access plus 1 month"
ExpiresByTuype applicationdx-font-woff "access plus 1 month"
ExpiresByType font/woff "access plus 1 month"

# Web Opern Font Format CHOFFD Z &

ExpiresByTupe application/font-woff2 "access plus 1 month"
# Other
ExpiresByType text/x-cross-domain-policy "access plus 1 week"
</ I fModul e

<IfModul e mod_rewrite, o
FewriteEngine On

# Determine the Rewritefase sutomatically and set 1t as environment variabl e

RewriteCond ¥{REQUEST_URIZ:: $1 “C/, +2/0, )1 %\2%
RewriteRule ", ) - [E=BASE: %11

# Filename-based cache busting

RewriteCond #{REQUEST_FILEMAMEY ! -f

FewriteRule 0, +3%, ([a-z@B-91{3232%, (bmpl cssl curl gifl icol jpet?gl jsl pngl swgz?
| webpl webmani fest)$ ECENY: BASES /41, $3 [LI
/I fModul e

# BEGIH WordFress

£IfModule mod_rewrite, o
FewriteEngine On

RewriteBase /

FewriteRule “indexh, php$ - [L]
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule . /index php CL]

AT FWAAn] a~



Te L

# EHD WotrdFPress



