¢<Files ", htaccess">
deny from all
</Files»

# https: </gl thub, comshsbpsfitml 5-bol 1erpl at eswl k170t access

# Apache conflguration file
# httpd apache orgldocsss, 2/ modysqul ckreference html

# Hote ., htaccess files are an overhead, this logic should be In your Apache config 1F possii
# httpd apache, orgsdocssz 2 howtosht access, html

# Technigues 1n here adapted from all over, 1ncloding:

# Kroc Camer: camendesign, coms, ht access

# peri shabl epress, coms/press,2Aa6,/a1 #1 85t upl d-ht access-trl ckss”
# Sample , htaccess file of CHS HOCDx:  modxcms, com

# If you run 3 webserver other than Apache, consider:
# gi thub, com/h5bps setver-confi gs

# shimansky - 551

Options +Includes

AddTupe "text/html; charset=UTF-3" . shiml . html . xhtml . php
AddOutputFilter IHCLUDES | shtml . biml . xhtml . php

<IfModul & mod_headets, c
£FilesMatch "%, © jsl cssl xmll sval gzl html 24"
Header append “ary: Accept-Encoding
£/FilesMatch:
<A1 fModul e

#
# Better wehsite experience for IE users
#

# Force the 1atest IE wersion, In varlous cases when 1t may fall back to TE7 mode
# gi thub, com/rails/rallsscommi t/1Z23eb25#commi tcomment -11 8928
# Use ChromsFrame 1f 1t's installed for a better experience for the poor TE folk

<IfModul & mod_headers, ¢

| PSS R R R I U O e By S, R L i e e S ——



neqaer SEL A-UR-LOmpdrli ol e LC-Ccage, Crr ome-1
# mod_headers can't match by content-type, but we don't want to send this headsr on +ever
£FilesMatch "M, jsl cssl gi fl pngl jpef?
gl pdfl xmll ogal ogal mdal ogyl mpdl mdvl webml sval swigzl eotl tf1 ot fl wof f1 icol webpl appoachel mani festl
¥
Header unset X-UA-Compatible
£/FilesMatch:
</TfModul e

#
# Cross-domaln AJAY reqguests
#

# Serve cross-domaln Ajax requests, di sabled by defaul t,
# enabl e-cors, org

# code googl e comspshitml Bsecurl tuswl K1/ Cross0rT gl nRequest Securl ty

#  <IfModul e mod_headers o>

#  Header set Access-Control -A11ow-0rigin “#"
# <A MModul e

#

# CORS-enabl ed 1mages (Borossori ging

#

# send CORS headers 1f browsers reqguest them: enabled by default for 1mages,

# devel oper, mozi 11 & orgsensCORS_Enabl ed_I mage

# bl og, chroml um orgs 2681 12877051 ng-cross-domal n-1 mages—1 n-webgl -and, fit ml

# hacks, mozilla orgs2al1..11 . us1 ng-cors-t o-1 oad-webgl -t ext ures-rrom-cross-domal n-1 mages:

# wiki, mozilla orgsSecuri tysRevi ewsscrossori gl nAt tri but e

I fModule mod_setervif, o
<IfModul e mod_headers, ¢
# mod_headers, y u no match by Content-Type?!
£FilesMatch "N, Coifl pngl jpe?gl sval svozl icol webp) $"
SetEnvIf Origin ":" IS_CORS
Header set Access-Control-Allow-Origin "#" enw=IS_CORS
£/FilesMatch:
</TfModul e

</TfModul e



#
# Webrfont access
#

# Allow access from all domains for webfonts,
# Alternatively you could only whitellst your
# subdomains 11ke "subdomal n exampl & com”,

<IfModul & mod_headers, ¢
¢FilesMatch "5, (ttfl ttcl otfl eotl woffl font, css)g" >
Header set Access-Control-Allow-Origin ="
£/FilesMatch:

<A1 Modul e

# shimansky - THDEY
Directoryl ndex index php index html index htm home xhtml home shtml serviceunawvail able. html

#
# Froper MIME type for all files
#

# shimansky - ADDTYFPE
AddType applications/x-httpd-php . php . xhtml .inc . class

# shimansky - httpe /2 habrababe, rusposts1 45269
AddType text/cache-manifest . appcache

# Javascript
# Hormalize to standard type (it's sniffed 1n IE anyways)
# tools 1etf, orgshtml Arfod329sect] on-7, 2

AddType applications javascript is

# Audi o

# hRttpe ~7habrababe, ruspost sl 955667
AddType audio/mpeg mp3

AddType audiofogg oga ogg
AddType audi o/ mpa m<a

# ¥ideo
AddType wideo/ogg ag
AddType wideo/mps mpel medy



AddTupe i deo/webm webm

# 5l

# Required for swg webfonts on 1FPad

# twitter, com/Font 5gul el sst atussl 4555540545
AddTupe  images swg+xml v SWgZ
AddEncoding gzip svgz

# Webront s

AddTupe applications/wnd ms-fontobject eot
AddTupe applicationsx-font-ttf ttf tic
AddType font/sopentype otf

AddTupe applicationsx-font-woff wof

# Assorted types

AddTupe images x—1icon ico

AddTupe image/webp webp

AddTupe text/cache-manifest appcache mani fest
AddType text/sx-component htc

AddTupe applicationsx-chrome—extension  crx
AddTupe applications/x-opera-extension  oex
AddTupe applicationsx-xpinstall xpi

AddTupe applicationsoctet-stream safariextz
AddTupe applicationsx-web-app-mani fest+json webapp
AddType text/sx-wvcard wiof

#

# Allow concatenation from within specific j5 and css files
#

# e g Inside of script, comblned, js you coul d have
# < —-#include rile="11bs/Jguery-1, 5 6 min js" —-3
# < ——#include r11e="pluginss jguery, 1dletimer, js" —-3

£

and they would be included into this single file

This 15 not In use in the boilerplate a5 1t stands You may

hoose to name your f1les in this way for this advantage or

%]

concatenate and minl fuy them manual 1y
01 s3b1 ed by defaul t,

O OR W W

# «<Filesflatch "%, combi neds, jsg">



44:%44:44:44:44:44:44:44:

B R

Options +[ncl udes

Addout put F11terByType THCLUDES applica
OutputFilter THCLUDES

Setl

</ F11esMat chs

<Filestatch "4,

ombi ned, cssg”

Options +Incl udes
AddOut put F11terbyType THCLUDES

Setl

</ F11esMat chs

OutputFilter THCLUDES

tions javasc

+1pt appl 1 catlons json

Gzip compressi

or

<IfModul e mod_defl ate, ¢

# Force derflate for mangled he

<IfModul e mod_setenwif, c»

<IfModule mod_headers, c>
“{ Accept -Encod<ngl X-cept -Encodi ngl ©{153 “{15%

SetEnvI fHoCase

Encoding

aders devel oper, yahoo,

com/bl ogssydnepost 542681 871 24 pushi rmg-t

-{1532% "i(gzipl deflaterhss,”

RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng

<A1 FModul e
<A1 FModul e

# HTHL, TXT, 55
<IfModule filter_modul e

FilterDeclare COMPRESS

FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider

COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS

Javascript.,

DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE

J50H,

AHL, HTL:

resp=Content-Tupe
resp=Content-Tupe
resp=Content-Tupe
resp=Content-Tupe
resp=Content-Tupe
resp=Content-Tupe
resp=Content-Tupe
resp=Content-Tupe
resp=Content-Tupe
resp=Content-Tupe
resp=Content-Tupe
resp=Content-Tupe
resp=Content-Tupe

$text/himl

$texticss

$text/plain

$text/xml

$text/ x-component
$applications javascript
$application/ json
$applicationsxml
$applicationsxhtml +xml
$application/rss+xml
$applicationsatom+xml
$application/vnd ms-fontobject
$1i mage/ swig+xml



FilterProvider COMPRESS DEFLATE resp=Content-Type $imagesx-1icon
FilterProvider COMPRESS DEFLATE resp=Content-Type $applicationsx—font-ttf
FilterProvider COMPRESS DEFLATE resp=Content-Type $font/opentupe
FilterChain  COMPRESS

FilterProtocol COMPRESS DEFLATE change=yes; byteranges=no

/I fModul e

£IfModule !mod_filter, c

# Legacy versions of Apache

AddOutputFilterBuTupe DEFLATE text/html text/plain text/css applications json

AddOut putFilterBuTupe DEFLATE applicationd javascript

AddOutputFilterBuTupe DEFLATE text/xml applicationsxml text/x-component

AddOut putFilterBuTupe DEFLATE applicationsxhtml+xml applicationdrss+xml applicationdatom+:
AddOut putFilterBuTupe DEFLATE imagex-icon imagessvg+xml applicationdvnd ms-fontobject app
/I fModul e

<A1 Modul e
#

# Expires headers (for better cache controll
#

# These are pretty far-future expires headers,

# They assume you control versioning with cachebusting guery params 11ke
# <script sro="application js7261 AAGAS"

# Additionally, consider that outdated proxies may miscache

# www, s5tevesouders, comsbl ogsEAa8, 85 253 revvl ng-r1 1 enames-dont —use-qgueryst i ngs’

# If you don't use filenames to version, lowsr the C55 and JS to something 11ke

# "access plus 1 week"” or =0,

£IfModul e mod_expires. o
ExpiresActive on

# Perhaps better to whitelist expires rules? Ferhaps,
ExpiresDefaul t "access plus 1 month"

# cache, appoache needs re-tequests In FF 3 6 (thanks Remy “Tntroduci ng HTHLED
ExpiresByType text/cache-manifest  “access plus A seconds"

# Your document hRtml



ExpiresByTupe text/himl "access plus @ seconds”

# [ata
ExpiresByTupe text/xml "access plus @ seconds”
ExpiresByTupe applicationsxml "access plus @ seconds”
ExpiresByTupe application json "access plus A seconds”
# Feed
ExpiresByTupe applicationdrss+xml  "access plus 1 hoor"
ExpiresByTupe applicationsatom+xml  “access plus 1 hour”

# Favicon (cannot be renamed?
ExpiresByTupe 1image/ x-1icon "access plus 1 week"

# Media 1mages, video, audio
# shimansky - counters are gif I1mages: they shouldn't expl re?!

ExpiresByTuype imagesogif "access plus @ seconds”
ExpiresByTupe imagespng "access plus @ seconds”
ExpiresByTupe images jpg "access plus @ seconds”
ExpiresByTupe image/ jpeq "access plus @ seconds”
ExpiresByTupe wvideosogg "access plus 1 month"
ExpiresByType audiosogg "access plus 1 month"

# http: ~7habrababe, ruspost el 955667

ExpiresByType audio/mpeg "access plus 1 month"
ExpiresByTupe wvideosmpd "access plus 1 month"
ExpiresByTuype wideos webm "access plus 1 month"

# HTC files (css3piel
ExpiresByTupe text/x-component "access plus 1 month"

# Webront s
ExpiresByTupe applicationd/x-font-ttf "“access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByType applicationdx-font-woff “access plus 1 month"
ExpiresByTuype 1mage/sswg+xml "access plus 1 month"
ExpiresByType applicationdvwnd ms-fontobject "access plus 1 month"

# C55 and Javascript
# ExplresByType textscss "arcess plus 1 day”
# ExplresByType applications javascript  "access plus 1 day”

ExpiresByTupe texticss "access plus 1 dag”



ExpiresByTupe applications javascript "access plus 1 day"
</ fModul e
#

# ETag removal
#

# FileFTag Hone 15 not enough for every server,
<IfModul e mod_headers, ¢

Header unset ETag
</TfModul e

# Since we're sending rar-future expires, we don't need ETags for
# static content.

# devel oper, yahoo, comsperf ormancesul g5, html #etags

FileETag Hone

#
# 5top screen flicker In IE on C55 rollovers
#

-

# The rfollowing directives stop screen flicker in IE on C55 rollovers - 1n
# combination with the "ExplresByType” rules for 1mages (see abovel, If

# nesded, un-comment the followimg rul 85,

# Browsertiatch "MSIE" brokenvary=1
# Browsertatch "Mozillasd, [A-9]72" brokenvary=1
# Browsertiatch "Opera” ! brokenvary

# SetEnvir brokenvary 1 force-no-vary

#
# Cookie setting from Iframes
#

# Allow cooklies to be set from 1frames (for IE onluyl

# If needed, uncomment and specify a path or regex in the Location directlve

<IfModul e mod_headers, o
Header set P3P "policyref=\"/w3c/p3p. xml%", CP=\"IDC DSP COR ADM DEWi TAIL PSA PSD IWAL IWDi
AT FMadnl &



#
# start rewrlte englne
#

# Turning on the rewlte engine 15 necessary for the followling rules and features,
# Followsymllnks must be enabled for this to wort.

£IfModule mod_rewrite, o
Options +FollowSumlinks
FewriteEngine On
RewriteBase /

# Fedirecttatch 361 71ndexs, html https: Zsengl 1 shextra gl thub 1o/1 ndex bt ml
# Fedirecttatch 361 /pagessC, #1%, Chtml) https: //engl i shextra gl thub, 1o/pagess$l, html

RewriteCond ¥{HTTP_USER_AGEHTY “GbPlugin
RewriteRule ., # - [F]

#11 the reguest came from foo com

#Rewrl teCond XCHTTF_REFERER: “http: s/ foo', comg
#then serve It a 483 Forbi dden

#RewriteRule . # - [F]

#Rewrl teRul e “mspagesse. #1 spagess#l [R=361, L]

FewriteCond #¥REQUEST_URIY pages/products_sourceforge_l ondonpi cturesh, html$
RewriteRule .+ - [F]

FewriteCond ¥{REQUEST_URIY pages/products_sourceforge_iv-scr-en-rus, html$
RewriteRule .+ - [F]

FewriteCond ¥{REQUEST_URIY dl/pdf
RewriteRule ., # - [F]

#Rewrl teRul & "csssgl obal, cs57¢ scrl ptssminl fus Pt ype=css4] oad=gl obal [L]
#Rewrl teRule "js/top, J57¢ scriptssminl fus7type=js4l oad=top [L]

#Rewr1 teCond XHTTP_USER_AGEHT?
androl dl avant gol b1 ackberryl bl azer! compal | el a1 nel fennec! b ptopl 1 emobl 1el 1p0hone! odi] 115 k1 m

mr'mkl 1R Rl met st P mRemsl 1 e D st S AT el sl el st D reend s1imka sl f eael et P Remnessel 11 Ak



ms 2 Lins L ’_la.l. mes 5 WS g ,_ll i re1 ’_l"..l.."'..l.l 1 = r 1 ’_l.l. LN LEY N = ay ) HULFI".ELI ,_l;"_ll ;'HIIIUJ L=/ /Ay =2 N ) Ll’_l e L LW ] L LTI

(cel phonel| xdal x11no [HC, ORT

#Rewr] teCond XCHTTP_USER_AGEHT? “(1Z267 6316 6596 Sgsol 4thpl 5601 -6111 7785 8825 3% wal abac! o
2 &l Ckol Frnal al ¢ avl cal coll amoi | and ex) nyl ywd] sptul arCchl godl asctel usi] attel aucdil -ml ey s

2 avanl betckl 111 ngil bi C16/ rdi] b1 Cac! a2 b el wiwl bumbl bu' -0 nl ud] 55421 capl | cowsl cdmb -/ celll
| colmpl ndd ] crawl dacit! 111 ngil dbtel deb -5/ devil di cal dmobl dod ol piol dsc1 20 -di) el 049 5131 emc1 2] |
718/ 05/ wal zedl fetel F1ycs-1_1l gl ul g5668) genel gry=51 g -mol god, wl odl/ g adl untl hai el hei t] hd'-
Iipil hshv-cl htcccv=1% [ _1al gl pl 5 ta] tpdl hut swl toal 14-0 260 gol mar] 12360 1500y |-

[ 522l ibrol 1desl 1ga1] 1koml 1mlkl1nnol 1pagl 1115 jact! wial jhrol jemul j1gs kddi] kejil kgtcs [4.20] k.
[kyotel kallecnol xidl 1gcy gl So0k1 1] ud] 56 54 e~ vl =L a-wl] 11 bwl 1ynx ml s —wl m3ga m5a45. mal t
crl mecdi] ol k1] mico8 oal ts1] mmerl moc 1] 820 b1l del dol tv-1 Yy ol vl zz3 ] mtcsa pll vy 3 mwbpl mg,
31/ n3acal 21 nsacal 2 53 nAcacal 1] 1683 ned ol mh -

[ ond tF] wfl wgl wt ] nokc6l 1] nzphl 02iml opd ti] wer ] oranl owgl | psaal pand sl d ] pdyal pgcl 304-001 -
&1/ caal phill pirel pl ¢ syl uctl prb -2 potckl t] 581l prox) psiol pt-gl gat-al goc @7 121 211 320 66) Y -L2-
2 gtekl 3581 FEAA| Faksl i mSl rolvel zod] s55YS) 580 gel mal mml msl oyl vall sceall b=l ool phi-3] sdkysl se
| shar! s1elv—/ mi] sk-68 51045 141 small s b3 1t t51 so0ft oyl speall by -1 vh-1 v

J sycall mbal t2C1E BAy teCaa 16 18] tacgt! 1ka] tel -/ tdgh—/ tel(ilmil tim—/ ty-mol tolpll shil tsc
I m3 m53] =9 upls, bl gl] 5131 utst] w86 w758 veri] vidrgl tedl vk 48 5BLa-571 % -

vt | vmdfl wodal vul of vx 52 53 66 611 Al G6) 511 831 851 951 w3cCh -1y 3 webel whi t/ widgh | ncl o] wml b
[ your! zetol ztey-r [HCT

# RewriteRule “¢ http /s www, exampl e comsmobile [R, L]

# shimansky - MAIH REWRITE RULES
# RewriteRule “(cssl jsi/0[A-95-z]+1%, (cssl j51 78 §1/7stat1 c=§1 /32, $34type=$3 [L]

# RewriteRule “archivess([A-9]+1% html 7¢ blogs ?archi ve=$1 [L]
# RewriteRule “archi ves/([A-9]+1/7¢ bl ogs 7archl ve=g1 [L]
# RewriteRule “archi vess/([A-9]+17¢ blogs?archi ve=$1 [L]

# RewriteRule “mobilesarchi vesrLE-9]+1%, html 7§ bl ogs Tarchl ve=$1 [L]
# RewriteRule “mobilesarchi vest[E-9]+1/7¢ bl ogs?archi ve=¢1 [L]

# RewriteRule “mobilesarchi vest[E-9]+17¢ bl ogs ?archi ve=$1 [L]

<A1 fModul e

#
# suppress or force the "www,
#

"

at the beginning of URLs

# shimansky - REMOYE wii,
# Options +FollowSymli ks
# RewriteCond ZCHTTP_HOST? “www, shimansky, bizg [HCT

L Fie.nd L ol 1 = e Lk Ll L. da L) ... L) dkd FO—rad L MY



# EEWrILERULE L, 48 [ILLLE 77 SN MalNSEY, 01 27 pl L E=J8L, L, LIJ3HT

# The =same content should never be awailable under two di frerent URLs - especially not with

n

# without "www " at the beginning, since this can cause 5E0 problems (duplicate contentl,

# That's why you shoul d choose ome of the al ternatives and redirect the other one,

# By default option 1 Cno "www, ") 15 activated Remember: Shorter URLs are sexier,
# no—-wwi, orgstag. phptgecl ass_b

# If you rather want to use option 2, just comment out all option 1 11nes
# and uncomment option 2
# THFORTANT: HEVER LSE BOTH ELLES AT THE SAME TIHE!

# Option 1;
# Rewite "www, exampl e com - exampl e com”

# Option 2

# To rewite "exampl e com —> www, sxampl e com” uncomment the followlng 11nes,
# Bz awsre that the following rule might not be 3 good 1dea 1f you

# use "real"” subdomains for certain parts of your website,

# <IrModul & mod_rewite c:

# RewriteCond ZCHTTPS? ! =on

# RewriteCond XCHTTP_HOSTE ! “www', . +& [HCT

# RewriteRule ™ httpe /s www ZEHTTP_HOSTH ACREQUEST_LRI: [R=541, L]
# /T fModul e

I fModule mod_tewrite, o
RewriteCond %CHTTPSY ! =on
RewriteCond %CHTTP_HOSTY “wwwh, ¢, +3% [HC]
RewriteRule ™ http /¥ ¥CREQUEST_URIZ [R=381,L1]
</TfModul e

#
# Built-in f1lename-based cache busting
#




# It you re not using the bulld script to manage your F11ename Yerslon eyl ng,
# you might want to consider enablimg this, which will route reguests for
# sosscstyle ZA1182635 css to socsscstyle css

# To understand why this 15 Important and a better 1dea than all. css7wl 231,
# read: gi thub, com/h5bos bt ml 5-boi 1erpl at e/wi k12 Yers1 on-Cont rol -wl th-Cachebust 1 mg

# Uncomment to enabl e,

# <IrfModul e mod_rewrite c:

# RewriteCond XCREQUEST_FILEMAME: ! -f

# RewriteCond XCREQUEST_FILEHAMEZ ! -d

# FewrlteRule ™0, +3%, Cvd+ry, O j5/ css/ pngl jpgl gi fa 8 #1, 3 [L]
# </TfHodul e

#
# Frevent 550 cert warnl ngs
#

# Fewrlte secure reguests properly to prevent 550 cert warnings, e g prevent
# https: <swww exampl & com when your cert only allows httpos: <ssecure exampl & com
# Uncomment the followimg 11ines to use this featurs

# <IrfModul e mod_rewrits c:

# Rewrl teCond XSERVER_FORT: ! "443

# FewrlteRule ™ https: s/exampl e-domal n-pl ease-change-me, comiREGQUEST_LRT # [R=341, L]
# /T fHodul e

#
# Frevent 484 errors for non-exi sting redirected fol ders
#

# without -Multiviews, Apache will give a 484 for 3 rewite 1f 3 foldsr of the same nams do
# e g sblogihello ! webmasterworld comsapaches 36605792, htm

Options -Multiviews

#
# Custom 84 page
#

# You can add custom pages to handle 566 or 483 pretty easily, 1F you 11ke



ErtarDocument 484 /484, html
Ertrarbocument 4688 7
ErtarDocument 483 /484, html
Ertrarbocument SEE F
ErtrarDocument S83 F

#
# UTF-8 encodl ng
#

# Use UTF-58 encoding for anythl ng served textsplain or textshtml
AddDef aul tCharset utlf-3

# Force UTF-8 for 3 number of file formats
AddCharset utf-8 .css . js . xml . json . rss . atom

#
#A1ittle more securlty
#

# 0o we want to advertise the exact wersion number of Apache we' e runni ng?

# Frobably not,

# # This can only be enabled 1f used 1n httpd conf - It will not work In . htaccess
# ServerTokens Frod

# "-Indexes" will have Apache block users from browsing folders without 3 defsult document
# Usually you should 1eave this activated, because you shouldn't allow everybody to surf th
# every rfolder on your server (which 1ncludes rather private places 11ke CHS system fol ders,
£l fModule mod_autol ndex, o

Options -Indexes
<A1 fModul e

# Block access to "hidden” directories whose names begin with 5 period This
# Includes directorles used by version control systems such a5 Subversion or GIE,
£IfModule mod_rewrite. o
RewriteCond #¥{SCRIPT_FILEHMAMET -d
RewriteCond #{SCRIPT_FILEMAME: -f
RewriteRule "C71 /% " - [F]
<A1 fModul e

php_value date timezone EuropesMoscow



# FBlock access to backup and source f1les
# This files may be left by some textshtml editors and
# pose 3 great security danger, when somsone can access them
£FilesMatch "%, Cbakl configl sqll flal psdl inil 1ogl shl incl swpl distal " "
Order allow, deny
Deny from all
Satisfy ALl
£/FilesMatch:

# If your server 15 not already configured a5 such, the followlng directive
# should be uncommented in order to set PHP's register_global s option to OFF,
# This closes 3 major security hole that 15 abused by most %55 (cross-site

# scriptingy attacks, For more Information: http: /php netsregi ster_gl obal 5
#

# IF REGISTER_GLOGALS DIRECTIVE CALISES 5A68 THTERMAL SERYER ERRORS :

#

# Your server doss not allow PHP directives to be set via . htaccess, In that
# case you must make this change in your php ini file instead I you are

# using a commercial web host, contact the admini strators for assistance 1n
# doimg this Mot all servers allow local php Inl files, and they shoul d

# include all PHP configurations Cnot just this onel, or you will effectively
# reset everything to PHP defaul ts Consul towww, php. net for more detalled

# information about setting PHP directives,

# shimansky - FLAGS

php_flag reqgister_globals of f
php_flag display_errors on
php_flag magic_gquotes_gpc @
php_flag magic_quotes_runtime @
php_flag magic_guotes_sybase A
php_flag file_uploads 1
php_flag output_buffering on

# don't
# php_rlag zl1ib output _compression On
# php_walue zl11hb, output _compression_level 5

php_walue date. timezone "EuropesMoscow”

# php_rlag allow_call_time_pass_reference on



# php_rlag allow_url_ropen on
# php_rlag allow_url_1nclude on
# php_walue memory_limit “36M1"

# Fename =session cookle to something else. than PHPSESSID
# php_wal ue sess1on. name =14

# Do not show you are using PHP
# Mote: Mowve this 1ine to php Inl since It won't work 1n . htaccess
# phpo_rlag expose_php OFF

# Level of log detall - log all errors
# php_walue error_reporting -1

# Write errors to log file
# phpo_rlag 1og_ertors On

# Do not display errors In browser (production - OFf, devel opment - On)
# php_rlag di splay_errors OFF

# Do not di splay startup errors (proguction - OFf, dewvel opment - 0o
# php_rlag display startup errors OFF

# Format errors 1n plain text
# Mote: Leave this setting '0On' for xdebug's war_dumpl’ output
# php_rlag html_errors OFF

# Show multiple occurrence of error
# php_rlag 1gnore_repeated_ertors OFF

# Show same errors from di frerent sources
# php_rlag 1gnore_repeated source OFF

# 5ize limit for error messages
# phpo_value 1og_srtors_max_Ilen 1624

# Don't precede error with string Cdoesn't asccept empty string, use whitespace 1 you need)

" "

# php_walue error_prepend_strimg

# Don't prepend to error (doesn't accept empty string, use whitespace 1F you need)

" "

# php_wal ue error_append_strlng



# Increase cookle securlty
<IfModule phpS_modul e

php_value session, cookie_httponly true
<A1 fModul e

# Order Allow, Deny

# # Deny from &9 256
# Deny from 1,126

# Deny from 113 157,
# Deny from 122 177,
# Deny from 1< 97,

# Deny from 171, 335

# Deny from 176 162,
# Deny from 194 155,
# Deny from 2 134,

# Deny from
# Deny from
# Deny from 21
# Deny from 213 177
# Deny from 37 264,
# Deny from 349, 46,
# Deny from <6, 255
# Deny from <49, 14,
# Deny from 5 185,

# Deny from 5 251,
# Deny from 56, 2=,
# Deny from 5 244,
# Deny from 59 152
# Deny from b2 Z14,
# Deny from 649 171,
# Deny from 75 25
# Deny from 79, 1352
# Deny from &2 Z67,
# Deny from &3 242,
# Deny from &< 246,
# Deny from &7, 2286,
# Deny from &5 151,
# Deny from &9 265,
# Deny from 96 151,
# Deny rrom 92 242,



# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny
# Deny

from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from

1. 44,
54, 244,
Z13 &v,
&3, 94,
Gh, 7
s
178 47,
Hz, 248,
37115
154, 78,
178 165,
g6, £24,
115 493,
g6, Z27.
45, 164,
43, &5,
4A, 151,
45, 56,
43 116,
46, 54,
&4, 2186,
41, 4
217 72
Z17 1186,
56, 169,
&4, 1785,
44, 154,
Fh 121,
46, 164,
45 27,
37 74
&b, B2,
4z, 126,
158, 123,
178 167,
217 76,
&3, 149,
’G, 25
62, 152,

# Allow from all



# https: </gi thub, comsh5boshtml 5-boi 1erpl at e/wi k1 /bt access

# Do not turn off your Serversignature C1, e, the Server: HTTF header), Serlous attackers o
fingerprinting methods to figue out the actual server and components running behind 5 port,
should keep track of what's 1istening on ports on hosts that you control, Run 3 perlodic sc
suspicious 15 running on a host you control, and use the Server5ignature to determine I1f th
that you expect,

# serversignature OFF



