#
# ApachesPHPDrupal =et t1ngs:
#

# Frotect files and directories from prglng eyes,
£FilesMatch "*,
Cenginel incl infol installl makel modul el profilel testl pal shl, #3gll themel tpl (s, phpa 71 xtmpl2
™%, swlopdl s, bakl b, origl s, saver?
& “Cn, . #l Entries, ¢ Repositoryl Rootl Tagl Templ at el composer,
¢ jsonl 1ock) 2§l “# =#%0 . phpd ™1 N, swlopll b, bakl b, origh, save) g
Order allow, deny
£/FilesMatch:

# 0on't show directory 11stings for URLS which map to 3 directory,
Options -Indexes

# Follow symbolic 11nks in this directory.
Options +FollowSumlinks

# Fake Drupal handl e any G689 errors,
ErrorDocument 484 /index, php

# Set the default handl er,
Directoryl ndex index, php index html index htm

# Override FPHP settings that cannot be changed at runtime. 5See
# sitessdefaul t/defsul t, settings php and drupal _environment _initializecr in

# 1ncludessbootstrap 1nc for settings that can be changed at ruontime

# FHF 5, Apache 1 and Z
<IfModul e mod_phpS, c

php_flag magic_guotes_gpo of f
php_flag magic_guotes_sybase of f
php_flag reqgister_globals of f
php_flag session, auto_start of f
php_value mbstring http_input pass
php_value mbstring http_output pass

php_flag mbstring. encoding_translation of f
<41 fModul e
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# EEQUINES MOUd_ExXpIres Lo D2 27190l 20,
£IfModul e mod_expires. o

# Enabl e expl tations,

ExpiresActive On

# Cache all files for 2 wesks after access (AD,
Expireshefault Al 2A966A

£FilesMatch . phpg:
# Do not allow PHP scripts to be cached unless they explicitly send cache
# headers themsel ves, Otherwise all scripts would have to overwrlte the
# headers set by mod_expires 1f they want another caching behavior, This may
# rail 1f an ertor occurs early in the bootstrap process, amnd 1t may cause
# problems 1 3 non-Crupal PHP file 1s installed in 3 subdirectory
ExpiresActive Off

</FilesMatch:

</ 1 fModul e

# Various rewlte rules
<IfModul e mod_rewrite, o
RewriteEngi ne on

m_n

# set "protossl” to "s" If we were accessed wia https: /s, This 15 used 1ater

"

# 17 you enable "www, " stripping or enforcement, In order to ensure that

# you don't bounce betwsen http and bt tps,

FewriteRule ™ - [E=protossl]
RewriteCond #CHTTPSY on
FewriteRule ™ - [E=protossl: 5]

# Make sure Authorization HTTF header 15 awvailable to PHF
# even when runnimng as CGI or Fastrsl,
RewriteRule ™ - [E=HTTP_AUTHORI ZATION: %CHTTP: Authorizationi]

# Flock access to "hidden” directories whose names begin with a period This
# 1ncludes directories used by version control systems such as Subversion or
# Git to store control files, Files whose names begin with 3 period, as well

# as the control files used by C¥5, are protected by the Filesflatch directive
# above,

#

# HOTE: This only works when mod_rewlte 15 1oaded, Without mod_rewite, 1t 15

# not possible to block access to entire directories from . bt access, because



# <Lirectoryfatchy 15 not allowed here,

#

# If you do not have mod_rewite 1nstalled, you should remove these
# directories from your webroot or otherwise protect them from bel mg
# downl oaded,

RewriteRule "C71 /% " - [F]

# If your site can be accessed both with and without the 'www ' preflx gou
# can use one of the following settings to redirect users to your preferred
# URL, elther WITH or WITHOUT the 'www ' prefix Choose OHLY one optlon:

#

# To redirect all users to access the site WITH the "www ' prefix,

# Chttp #/exampl e coms, .. will be redirected to Atto </ www exampl e comd. .. 0
# uncomment the fol 1owl ng:

# RewriteCond XCHTTP_HOST? .

# RewriteCond XCHTTP_HOSTY ! “www', [HCT

# RewlteRule ™ httpifEWY: protossld < v, XCHTTP_HOSTH EREQUEST_LURI: [L, R=3A11
#

# To redirect all users to access the site WITHOUT the 'www, ' preflx

# Chtto <swww, exampl e, comd, .. will be redirected to httpe sfexampl e comd, .0
# uncomment the fol 1owl ng:

# RewriteCond ZCHTTP_HOST? “www'. ¢, +3% [HCT

# RewriteRule ™ httpiCENY: protoss]z: 7% XCREQUEST_URI} [L. R=5611

# Modifuy the Rewrltefase 1f you ae using Drupal In 53 subdirectory or 1o a
# ¥ rtusl Document Root and the rewite rules are not working propesl y,

# For example 1 your site 15 at http /7exampl e, comsdupal  uncomment  and
# modi fy the followlng 11ne:

# Fewrl teBase sdrupal

#

#If your site 15 runnimg In & ¥irtusl Document Root at ht tpe Z2exampl e, coms,
# uncomment the following 11ne:

# RewriteBase

# FPass all reguests not referring directly to files in the filesystem to
# 1ndex, php, Clean URLs are handled 1n drupal _envi ronment_inf t1al1zels,
RewriteCond #{REQUEST_FILEMAMEY ! -f

RewriteCond ¥{REQUEST_FILEMAMEY ! -d

RewriteCond #{REQUEST_URIY !=/favicon ico

.

FewriteRule ™ index, php [LI



#
<1

<
<AIf

Requi res both mod_rewite and mod_headers to be enabl ed,
fHodul e mod_headers, c

RewriteCond #{HTTP: Accept-encodi ngd gzip
RewriteCond #{REQUEST_FILEMAMEX. gz -5
FewriteRule ™, 1%, css $1%, cssh, gz [0SA]

RewriteCond #{HTTP: Accept-encodi ngd gzip
RewriteCond #{REQUEST_FILEMAMEX. gz -5
RewriteRule ™0, #1%, js $1% js\ gz [0SA]

# Serve cortect content types, and prevent mod_deflate double gzip
RewriteRule %, cssv. gzf - [T=text/css, E=no-gzip 1]
RewriteRule %, jsh. gz% - [T=text/javascript, E=no-gzip: 1]

£FilesMatch "C5, jsh, gzl v cssh, gz s
# Serve cortect encoding type,
Header set Content-Encoding gzip
# Force proxies to cache gzipped & non-gzipped csssjs f11es sepat-atel .
Header append Yary RAccept-Encoding
£/FilesMatch:
I fMadul e
Modul e

# Add headers to all responses,

<IfH
#
He

<fIF

deny
deny
deny
deny
deny
deny
deny
deny
deny

odul e mod_headers, c

[is3ble content sniffing since 1t's an attack wector,
ader always set X-Content-Tupe-Options nosniff

Modul e

from 184, 197 182, 1/32
from 184, 197 182, 2/31
from 184, 197 182, 4/38
from 184, 197 182, /29
from 184, 197 182 16/28
from 184, 197 182, 32/27
from 184, 197 182, 6d/26
from 184, 197 182, 125/25
from 286, 92,149, 1/32
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deny from 155 163 118, 2431
deny from 155 163 118, 4438
deny from 155 163 118, 3/29
deny from 155 163 118, 16725
deny from 155 163 118, 32727
deny from 155 163 118, 64726
deny from 155 163 118, 126/25
deny from 193 2681, 224, 158

# Russia CRL, Ukralne (UAY, Belarus (BY), Bulgaria (BG), Czech Republic (CZ, Romani &
CROY, Latwia (LY, Estonia (EED, Kazakstan (KZb, MoldaviasMol dovs (HDY, Poland (PLY,
Serbia (RS5), Siberia, Slovakia (S5KD, Slovenia (5L

deny from 2, 72,8, 8413 2,92, 8, 8/14 2,132 8, 8/14 5 16,8, 8/14 5 34, 56, B8/22 5, BA, A, B/16
5,181,152, 8421 5141, 8, 8/16 5 143, 8, 8/16 5 158, 96, B/19 5 158, 232, 8/21 5, 166, 8, B/15
5,248 B, B/16 5 254, 96, /21 5 255,192 8418 31,6, 78, 8/23 31,11, 43, 8/24 31,11, 128 8/17
31,1588, 8/21 31, 23,8 8716 31,28 224 8/19 31, 29,8, 8/19 31, 31, 96, A/19 31, 41, A B/16
31.43,128. 8419 31,129, 96,8719 31,131, 8. 8/17 31,148, 8, 8/16 31,162, 64 8718 31,178, 168, /21
31,174, 8, 8/15 31,176, 8, 8716 31,181, 8 8716 31,184, 192, A/19 31,184, 224, 8721 31,184 234, 8/23
31,184, 236, 8/22 31,187, 8, 8/158 31,192 184, 8/21 31,192,128 8719 31, 287, 192, A/158 37 9. 8, 8/19
379,32, 8428 37,9, 48, 8421 3717176, 8421 37 44, 64, 8718 37, 45 8, B8/16 37,52, 8, 8414

37568, 8415 37,99, 8, 8417 371148, 128 8/19 37,115 8, 8/16 371288, 8/17 37.139. A, B/13
37148, 8, 8/16 37,143, 8, 8/21 37,143 16, 8/20 37,143, 88, /21 37,143, 96, 8/21 37,143, 184, /21
a7 144, 8, 8/14 37,156, 8, 8715 37,198, 8, 8717 37, 212, 8, 8714 37 221,128 8/19 37, 221, 166, B8/21
370228, 64, B/21 37,228, 80, /28 37, 229,68, B/16 46, 8, A, A/16 46, 4, 248, 8727 46,18, 8, 8/16

46, 16, 248, B/21 46, 17, 96, B8/21 46, 28, 181, 8/24 46, 38, 166, B/21 46, 33, 224, 8719 46, 36, 217, 8724
46, 38, 96, A/19 46, 39, A, A/15 46, 39, 64, B/19 46, 56, 128, 8718 46, 53, 141, A/24 46, 56, 128, B/17

46, 61, B, B/16 46, 62, B, B/15 46, 72, 8, 8715 46, 98, 8, B/16 46, 188 8, B/16 46, 189, A, /16

46, 112, 8, B/15 46,118, 8, B8/15 46, 146, 224, 8719 46, 147, 128, B/17 46, 148, 16, 8/28 46, 143, 45, 8/28
46, 151, 152, /21 46,158, 8, 8716 46, 159, 8, 8716 46, 168, 868, B/21 46, 164, A, B/13 46, 164, 128, 8/18
46, 164, 192, B/158 46,172, 8, 8716 46,173 8, 8417 46,173,128, 8719 46, 173, 1668, 8719

46, 175, 208, A/21 46,188, 8, 8715 46, 182, 43, 8/21 46,185 8, 8/17 46, 187, 8, 8/17 46,191, 128, 8/18
46, 2688, A, A/14 46, 211, 8, B8/16 46, 229, 43, 8/28 46, 229, 176, B/28 46, 237, 8, 8/17 46, 258, 8, 8/19
46, 254, 18, B/23 62, 16, 96, 8/19 62, 21, 8, B8/17 62, 24, B4, A/19 B2, B4, 64, B/18 B2, 69, 8, B/19

B2, 76, B, B/16 B2, 85 8, B/17 B2, 189, A 8/28 62,117 64, B/18 B2, 122, 64, B8/21 B2, 122, 184, 8/21

B2, 129,192 A/18 B2, 133,128, 8719 B2 148, 224, B/19 62, 141, 64, B8/18 B2, 143, 64, B/19

B2, 152, 32, 8/19 B2, 168, A B8/18 62, 168, 224, A/19 62, 182, 184, 8/21 B2, 213 32, A/19 B2 213, 64, B/18
B2, 228, 32, B/19 B2, 221, 64, B/19 B2, 233, 142, B/26 62, 244, A, A/18 69, 175, 184, 213

78, 85,189, 224429 77,28, 8, 8715 77 34, 8, 8715 77 37128, 8/17 77048, 8, 817 77041, 8, 8417
43128, 8417 77,045,128, 8417 7746, 128, 8/17 7751, 8, 8418 7751, 64, 8418 7755, 8, B/16
FLEL B BT 77,8, 8417 TT73.128. 8421 7775088421 7707818, 8423 77,079,128, 818
779,192, 8418 7781, 8, 8424 77,85, 8, 8716 77,87, 32 8428 7787152, 8421 7787 168, 8/



e
e
e
e
e
Fy=t
Fy=t
Fy=t
Fy=t
79,
79,
79,
79,

g7 192, B8/21 7 88 8 8418 79 91, 128 8a/1a8 T 91, 224 8021 T 938, BA18 7Y 95 32 8/19

94, 124, 8722 794,192, 8719 771686, 64, BA15 77,188, 192, 8718 77 120, 8, 8414 77, 221, 1238, 8719
222,32, 8519 7 222,128, 8419 7 232 156, BF22 VY, 2353, 166, 8419 77 234, 8, 8519

234,192, 8419 77 235 96, 8428 79 239, 224, 8519 7 241, 168, 8428 77 243, 96, 8522

244, 288, 828 77 247, 288, a2 7Y 25208 8414 Va8 808 8414 Ta 24, 152 8421 TE 24, 216 A5
26,123, 8/18 78, 29 8, 8418 748, 31, 176 8721 74, 36, 8, 8715 V8 BB 128, 8717 78 85 8 8416
96, B, 8415 V3. 186, 8, B/15 V5, 1688, 54, 8523 78, 188, 86, 8423 V3. 1858, 176, 8728 75, 189, 16, B/28
118, 43, 8/28 75, 118, 1668, 8728 738, 111, 45 8728 738, 128 8, 8417 V3. 137, 8, 8/19 75 152 166, A/119
157,128, 8419 79, 96, B, B/16 79, 95, 26835, B8/21 79,99 216, 6/21 V9,161, B /16 79, 1685 A 8/16
111. 8. 8/16 79,112, 8, 8413 79,128, 8, 8717 79,126, 8, 8718 79,133 96, 8715 79,133, 128 87148
133,192, 8419 79,135 128, 8717 79,135, 192, 8419 79,136, 128 6717 79, 137, 224, 8520
139, 8, 8/16 79, 146, 64, B/28 79, 148, 168, 8528 79,162, 128 A/18 79, 163, A, 8416 79, 174, &4, B7119
184, 8 8713

deny from S8, 43, 6, B/13 38, 78, 96, 8728 58, 71, 248, 8728 38, 73, 8, 8728 86, V3, 64, 852

alah
alah
alah
alah
g1,
g1,
g1,
g1,
g2
g2
g2
g2
g2
g3,
g3,
g3,
g3,
g,
g,
g5,
g5,
g5,
g5,
g5,
g5,
a8
a8

86 8s24 ga, 7Y 166 Bl2A 8a, TE 192, B/28 86, 86, 123, 6519 86, 82, 168, BS28 86, 85, 176, 8520
g6, 96, B/19 38, 36, 246, B2 88, 91, 168, B/19 86, 92, 224, 8720 86, 93, 45, 821 88, 233, 128, 8717
235,08, 8717 88, 239, 224, B/19 80, 248, 285, 8728 36, 242, 123, B8/24 86, 245, 58, 8720

249, 88, B/20 86, 258, B4, BS24 86, 251, 112, 8728 31, 5 96, 6720 81, 9, 8, 6720 81,12, 128, 8717
16, 86, B/28 31,148, 64, 8719 81,19, 64, B/19 51, 21, B, B/28 31, 24, 265, A28 81, 25, 458 8722
26,176, B/20 81, 360, 176, BF20 51, 83, 2608, B/28 51, 89, 112, 8428 81, 98, 224, /28 51, 91, 285, 8/28
94, 32, 8/28 81,95 125 8/28 81,95 144, 8728 81,176, 6, 8715 31, 186, A, 8416 &1, 181, 16, /22
195, 8, 8/16 31,196, A, B/16 51,195 A, 68716 51, 208, 8, 6720 51, 222, 128, 8/28 82 76 B, 8s/14
183 64, B/18 82,112, 43, 8728 52,114, 64, 8419 82 114, 224, 8/19 32, 137, 32, 8/19

133, 6B, 123425 82 138, 32, 8719 82 148, 64, 8715 32, 140, 192, B8/15 52, 144, 192, 8719

146, 48, B/21 82, 146, 56, BF21 82,151, 112, 8721 32 166, 263, B/24 82,179, 8, B/16 32, 193, 96, B/19
193, 128, 8419 582 195, 166, B/19 32, 199, 96, B/19 82, 208, 6, B/16 32, 284, 128, 8717

218,128 8413 83, 8.8, 8711 83, 69, 114 8723 83, 69, 248, 8721 33, 99, 128, 6/17 83, 182, 128, 8717
139,128, 8413 83, 142, 184, 8/21 83 143, 136, 8421 83, 148, 64, 8413 83, 166, 192, B/19
167, 96, B/19 83, 167, 224, B/19 83, 178, 192, B8/18 83,174, 192, 8413 83, 219, 129, 8/24

2228, 8719 33, 222,168, BA19 83, 222, 192, 8719 33, 228, 8, 8417 83, 229, 128, A/17 83 234 8, 8716
237 8. 8/16 33, 243, 64, B2 83 246, B, 8728 53, 246, 192, 6718 8417, 8, 8419 84, 21, 64, B/19
23,32, 8/19 34, 42, 128, 8717 84, 51, 64, 8719 84, 53, 192, 8718 34, 237, 8, 8416 54, 245 192, B/18
253, 64, B/18 85 9,8, 8715 85 12, 192 8713 85 14, 35 8724 85 21, 8, 8416 85, 26, 134, 8722
29,192 8718 85 31, 96, BA/21 385 98, 192, 8719 85 93, A, 8419 85, 93, 32 B/19 85 93, 128, 6719
94, B, 8419 85, 94, 32 8/19 85 112 112 8728 85 113, 123, 8719 85 121, 39, 6/24 85 121, 188, 8723
122,16, B/20 85 128, 128 8717 85 148, A, 8715 85 142, 8, 8715 85 172 B 8s14 35 186, B, 8716
192, 68, B/235 85 192, 128, A413 85, 195, 868, 8721 35 284, A, 8416 85 287, 8, 8716 85 217, 192, 87145
2228 8/17 85 234, 8, 8419 85, 2458, 8, 8716 85, 249, 8, 8716 85 254, B, B/16 85 255, B, 8728
255,112, 8428 86, 34, B, B/16 86, 35 A, 8721 86, 35,15 8724 86, 35, 1238, 68717 86, 55, 128, B/22

a5, 148, B8/24 86, 55, 218, B/235 86, 57,128, B8/17 86, 61, B, 8717 86, 184, A, 8414 86, 111, 240, /21
128, 8, 8/13 37, 99 64, 8419 57, 183, 192, 8728 §7, 183, 2088, 8/28 87,1168, 8, 6716 87,117, 8, B/18



g7 117,128 /19 87,117, 168, A/19 57, 1158 1258 A/15 57,119, 224 8719 57, 128, 16, 8728

g7, 284 8 as1s 87 226, 8 81T 87 229,128 8417 87, 239, 24 8021 57, 242, 64, 8418 87, 244, 128, 8718
a7y 247, 8 Bs1a 87 245 166, B/19 57, 249,192, 8719 57, 251, 125, 8719 57, 253, A, 84119

g7, 253 192, 8719 57, 255, 64, 8419 85, 51, 224, 8519 538, 147, 125, 8717 85, 208, 123, 8417

g8, 2a1. 128 8717 83, 285 1258 6717 83, 212,192 B/15 53, 213 192, 8715 59,15 16, 68721

g9, 28, 123, 8419 39 21, 64, 8419 89, 21, 125 8719 89, 23, 8 819 59, 23, 123, 8419 89, 23, 8. 8417

g9, 31, 112 8421 39 32,152 8721 89, 33 72 821 89 335 288 828 59, 33, 252 8422 89, 535 64, A2
g9, 37 128, 8421 39, 37, 144 8721 589, 358 112 8728 89, 533, 128, 8721 39, 39,174, /23 59, 39, 208, 8721
g9, 41, 176, 8428 39, 44, 8, 8716 89, 45 8 8716 59, 47, 224, 8721 89 64, 8, 8412 39 184, 6, B/19

g9, 185, 224, A/19 59, 186, 96, B/19 39, 165, 64, 8713 39, 1689, 8, 8413 39 116, A, 8715 59, 116, 64, B/13
g9, 111, 166, 8/28 89, 111, 176, /20 59, 113, V2 8421 89 114, 8, 8715 89, 116, 8 A/15 59, 121, 128 8s17
g9, 122, 8 8716 59,123, A 8716 589, 1356, A, B715 39 146, 192, 8413 39, 149, 8, 8717 89, 161, 128, 8717
g9, 165,128 /17 89,169, A A/16 59,175 A 8716 39,176, 8, 8415 39,175, A, 8/15 89, 186, A, B/19

g9, 137, 43, 8423 39,1587, 123, 8419 89,139, A, A/19 59,139, 1258 A/15 59, 196, 224, A/19

g9, 288, 232, 8721 89, 280, 248, A2 59, 280, 245 A/21 59, 281, 8, 8517 89, 204, 8, 8417 39, 268, 8, 8716
g9, 212 8 Bs16 59, 216, A 8716 89, 213, 8. 8416 39 222, 123, 8417 89 223, A, 8/16 59, 225 96, B/28
g9, 236, 8, 16 59, 232,192, B/15 589, 233, 192, 8715 89, 239, 125, 6/13 39, 251, 16 A/

g9, 251, 96, B/28 39, 251, 144, 8428 39, 251, 168, 8428 39, 252, A, A/158 89, 255, A, A15 59, 254, 192, B/15
deny from 96, 158, 112, 8728 98, 158, 123, B/28 98, 151, 16, 8728 98, 151, 125, 67528 98, 156, 128, 8417
9@, 157, 8, 8717 98, 1585, 16, 8728 96, 135, 64, B/19 98, 159, 8, B8/13 91, 76, B, 87514 91, 98, &5 a2
91,92 176, 8422 91,122, 8, 8416 91,123, A, 8719 91,124, B A716 91, 135, 192, B8/22 91, 143, 56, 8722
91,143 166, 8/28 91, 144, 176, 8722 91, 146, B, B/13 91, 143, 123, 8713 91, 149, 64, B/15
91,149, 1258 /21 91,149, 136 /21 91,149, 144, /28 91, 149, 166, 8719 91, 155, 192, 8721
91,188 32, 8419 91,188, 124, 8423 91,139, 86, 6521 91,1589, 123, 8721 91,191, 64, 8715
91,192, 63, B/22 91,193, 88, 8722 91, 193, 148, 8722 91, 194, 18, 8723 91, 194, 72, 8423
91,195 238, A/23 91, 196, 92, 8422 91, 196, 168, 8722 91, 196, 216, A/22 91,197, A, /28
91,197 16, 8421 91, 197, 24 /22 91, 197, 48, 8721 91,197, 43, 87521 91, 197, 56, 8722 91, 197, 64, 8721
91,197, 76, 8422 91,197, 86, 8522 91, 197, 96, 8722 91,197, 184, A/22 91, 197, 112, /28
91,197, 1258 /22 91,197, 132 /22 91, 197, 144, 8728 91, 197, 166, 8522 91, 197, 1638, B/21
91,197 176, 8728 91,197,192, /21 91, 197, 284, 8/22 91, 197, 212, 8522 91, 197, 216, B/21
91,197, 224, 8722 91,197, 232, /21 91,197, 244, /23 91, 197, 252, 8722 91, 2688, 12, a/22

91, 288, 164, 8722 91, 280, 2258 6,22 91, 2680, 232, 8522 91, 281, 28, a/22 91, 281, 64, B/22

91, 281, 196, A/22 91, 282, 248, B/20 91, 263, 4, 8522 91, 283, 92, 8722 91, 284, 16, 8421 91, 284, 24, 8522
91, 284, 36, BS22 91, 2684, 48, 8721 91, 284, 43, 8728 91, 284, 64, 8522 91, 2A4, 34, 822 91, 284, 128, B522
91, 284, 228, 8,22 91, 285 Y2 8422 91, 285 1268, 8421 91, 286, 38, 84523 91, 266, 32 8523

91, 286, 268, A/23 91, 286, 226, A/23 91, 287, 4, 8522 91, 2A7. 8, 8423 91, 287, 44, 8523 91, 287, 68, A/ 23
91, 285, 2258, 8/24 91, 216, 188, 8,22 91, 218, 184, 822 91, 211, 16, 8722 91, 211, 64, 8422

91, 211, 63, 8422 91, 211, 243, 8422 91, 212, 41, 8524 91, 212 65, /24 91, 212, 124, B/24

91, 212,132, 8724 91, 212177, 824 91, 212,198, /24 91, 212, 226, 8724 91, 213, 33, 8724

91, 213 117, 8724 91, 215121, /24 91, 215, 174, 8724 91, 214, 96, 8722 91, 214, 1356, 8722
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1208816 93,113 27, 8/24 93,1135 112, 8721 93,114, 48, 8421 93
1238, 8716 93,124, 8, 8/17 93, 125 48, 8724 93, 125,99, 8724 935,155,128, 8417 93,157, 96, 6721
159, 8, 8/15 93,178, 8, 8715 93, 1582 8, 8413 93 133, 128, 8418 93,133 192, 8715 93, 135 77, 8424
18713608721 94,19, 128, 8417 94, 24, 126, 8721 94, 24,128, 8717 94, 25, 8, 8716 94, 26, 8, 8417
20 B BT 94, 51, 128, 8417 94, 41, 8, 8517 94, 45 166, 8719 94, 58, 8, 8415 94, 68, 8, B/14
7301928418 94, 75,8, 84515 94, 77 8 8519 94, 79, 8, 8418 94,188, 131, 123725 94,181, 64, 8428
181, 96, 8428 94, 183, 868, 8728 94, 183, 2368, 8723 94, 112, 8, 8714 94,124, 8, 8728 94,124, 16, 8721
1318, 8/16 94,139, 112, 8721 94, 142, 128, 8521 94, 143, 48, 8721 94, 1435, 43, 8428 94, 152, 8, 8715
156, 2258, 8722 94,176, 96, 8724 94,175, 8, 8715 94, 186, B, 8715 94, 153, 8, 8/17 94, 1589, 123, 8417
198, 8, 8715 94,198, 128, 8717 94, 229, 65, 168727 94, 238, B, 8728 94, 231, 166, B/28

C232048, 8421 94, 232, 144, 8421 94, 232 232, 8421 94, 2335192, 8718 94, 248, 8, B/135

C242, 96, 8419 94, 243, 192, 8418 94, 244, 8, 8715 94, 244, 1258 68/15 94, 247, B, 8521 94, 258, 243, 6721
24,08, 8413 95, 32 8, 8416 95 48, 8, 8514 95 45 8, 814 95 52 8, 8714 95, 56, 8, 8414 95, 64, 8, B/16
B35 8 8416 95 67, 8, 8417 95 63, B 817 95 69, 192, 8722 95, 71, 8, 8417 95 V6. B, 8415

C 7888415 95 78 128, 8415 95 798 816 95, 32 192 8418 95 583, 8, 8417 95 83, 128 8713

04, 128, 84138 95 84,192, 8715 95, 86,1258, 8715 95, 87, 8, 8715 95 93, 123, 8713 95, 184, 123, 8417
185 8 B8s15 95 185, 64, 8719 95,185, 1258 /17 95 111, 8. 8717 95 129, 66, 8722 95, 132 A 8/14
141,192, 8728 95, 142, 46, 8724 95,143, 28, 8522 95, 152, 8, 8413 95,159, 123, 8422 95 162, A, 8/16
163 8 816 95 165 8, 8716 95 167, 8, 8416 95 168, 168, 8419 95 168, 192, 8719 95,169, 166, 8719
169,192, 8719 95,171, 96, 8419 95,172 32, 8719 95,174, 192, 8419 95,179, 8, 8717

132, 112 8428 95 1388, 6, 8714 95, 215 36, 8422 95 226, A, 8/16
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17,968 8/23 91, 218 36, /22 91, 218, 112 8422 91, 218, 156, A/22 91, 226, B, 8723 228, 3, 8524
26, 6, 824 91, 228, 18, 8423 91, 28R, 12 8723 91, 220, 13 824 91, 220, 14, 824 91, 228, 26, 24
26, 31, 824 91, 226, 35 as2d 91, 226, 43 8024 91, 224, 246, 8523 91, 226, Va0 8423 91, 226, 88, 821
26, 92, B/22 91, 226, 96, BT 91, 225, 196, BF22 91, 229, 216, BS24 91, 232 8, 84138 91, 232 21, BaS24
350176, 6724 91, 236, 74, 8523 91, 237, 248, 8721 91, 237, 243, 8525 91, 257, 258, 8524

38134, 8723 91, 241, 12 8522 91, 241, 128, 8417 92 36, 8, 8717 92 37, 128, 68717 92, 38, 128, 8517
9, 43, 8/28 92, 46, B, B/15 92, 48, 126, 128/25 92, 438, 281, /26 92, 49, 128, /19 92, 49, 166, B/19
9,192 B/18 92, 58, 128, A18 92, 53, 96, 8719 92, 53, 184, B/22 92, 55, 144, 8721 92, B2, 458, 8728
B8 B3 921608, 8, 8/15 92, 112, 8 8715 92 114, B, 8416 92, 115 8, 8716 92,124, 8, B/14

41, 168, B/19 92, 243, b4, B/19 92, 244, 224, 8719 92, 247, 192, 8718 92, 248, 128, 8717

49, b4, B/18 92, 255 8, 8416 93, 72 B 8713 93 86, B, 8415 93, 84, B, A/15 93, 86, A, BS15

9, 203, 8728 93, 91, 8. 8428 93 91, 224, 8528 93, 92, 32, 8421 93 99, 8, B/16 93, 1688, 8, 8416

118, 64, B/28 93, 128, 1258 8/13

deny from 185 62 158, B/24 189, 68, 123, 8417 189, 62, 123, 8417 189, 72, 112 8728 189, 74, 1238, 8/28

189,
189,
189,
189,
189,
189,

1 @0

ge B, 8s15 189, 56, 8, 8715 189, 92, 8, 8715 189, 95 112, 8722 189, 95, 224, 8721 189, 96, 8, 8/13
183 64 8719 189 116, 32, 8519 189, 118, 64, 8719 189, 111, 176, 8728 169, 128, 123, 8713
122, 8, 8/18 189, 122, 33, 8/21 189,124, 8, 8413 189, 124,192, 8719 189, 126, 136, 8721

126,192, 8413 189, 161, 8. 817 189, 163, 192, 8721 189, 163, 216, B8/21 189, 163, 224, 8722

163, 223, 8424 189, 163, 229, 8/24 189, 163, 238, 8723 189, 163, 236, B/22 189, 165, 8, 8717
167, 8, 8716 189, 163, 1258 817 189,169, 192, 8715 189,171, 8. 8417 189, 173 8, 8717
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189,194, 64, 8419 189, 195, 43, B/28 189, 196, 16, 8428 189, 196, 123, 6720 1689, 288, 96, A/19

1689, 286, 128, /19 189, 266, 96, B/19 169, 287, 268, 6721 1689, 227, 64, 8715 189, 229, 8, 87119

189, 2368, 8, 8715 1689, 238, 125, /19 189, 243, 8, 8716 1689, 252, 8, 8716 1609, 254, 8, 6716 128, 72, 8, 8/15
138, B, 232, 8521 138, 284, 8, 8716 134, 8,112 8721 134, 17, 8, 8716 134, 249, 8, 6716 136, 169, A, B/16
141, 85 8 8716 141,161, 128 8717 141, 185 64, 8721 141, 136, 27, 8424 146, 185, B8, 8716

147, 228, 8, 8714 147, 232, 8, 8714 147, 236, 8, 8715 151, 8. 8, 8/18 158 151, B, B/16 155 197, 8, B/16
159,148, A, 68716 159, 224, A, 8716 168, 99, 8, 8716 164, 177, 192, /18 174, 133, 282, 176723
176, 8 8 816 176,14, 8, 8715 176, 36, 8, 8/14 176, 53, 128, 8417 176, 182, B, 8713 176, 182, 192, 8719
176,188, 188 /24 176,111, 32 B/19 176, 111, 64, 8719 176,111, 96, 68721 176,113, 32, 8421
176,113 224, 8/19 176,119, 64, 8715 176, 123 8, 8419 176, 124, 8, 8419 176, 196, 128, 8715
176, 212, 8, 8715 176, 215 64, 8721 176, 222,148, 8422 176, 223, 8, 8416 178,19, 99, 8724
173.19. 184, 8421 178, 34, 128 8/18 173 36, 8, 8715 178 44, 8, 8414 178, 49, 8, 6716 173, 64, B, B/13
173 73 8 8/18 175 75 64 8718 173 76,192 8413 173, 38, 8. 6714 173 91, 8. 817 175 91,128, 8713
173, 91,192, 8419 178, 91, 224, B/28 1738, 91, 248, 8421 178, 91, 248, 8/22 1738, 91, 252, 8524

173 91, 254, 8423 178, 92, 8, 8714 178, 1268, 8, 8713 1738, 129 8, 8416 1758, 136, 8, 8416 1758 137, 8, 8/16
173,146, 8, 8716 173, 1568, A, B715 1738, 154, B, 8417 178, 158, 192, 6719 178, 159, 16, 8728
173,159 32, 8419 1758, 159, 64, B/19 173, 159, 265 6/28 175 159, 248, 8721 178, 161, 128, 8717
173,163, 1258, 8/17 175,165, 8. 8/17 173, 167, 8. 8717 173, 168, 8. B717 178, 172 129, 8/24
173,133 224, 8/19 175,184, 8, 8/14 173 2084, 8, 8715 173, 286, 8, 6716 173, 288, 33, 8724

173, 289, 64, 8419 178, 216, 32, 828 178, 212 96, 87521 178, 213 248, 8721 1738, 216, 32, 8421

173 217 166, B/21 175 218, 96, 87208 178, 226, 6, 8414 178, 234, 8, 8416 1385 38, 176, /22

185, 53, 284, 8/22 138858, 16, 8, B/16 155, 18, 16, B8/28 1358, 18, 64, B/19 1388, 18, 112, B8/28

183, 138, 2468, /28 138, 24, 8, 8714 153, 48, 54, 192/26 183, 47, 64, 8718 183, 64, 168, 8421

183, B4, 228, B8/22 188, 92, 72, 8721 188 92, 168, 8721 183, 95, 152, 8421 1388, 115,128, 8713

183, 126, 32, /28 138, 120, 243, B/23 188, 123, 224, 8719 183, 128, 8. 6717 15858, 129, 123, 8/17
183,131, 8. 817 1583, 1358, 123 8717 183, 143, 1258 6/17 185 146, 6, B/15 183, 163, B, B/16

1583, 168, 8. 8716 1583, 186, A, B/16 153, 157, 123, 6718 1583, 196, 8, 6716 153, 191, 224, B/19

183, 288, 8, B/13 1583, 225 32, 8721 188 226, 8, 8717 188 229, 8, 8/17 1838, 238, 8, /17

183 231, 168, A/22 188, 233, 8, B/17 1838, 235 8, 8719 183, 235 128, /18 1583, 248, 8, B/16

183, 244, 32, 8428 1388, 247, 135, 87524 192,129, 3, 8424 192, 162, A, 8416 193, 8, 129, 8724

193, 8, 212 8/24 193, 9, 28, 8/24 193, 17, 208, 8724 193,19, 244, B/22 1935, 25 112, 8523

193 27, 246, 8423 193, 38, 248, B/22 193, 37,138, 8424 193, 37, 156, B/23 193, 39,113, 8524

193, 43, 252, 8422 193, 47, 166, B/24 193, 58, 246, 8424 193, 77, 64, 8413 193, 86, A, 8716

193, 93, 228, 8722 193, 184, 27, 8/24 193,184, 41, 8424 193, 184, 94, /24 193, 165, 8, 8/24
193,185, 154, /24 193, 165, 218, 8724 193, 1686, B, B/21 193, 166, 24, 8722 193, 186, 28, 8722

193, 186, 48, 8421 193, 186, 56, B/21 193, 166, 64, 8421 193, 1686, 1684, B/22 193, 186, 136, A/22

193, 186, 168, /23 193, 166, 172, A/22 193, 183, 33, 8723 193, 188, 245, 8/22 193,118, 128, 8722

193, 111, 48, 8422 193,111,114, 8723 193, 169, 12, 8723 193, 169, 86, B/23 193, 175, 144, B/22
193,178, 228, 8/23 195,189, 116, 8723 193, 2688, 56, 8723 193, 208, 255 A/24 193, 2601, 224, 8421

193, 283, 36, B/22 193, 283, 48, 8721 193, 2083, 43, 8422 193, 223, 161, 6524 193, 227, 226, 8723
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195,
195,
195,
195,
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195,
195,
195,
195,
195,
195,

L0 LU, B L3 LH3 L3I0, L34 B £ LH0 £30 KL KF £ LH3 L300 (5, B L0 13D, L0000 LD B £
239, 24, B/22 193 239, 36 8722 193, 239, 44, 8522 193, 239, 64, 87521 193, 239, 72, 8422

243, 163, 8422 194, 8, 58, 8722 194, 3, 156, B8/22 194, 8, 2568, 8723 194,15, 112, 8722 194, 23, 4, 8423
28,16, 8722 194, 258 20, 8522 194, 28, 28 /22 194, 28, 32 8728 194, 258 52, 8722 194, 28, 56, /22
28, 68, 8722 194, 258 64, B/28 194, 238, 44, 8722 194, 29, 68, 8722 194, 44, B, B/16 194, 58, 7, B/24
ad, 83, 8722 194, 63, 148, 8723 194, 79, 68, B/22 194, 85, 38, 8721 194, 85, 1258 8719

182, 64 B/21 194 182, 114, 8724 194, 185, 156, 8723 194, 114, 136, B722 194, 114, 144, B/22

146, 136, 8422 194, 146, 196, B/22 194, 146, 223, 8722 194, 166, A, 8716 194, 169, 126, 8724
176,176, 8424 194, 1581, A, 8716 194, 136, 8, B/16 194, 157, 183, 8422 194, 157, 1458, B/22
196, 32, 8722 194, 226, 8, 8716 194, 247, 24, 8723 195, 2, 96, 8719 195, 2,192, 8723 195, 2, 248, 8423
2, 252, 8423 195 3123, 8419 195, 5 32 8419 195 5 116, 6723 195 5 161, /24 195 9, 8, 8716
14,112 B8/23 195 28, 196, 8723 195, 22, 184, 8722 195, 24, 64, 8721 195 28 2 B8/23

28, 32 8419 195 34 2688, 8722 195, 34, 224, 8719 195 39, 218, /23 195 42, 166, 8719

46, 166, B/19 195 54, 162, B/23 195 54, 192, B8/19 195, 53, . 8419 195, 58, 32, 8/19

a8, 224, 8719 195 68, 174, 8723 195 62, 24, 8723 195, 66, 148, 8723 195 73, 185, /23

780124 8723 195 82, 154 8723 195, 83, 32, 8723 195, 93, 218 /23 195 95, 218 8723

95, 228, 8723 195 112, 96, 8719 195,114, 32, 8/19 195,114, 1258, /19 195 114, 248, 8/28
116, 8, 8716 195 128, 16, B/22 195 123, 45, 8/21 195 1351, 8, 8416 195 137, 2868, 8723

137, 244, 8423 195, 138, 64, 8719 195 1338, 195, /24 195, 162, 65, B/23 195, 178, 192, 8719
132, 8, 8724 195 182 3 8/24 195,132 7, 8/24 195 1582 8 8724 195 182 15, 8724

182, 21, 8/24 195 182, 22, 8524 195 132 27, 87524 195,132 128, 8719 195, 1582, 282, 8423
139, 8 8722 195 189, 16, 8722 195 189, 28, 8/22 195, 18589, 36, A/22 195 1589, 48, /21

139, 458 B/22 195,139, 66, 8722 195,139, 68, B/22 195,139, 72, 87522 195,139, 58, 8422
189, 96, B/28 195,139, 224, 8721 195 189, 246, 8723 195,196, 13, 8524 195,198, 157, 8724
191, 54, B/23 195, 208, 968, 8723 195, 288, A, 8/15 195, 269, 32, 8719 195 2609, 224, 84119

218, 8 8723 195 218, 46, 8723 195 211, 188, 8722 195, 216, 243, /24 195, 222, 6, B/20

222,88, B/23 195 222, 92, BF22 195, 225, 64, BF22 195, 225, 176, 8722 195, 239, A, 8416

242,98, 8723 195 242, 114, 8423 195, 242, 161, 8724 195, 242, 232, 8722 195, 244, 128, 128/25
245,96, B/23 195, 245, 112, 8423 195, 245, 265, B524 199, 127, 96, 6721

deny from 264, 9 134 8/21 2121, 224, 8419 212 9 224, 8719 212,13 8, 8419 212 22, 208, 8721

212
212
212
212
212
212
212
213
213
213
213

24,32 8419 A2 27,192 8719 212 35 224, /19 212, 35 128 6/15 212 48, 32 8719

44, 64, 8728 212 44, 88, 8522 212, 44, 128, 8419 212 45 8, 8419 212 558 192 8719 212, 59, 96, 84119
790B B9 21275 125 8419 212 87 168, 8419 212 968, 168, 8419 212 91, 166, A/19

92,128, 8715 212 95 54, 8724 212, 96, 96, B419 212 96, 168, 8719 212, 95 166, A/19

113 32,8719 212,113, 96, 8519 212, 116 96, B8/19 212, 118 32 8419 212, 124, 8, 8/28
146, 64, B/15 212 1558 1668, 8728 212 166, A, 68716 212, 175 8 8719 212 208, 8, /17

2268, 8, 8/16 213 5 1258 8721 213 25 8, 8416 213 35 224, 8723 213,87, 8 8/16 213 91, 128 6/17
188 16, 8/21 2135 168 144, 8721 213 118,125, 8519 2135 111,128 /17 213 132 72, 8/21
135, 64 B/15 2135 135 128, 8419 213 148, 96, 8719 213, 141, 125, 8519 2135 142, 192, 8719
149, 8, 8/19 213 151, 8, B8/19 213 154 192, 8719 213 155 8, 8419 213, 156, 192, B/24
163, 96, 8/19 2135178, 64 8519 21353171, 8, 8719 213 174, 8, 8421 213 188, 147, B8/24



213, 186, 192, 87119 2134, 1491, B 6519 2135 197, B4, BA1Y9 2135 2688, 32, 80119 213 215, b4, Br15
213 222,224, 8728 213 222 248, 8728 2135 231, 8, 87158 213 233,181, 8724 213 242, 8, 87185
213 242,192, 8718 213 248, 8, 8/18 217,12, 112, 8728 217,12, 192, 8/19 217,12, 248, /20
217.16,16, 87528 217,18, 248, 8728 217, 28, 1668, B/28 217, 23,128, 8719 217, 27,144, /28
217, 27,288, 828 217, 258 285 8721 217,65 8, 8728 217, 65 2685 8/20 217, 66, 144, 8728

207 67,16, 87528 217, 69, 125, 8728 217, 73 1668, B/28 217, 77, 45, 8/28 217, 77, 288, 8728
217.79.8,8/18 217 79,64 8719 217,186, 8, 8/15 217,112, 8, 8/19 217,112, 32, 8/21 217,112, 48, 822
207112, 46,824 217,114,176, 8720 217,114, 224, 8728 217,117, 285 /28 217, 146, 248, 8/28
217,147, 8,819 217,149, 248, 8/28 217,158, 32, 8419 217,175 64, 8728 217, 174, 96, B8/28
217,174, 168, 8728 217, 196, 168, 8728 217,197, 8, 8/28 217, 197 248, 8/28 217,195, 112, 8/28
### Insert new former USSR CIDRs into appropriate CIDR range lines

deny from 39 8, 8, 873

deny from &3 138, 238, 233

deny from 63 138, 238, 1

deny from &3 158, 238, 2731

deny from 63 138, 238, 4738

deny from 63 138, 238, 3/29

deny from 63 138, 238, 16723

deny from &3 138, 238, 32727

deny from 63 138, 238, 64726

deny from B3 158, 236, 1 25725



