# See https: /gl thub, comssergeychernysheys, bt access

#

# Froper MIKME type for all files
#

#

# Javascript
# Hormallize to standard type C(it's spiffed in IE anyways)
# tools 1etf, orglhtml Arfod329%sectl on-7, 2

AddType applicationd javascript i3 jsonp
AddTupe applications json J=on

# Audi o

AddType  audioogg oga ogg

AddType  audio/mpd mda fda fdb

# Wi deo

AddType  wideo/ogg ogy

AddTupe  wideo/mpd mpd mdv fdv fdp
AddTupe  wideo/ webm webm

AddTupe  wideosx-f1w flw

# Sl
# Reguired for swvg webfonts on 1FPad
#

wn

f)

twi tter, comsFont Squl riel # st at us:1 4555540545
AddType i mage/ swg+xml v SWgZ
AddEncoding gzip svgz

# Webrfont s
AddType applicationswnd ms—fontobject eot

AddTupe applicationsx-font-ttf ttf tic
AddType font/sopentype otf
AddTupe applicationsx-font-woff wof

# Assorted types
AddType  imagesx-icon ico

O dT. - - [ P S R S



HOOIYPE 1 mages weop weop

AddType text/cache-mani fest appcache manifest
AddType  text/x-component htc
AddType applicationdxml rss atom xml rdf

AddType applicationdx-chrome-extension (o
AddType applicationdx-opera-extension Qe
AddType applicationdx-xpinstall xpi

AddType applicationdoctet-stream safariextz
AddType applicationdx-web-app-mani fest+json  webapp

AddTupe  text/x-wvcard wiof

AddType applicationdx-shockwave-f1ash suf

AddType  fextswit wit

B

# ____________________________________________________________________
<IfModule mod_deflate, c»
AddOut putFilterBuTupe DEFLATE applicationdatom+xml
AddOut putFilterBuTupe DEFLATE applications json
AddOut putFilterBuTupe DEFLATE applicationsxbtml+xml
AddOut putFilterBuTupe DEFLATE applicationsxml
AddOut putFilterBuTupe DEFLATE text/css
AddOut putFilterBuTupe DEFLATE text/html
AddOutputFilterBuTupe DEFLATE text/plain
AddOut putFilterBuTupe DEFLATE text/x-component
AddOut putFilterBuTupe DEFLATE text./xml

# The rfollowing MIME types are in the process of registration
AddOut putFilterBuTupe DEFLATE applicationdxslt+xml
AddOut putFilterBuTupe DEFLATE images swg+xml

# The rfollowing MIME types are HOT registered
AddOut putFilterBuTupe DEFLATE applicationmathml +xml
AddOut putFilterBuTupe DEFLATE applicationsrss+xml

# Javascript has warious MIME types

AddOut putFilterBuTupe DEFLATE applicationd javascript
AddOut putFilterBuTupe DEFLATE applicationsx-javascript
AddOut putFilterBuTupe DEFLATE text/ecmascript

AddOut putFilterBuTupe DEFLATE text/javascript



#.1co files and other compressible 1mages

AddOut putFilterBuTupe DEFLATE imageswnd. mictosoft. icon
AddOut putFilterBuTupe DEFLATE imagesx-1icon

AddOut putFilterBuTupe DEFLATE imagesbmp

AddOut putFilterBuTupe DEFLATE imagestiff
AddOutputFilterBuTupe DEFLATE applicationspdf

# compressible fonts O woff 15 already compressed)

AddOutputFil terBuTupe DEFLATE font/opentype

AddOut putFilterBuTupe DEFLATE applicationdx-font-ttf

AddOut putFilterBuTupe DEFLATE applicationswnd. ms-fontobject
/I fModul e

#
# Enabling rilename tewiting (file %% extdy 1F URL rewiting 15 enabl ed

# Otherwise URLs will use guery strings (f11e ext Py=K550
#

#
<IfModul e mod_rewrite, o
RewriteEngine On

# Setting up an environment variable so your code can detect 1 mod_rewlte rules are
execytabl e

#1in this folder and you can use file 123 jog or you need to fall back to file jpg?l23

RewriteRule . - [E=URLYERSIOHREWRI TE: ¥ES]

# Rewites a version in fi1le 123 jog a5 well 35 timestamped version
file 123 m_123451 2351 2354, jog

# to original file jpg s0 you can use i1t instead of file jpg?l23 which 1sn't cached 1n
some proxl es,

RewriteCond #{REQUEST_FILEMAMEX F-f

RewriteRule ™0, #3%, Chd+dd_m_Sd+2 7% (07 1+40%  $1. 44 [L, O5SA]

# Rewites a version 1n file aclZ3fe jpg to original file jpg
# 50 you can use It Instead of file jog?lZ23 which 15n't cached 1n some proxi es,
# Used for hash-based URLs where having a timestamp 15 not necessary
RewriteCond ¥{REQUEST_FILEMAMEX I -f
RewriteRule “C, #%, ([a-zhdl+ah (074 1+0% 1,43 [L, 0QSAD

/I fModul e



#

# Google recommends spect fying the following for all cacheabl e resources:

#

# 1. Expires or Cache-Control max-3ge

#

# Set Expires to 3 minimum of one month, and preferably up to one year, 1in the future
Che

# prefer Explres over Cache-Control: max-age because 1t 15 15 more widely supported b Do

ot

# =t It to more than one yesr in the future, 3s that violates the RFC gul del nes,

#

# 2 Last-Modi fied or ETag

#

# Set the Last-Hodified date to the 1ast time the resource was changed, If the Last-

HModi £1ed

# date 15 sufficiently far enough In the past, chances are the browser won't refetch 1t
#

# FPer Google: "It 15 redundant to specify both Expires and Cache-Control: max-age, or to
spect fy

# both Last-fodi fied and ETag “

<IfModul e mod_expires, o
ExpiresActive On

ExpiresByTupe application json “access plus 1 year”
ExpiresByTupe applicationpdf “access plus 1 year”
ExpiresByType applicationdx-shockwave-flash "access plus 1 year"
ExpiresByTupe 1imagesbmp "access plus 1 year”
ExpiresByType image/ogif “access plus 1 year”
ExpiresByTuype image/ jpeq “access plus 1 year”
ExpiresByType imagespng "access plus 1 year”
ExpiresByType image/swg+xml "access plus 1 year”
ExpiresByTupe image/tiff “access plus 1 year”
ExpiresByType imageswnd. microsoft, icon “access plus 1 year”
ExpiresByTuype image/ x-1icon “access plus 1 year”

ExpiresByTupe text/css "access plus 1 year”



ExpiresByTupe wideosx—f1w "access plus 1 year”
ExpiresByType applicationdvwnd, bw-fontobject "access plus 1 year”

ExpiresByTupe applicationdx-font-ttf "access plus 1 year”
ExpiresByTupe applicationsfont-woff "access plus 1 year”
ExpiresByType font/opentype "access plus 1 year”
ExpiresByType image/webp "access plus 1 year”

# The rfollowing MIME types are in the process of reglstration
ExpiresByTupe applicationdxslt+xml "access plus 1 year”
ExpiresByTupe imagesswg+xml "access plus 1 year”

# The rfollowing MIME types are HOT registered
ExpiresByTupe applicationmathml +xml "access plus 1 year”
ExpiresByTupe application/rss+xml "access plus 1 year”

# Javascript has warious MIME types

ExpiresByTupe applicationsx-javascript "access plus 1 year”

ExpiresByTupe applicationd javascript "access plus 1 year”

ExpiresByType text/ecmascript "access plus 1 year”

ExpiresByType text/javascript "access plus 1 year”
</TfModul e

# TODO: Set Last-Hodi fied per Google's recommendation to compl ete browser cachi mg

#
# [i=abling ETags a5 they are most 11kely misconfigured and
# do not add functionalit beyond Last-Modi £1ed

#
<IfModule mod_headers. cx

# Try removing etag headers C1f 1t's coming from proxy for exampl &3
Header unset ETag
</TfModul e

# Elock Bad Bots & Scrapers

SetEnvI fHoCase User-Agent "Aboundex" bad_baot
SetEnvI fHoCase User-Agent "86leqgs" bad_bot
SetEnvI fHoCase User-Agent "36ASpider” bad_bot
SetEnvI fHoCase User-Agent " “Java" bad_bot
SetEnvI fHoCase User-Agent " “Cogentbot" bad_bot
SetEnvI fHoCase User-Agent "“Alexibot" bad_bot
SetEnvI fHoCase User-Agent "“asterias" bad_bot



SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase

zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent

"attach” bad_bot
“BackDoorBot" bad_bot
"Backkeb" bad_bot
Bandit" bad_bot
“BatchFTF" bad_bot
“Bigfoot" bad_bot
“Black. Hole" bad_bot
“Bl ack ki dow" bad_bot
“BlowFish" bad_bot
“BotALot" bad_bot
Buddy" bad_bot
“BuiltBot Tough" bad_bot
“Bullseue" bad_bot
“Bunnu3lippers" bad_bot
“Cegbfeieh” bad_bot
“CheeseBot" bad_bot
“CherryPicker" bad_bot
“ChinaClaw" bad_bot

"Collector" bad_bot
“Copier" bad_bot

“CopyRightCheck" bad_baot
“cosmos" bad_bot
“Crescent” bad_bot
“Custo" bad_bot

“AIBOT" bad_bot

“DISCo" bad_bot

“DIIbot" bad_bot
“DittoSpyder” bad_bot
“Downl oady Demon” bad_bot
“Downl oady Devil" bad_bot
“Downl oady Honder" bad_bot
“dragonfly” bad_bot
“Drip" bad_bot

“eCatch" bad_bot

“EasybL" bad_bot
“ebingbong” bad_bot
“EirGrabber” bad_bot
“EmailCollector” bad_bot
“Email3iphon” bad_bot
“Emaillolf" bad_bot
“EroCrawler” bad_bot



SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase

Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
User-Agent

""Exabot" bad_bot

"“Expressh WebPictures" bad_bot
"Extractor” bad_bot

"“EyeMetIE" bad_bot

""Foobot" bad_bot

"“flunky" bad_bot

"“FrontPage" bad_bot

" "Go-Ahead-Got-It" bad_bot
"“gotit" bad_bot

""GrabHet" bad_bot
""Grafula" bad_bot
""Harvest" bad_bot
""hloader" bad_bot
"“Hrview" bad_bot
""HTTrack" bad_bot

n A

humanlinks" bad_baot
"*11seBot" bad_bot

n A

Image' Stripper” bad_bot

"“Image’ Sucker" bad_bot
“Indys Library" bad_bot
"“InfoMavi Robot" bad_bot
' bad_bot
Intellisesk” bad_bot

""InterGET" bad_baot

n A

InfaTekies"

n A

Internets Hinja" bad_bot
""Iria" bad_bot

""Jakarta" bad_bot
"“JennuBot" bad_bot
""JetCar" bad_bot

“I0C" bad_bot

"TJustview" bad_bot
"“Jyxobot" bad_bot

n A

Kenjin, Spider” bad_bot
"“Kegword, Density” bad_bot
""larbin” bad_bot
""LexiBot" bad_bot

"TIftp" bad_bot
"“liblklebsc1 sHTTP" bad_bot
""likse" bad_bot

n A

LinkextractaorPro" bad_bot

n A

LinkScanss 1a, Unix" bad_baot



JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
Set FrowT fHACAse

zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
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n

n

n

n

n

n

n

n

n

n

n

n

n

n

n

n

n
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n

n

n

n

n

n

n

n

n

n

n

n

n

n

n

n

n

n

n

n

n

LHSpi derguy” bad_bot
Linklklalker" bad_bot
lup-trivial" bad_bot
LWP: : Simple" bad_bot

Magnet” bad_bot
Mag-Het" bad_bot

Marklatch" bad_bot
Masss Downl oader” bad_bot
Mata, Hari" bad_bot

Memo" bad_bot

Microsoft, URL" bad_bot
Microsofts URLS Control" bad_bot
MIDowns tool" bad_bot

MITxpc" bad_bot
Mirror" bad_bot

Missigua Locator” bad_bot
Misters Pix" bad_bot

moget” bad_bot

Mozillas3 Mozillas2 81" bad_bot
Mozilla, *HEWT" bad_bot
HAMEPROTECT" bad_bot

Hawvroad" bad_bot

Hearsite" bad_bot

HetAnts" bad_bot

Hetcraft" bad_bot
HetMechanic" bad_bot
HetSpider” bad_bot
Met' VMampire" bad_bot

MHetZIP" bad_bot

HextGenSearchBot" bad_bot

H5" bad_bot

HICErsPRO" bad_bot
niki-bot" bad_bot
Himbl eCrawl er" bad_bot

Minja" bad_bot
HPbot" bad_bot
Octopus" bad_bot

Offlinet Explorer” bad_bot
Offlinet Mavigator" bad_bot
Openfind” bad_bot
had hint

Mot faeRiot"



SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
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SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase

Cat FruT FRHAM oo
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zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
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zer-Agent
zer-Agent
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zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent

| lear-—_Onant

“PHP% wersions tracker" bad_bot
“Pockey” bad_bot
“ProPowerBot/2, 14" bad_bot
“Probleblal ker" bad_bot

“psbot" bad_bot
“Pump” bad_bot
“QueryH, Metasearch” bad_bot
“Real Downl oad” bad_bot

"Reaper"” bad_bot

"Recorder" bad_bot

n s

"Reket" bad_bot
"RepoMonkey” bad_bot
"RMA" bad_bot
Siphon" bad_bot
“5iteSnagger” bad_bot
“5lySearch” bad_bot
“SmartDownl oad" bad_bot
“Snake" bad_bot
“Snapbot”  bad_bot
“Snoopy” bad_bot

“sogou” bad_bot
“SpaceBi son" bad_bot
“SpankBot" bad_bot
“spanner" bad_bot
“Squorm”  bad_bot

“Stripper" bad_bot
“Sucker" bad_bot

“SuperBot" bad_bot
“SuperHTTP" bad_bot
“Surfbot” bad_bot
“suzuran” bad_bot
“Szukacz/1, 4" bad_bot
“tAkelut” bad_bot
“Teleport" bad_bot
“Telesoft" bad_bot
“TurnitinBot/s1, 5" bad_bot

“Tha Trtrafrermant!" Rad ket

“Pagesrabber” bad_bot
“Papa. Foto" bad_bot
“pavuk" bad_bot
“pcBrowser” bad_bot
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SetEnvI fHoCase
SetEnvI fHoCase
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o rngen i
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
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Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
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"*TheMomad" bad_baot

(RIS TR ETET

"“TightTwatBot" bad_bot

n A

Titan" bad_bot

"*True_Robot" bad_bat

n A

turingos" bad_baot

"“TurnitinBot" bad_bot
"“URLy. Warning" bad_bot

n A

n A

"“WoldEYE" bad_bot
"“lWebh Imaget Collector” bad_bot

Yacuum" bad_bot
YCI" bad_bot

""leby Sucker" bad_bot

"“llebAuto" bad_bot
"*llebBandit" bad_baot

n A

"“lebCopier" bad_bot
"“llebEMal 1 Extrac, *"

Kebclipping com” bad_bot

bad_bot

"“llebEnhancer" bad_bot

"“lebFetch” bad_bot
bad_bot
Heb, Image, Collector” bad_bot

n A

n A

HebGoh 15"

"“llebLeacher" bad_baot

" "llebmast erlorl dForumBot”  bad_bot
"“lebReaper” bad_bot

"“lebSauger” bad_bot

"lebsitet extractor” bad_bot

""llebsitet Quester" bad_bot

"“llebster" bad_bot

"“leb5tripper” bad_bot
"“leblhacker” bad_bot

n A

n I_|j

n A

WebZIP" bad_bot
hacker" bad_bot
Widow" bad_bot

" "WISEMutbot” bad_bot

" “WWKOFFLE" bad_bot

"ULW-Col lector-E" bad_bot

n s
n s
n s
"=

[

n A

#aldon” bad_bot
seny” bad_bot
Zeus" bad_bot
mEu" bad_bot

jorTA) SRR | N [ E— A



QAELCIL T HOLdSE USEr —HAYENL cyooryg poga_pot

# Yulnerabl 11ty Scanners
SetEnvI fHoCase User-Agent "Acunetix" bad_bot
SetEnvI fHoCase UUser-Agent "FHscan" bad_bot

# Agagressive Chinese Seatch Engl ne

SetEnvI fHoCase User-Agent "Baiduspider” bad_bot

# Agagressive Russian Seatch Engl ne
SetEnvI fHoCase User-Agent "Yandex" bad_bot

<Limit GET POST HERD:
Order ALLow, Deny
Allow from all

# Cuywel 11 ance

deny from 35 188, 19, 5529
deny from 33 188, 21, 87524
deny from 35 188, 41, 64726
deny from 33 185 71, 87525
deny from 33 185, 83 8527
deny from 35 112 21, 148738
deny from 35 118, 42, 32729
deny from 65, 2173 288 1287527
176, 96427
185, 72429

deny from 65,
deny from 65,

Deny from env=bad_bot
£ALimits



