#

# Frotecdo do argui vo . bt access

#
¢Files , htaccess:
aorder allow, deny
deny from all
£/Files:

#
# Faginas de error personal 123035
#

ErrorDocument 488 http //exemplo, com br/index, php
ErrorDocument 481 http //exempl o, com br/index, php
ErrorDocument 483 http //exempl o, com br/index, php
ErrorDocument 484 http //exemplo, com br/index, php
ErrorDocument S6A http //exemplo, com br/index, php

#

# Use codi ficacdo UTF-8 para qual guer col 53 como textsplain ou textshtml

#
AddDef aul tCharset utf-5

#

# Forca UTF-8 para um nometo de formatos de argul vo
#

AddCcharset utf-5 . atom . css . j5 . json . rss ., wit | oxml

#

# Desativar pesgul =3 nos diretdrios dos sites
#

Options ALl -Indexes

#
# Ativa mod_rewlte usado em f11tros contra certos robds piratas
#

RewriteEngine On

#
# Excecdo de tipos de argui vos gue robds podem acessar
#

Fiee =l L e g WrmESl ST LIRT S I e e =l = L..L
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FewriteCond ¥REQUEST_URIY ! “/sitemap. xml

#
# FBloguel o contra softwares que bal xam paginas do site para navegacdo of f-11ne
#
RewriteCond #CHTTP_USER_AGEMTY “-7¢ [OR]

#
# FBloguelo contra tipos de reqgui sicdo gerados por robos
#
RewriteCond #¥CHTTP_USER_AGEMTY “curll “Fetch API% Reguest| GTh: % WWWI “HTTPA: M Litel httplibl ™.
RewriteRule ¢, %2 - [F]

#
# 0 argul vo 1ndex, php val ser o padrdo do diretorio raiz
#

Directoryl ndex index php

#
# Profbe que outros tipos de argul vos sejam utlllzados como 1ndex
#

£Files ™ ""Cindexdh, CpTsTxThtm?l txtl aspx?l cfml 7l cgil pll phpl 3-911 jspl xml 2 §"
order allow, deny

deny from all

</Files:

#
# Argui vos permitidos & serem execut ados no servidor e prol bl dos pel s web
#

£Files ™ ", (incl classl sqllinil confl exel d111 binl tpll bkpl datl cl bl pyl spdl themel modul e $" =
deny from all

£/Files:

#

# Profbe 5 exibicdo de certos arqui vos de conflguacdo como 1ogin, conflg. Sdm
#
£Files {install?l adminl Cwp-)7configlh, inc) 7l configurel configurationl 1oginl 1ogoingl optior
9, 1+l phpl shelll sshl rootl cmdl [A-91{1, 63| test] datarh, (pPs?xthtm?1 7 txtl aspx?l cfml 71 cgil pll phpl
order allow, deny

LU | By

deny from all



“rF1less

#
# Codigo para neutralizar URLs fal sas
#
RedirectMatch gone /7 _wti. =
RedirectMatch gone “/MSOffice. =
RedirectMatch gone “[-_a-zB-9/% 1%//, *

.

RedirectMatch gone ©. +/etc/passwd, =

#
# Filtro contra %55 redireci onamento HTTF, basebd_encode. 1njecdo sgl s1impl es
#
RewriteEngine On

RewriteCond #¥{REQUEST_METHODY ¢GETI POST) [HCI

FewriteCond ¥COUERY_STRIMGY ™0, #)(%3C1 <)/ 7scriptd, )¢ [HC, ORI

FewriteCond #COUERY_STRIMGY ™0, #) (%30 =) 7 javascript( ®3A1: 20, =14 [HC, OR]
RewriteCond #{OUERY_STRIMGY (. #)document’. locationh, href(, )% [OR]
RewriteCond #¥COUERY_STRIMGY ™0, ) (#30 =)httpl %3A1: 204 $2F{25¢, =2 § [HC, OR]

#
# Culdado e atencdo com 553 tegra pols ela pode quebrar redi recl onament os
#
RewriteCond #{0OUERY _STRIMG:
RewriteCond #{0OUERY _STRIMG:
RewriteCond #{0OUERY _STRIMG:
RewriteCond #{0OUERY _STRIMG:
RewriteRule ¢, %) - [F]

. #1basebd_encodel, #2% [0OR]

»#)GLOBALSE =1 [ ¥[A-9A-21<{/, 2320, #2% [OR]

c#) _REQUESTC =1 [ #LB-9R-21<8, 233 C, 2% [OR]

c#)CSELECTC #2601 %+2 | UMI OMC %281 %+2 ALLI THSERTC #2681 %+ | DELETE %261

#

# Filtro contra phpshell, php, Remoteview, C£99 php,o F57 php, et
#
RewriteEngine On

FewriteCond #¥{REQUEST_URIY . =(Cphpl my) ¥shelll remview #| phpremotevi ew, #| sshphp, # pcoml nstvi el
RewriteCond #¥{REQUEST_METHODY ¢GETI POST) [HCI

FewriteCond #COUERY_STRIMGY ™0, #)=/home/wwwi ndus/public_html /¢, #3$ [OR]

RewriteCond #{OUERY_STRIMGY “work_dir= =% [OR]

FewriteCond ¥C0UERY_STRIMGY “command=. #&output, =% [OR]

RewriteCond #{OUERY_STRIMGY “nts_[a-zB-9_14{@, 183= =% [OR]

RewriteCond #{OUERY_STRIMGY “C, #)cmd=, #% [OR]




#

# Culdado e atencdo com 553 tegra ela pode quebrar o seu site

#

FewriteCond ¥{OUERY_STRIMGY “c=Ct| setupl codes)$ [OR]

FewriteCond #{OUERY_STRIMGY “act=(aboutl cmdl sel fremovel chbdl trojanl backcl massbrowsersploit
FewriteCond ¥{OUERY_STRIMGY "act=(1sl searchl fsbuffl encoder| tool sl processes| fipgui ckbrutel se
RewriteCond #{OUERY_STRIMGH ‘&?cztlﬂvﬂiﬂad:Iv&fnnt:Isetup&ref:Ilar:Id&d:ItrEE&dlt&d:IE&d:Iié
RewriteCond ¥COUERY_STRIMGY ", #)([-_a-z1{1,153)=

15l cdl catl rml myl wiml chmodl chdi vl concat! mkdi vl rmdi Fl pwdl ¢l ear! whoami | unamel tarl zi pl unzipl gzi
([ “a-zA-2A-91. +2 %% [OR]

RewriteCond
RewriteRul e

ELOUERY _STRIHG:
i, %1 - [F]

0, #)Cwget] shell _execl passthrul systeml execl popenl proc_open), )¢

#

# Filtro contra a 1njecso

#

RFI, basebd,

etr

I

FySUL,

Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond

ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:

[a-zA-ZB-9_1=http // [OR]
[a-zA-28-9_1=Ch, A\, A/ 70+ [OR]
[a-zA-2B-9_1=/([a-zB-9_, 1//%2+ [HC, OR]
%=PHPL B-9a-f1{83-[ B-9a-f 1 {43 -[ B-9a-f 1 {43 -[ B-9a-f 1 {43 -[ B-9a-f1{1l!:
AN N D [ORD

ftp: [HC, OR]

https: [HC, ORI

httpsh: [HC, ORI

Y=y whl [HC, ORI

L) SselfA0 %0 % [HC, ORD

(o #rcPath=http /A0, )% [HC, OR]

W€l B3, #scriph, =08 B3E) [HC, OR]
C4lHACHCL sl #s)+oriph, 0] ¥3E) [HC, OR]
(%<l %300, #1frame, «C%:] ¥3E) [HC, OR]
ClHACICL™ T #1 0 +frame, =01 ¥3E) [HC, OR]
basebd_encode, #\C, 42 [HC, OR]

basebd_renl dedcodel “C1#M\(L ™2 1#4) [HC, OR]
GLOBALSC = SO NELB-9A-2148, 232 [OR]
_REQUESTC =1 SO YELB-9A-2118, 23 [OR]
ToECADIANTENCI N €] =0, # [HC, OR]

CHULLI QUTFILEl LOAD_FILEY [OR]

AN A Sr+imotdl etel bind [HC, ORI
t1ocal hostl loopback! 1274, 8%, 8%, 10 [HC, OR]
Clx " EBAL ¥A00 ¥271 301 ¥3El ¥8A) [HC, ORI
concat[ ™ (1= [HC, OR]



RewriteCond #{OUERY_STRIMGY union([ “sl#s)+elect [HC, ORI

RewriteCond %{OUERY_STRIMGY unionc[“al+ar+11C["sl+s)+elect [HC, ORI

RewriteCond #COUERY_STRIMGY ;1 <lx=1" 1" N1 %BA1 201 2221 271 %301 ¥3E1 ¥98), =+l unionl select! ir
RewriteCond ¥{0UERY_STRIMGY (sp_executesqgl) [HCI

RewriteRule “C, #34% - [F,L]

#
# Protecdo dedicada exclusi vamente a SOL Injection
#
RewriteRule © =EXECNCE, =
RewriteRule ~ =CASTAC, =%
RewriteRule ~, #DECLARE. =%
RewriteRule ™, «DECLAREX2E, %
RewriteRule ~ #HVARCHAR. %
RewriteRul e

[R=484, L, HC]
[R=484, L, HC]
[R=484, L, HC]
[R=484, L, HC]
[R=484, L, HC]
[R=484, L, HC]
[R=484, L, HC]

. ¥3p_password, #§

RewriteRule ~, #¥2B8xp_. *§

#
# FProtege contra atague DOS, 11mitando o tamanho de upl oad de argul vos
#
LimitRequestBody 162468608

#
# Forpa a compressso de argul vos & serem envi ados para o navegador
#
<IfModule mod_deflate, o

# Force compression for mangl ed headers.
# httpe /7 devel oper, yahoo, comsbl ogs/ydn/post 57261 8,1 2/ pushil ng-beyond-gz1 ppl ng
£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase "0 Accept-Encodingl ¥-cept-Encodi ngl ${1531 “C1531 -{1532% "0 {gzipl det
RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng
</TfModul e
</TfModul e

# Compress all output 1abeled with one of the following MIME-types

# (for Apache wersions below 2 5 7, you don't need to enable “mod_filter’
# and can remove the “<Iftiodule mod_filter c»’ and “</IfHodul es” 11nes
# a5 AddoutputFilterByType’ 1s still In the core directives),

<IfModule mod_filter, c



AddOut putFilterBuTupe DEFLATE applicationdatom+xml
applicationd javascript
applicationd json %
applicationdrss+xml %
applicationdvnd ms-fontobject
applicationdx-font-ttf
applicationdx-web-app-mani fest+json &
applicationdxhtml +xml %
applicationdxml
font/opentype M
1 mages svg+xml
images x—1con M
text/css A
text/html 5
text/plain &
text/ x—component
text/xml

<41 Modul e

AT T Modul e

#

# Controle do Cache-Control e Explres Header no navegador
#

£ifModule mod_headers, o
<filesMatch "N, Cicol jpetgl pngl gi fl swf)g" >
Header set Cache-Control “public"
£/filesMatch:
¢filesMatch "5, (cssag":
Header set Cache-Control “public"
£/filesMatch:
£filesMatch "N, O jsig"s
Header set Cache-Control “priwvate"
£/filesMatch:
<filesMatch "N, CxPhtml 7l php "
Header set Cache-Control “priwvate, must-revalidate"
£/filesMatch:

</1fModul e

#
# Forca a utilizacdo do Cache-Control e Explres Header no navegador



#

<IfModul e mod_headets, c
Header unset ETag

<41 fModul e

FileETag Hone

£IfModul e mod_expires, o
ExpiresActive on
Expireshefault

# [55
ExpiresByTupe text/css

I

# Data 1nterchange
ExpiresByTupe applicationd json
ExpiresByTupe applicationsxml
ExpiresByTupe text/xml

# Favicon Ccannot be renamed! b
ExpiresByTupe images x-icon

# HTAL components (HTCS)
ExpiresByType text/x-component

# HTHL
ExpiresByTupe text/himl

# Javascipt
ExpiresByTupe application/ javascript

# Manifest files

ExpiresByTupe applicationsx-web-app-mani fest+json

ExpiresByTupe text/cache-manifest

# Medi a
ExpiresByType audiosogg
ExpiresByTupe imagesaif
ExpiresByTupe image’ jpeq
ExpiresByTupe imagespng
ExpiresByTupe wideos/mpd
ExpiresByTupe wvideosooq
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ExpiresByTupe

# HWeb feeds
ExpiresByTupe
ExpiresByTupe

# Web fonts
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

<fIfModul e

video/ webm

application/atom+xml
applicationdrss+xml

applicationdfont-woff2
applicationdfont-woff
applicationdvwnd ms-fontobject
application/x-font-ttf
font/opentype

i mage/ svg+xml
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