# Apache conflguration file
# httpd apache orgldocsss, 2/ modysqul ckreference html

# Hote ., htaccess files are an overhead, this logic should be In your Apache config 1F possii
# httpd apache, orgsdocssz 2 howtosht access, html

# Technigues 1n here adapted from all over, 1ncluoding:

#  Kroc Camern: camendesign coms, ht access

#  perishabl epress, comspresss2AARSAl A1 8sstupl d-ht access-trl ckss
#  Sample . htaccess fI1le of CHS MOCx  modxcms. com

#H#

###t I you run 3 webserver other than apache, consider:
###t gl thub, comspaul 111 shs/html 5-boi 1erpl 3t e-server-confl gs
#H#

#
# Better website experience for IE users
#

# Force the 1atest IE wersion, In varlous cases when 1t may fall back to TE7 mode
# i thub, comst-a1 1 5/1-31 1 5/commi t./1 23eb25#commi t comment -11 5926
# Use ChromsFrame 1f 1t's installed for a better experience for the poor TE folk

<IfModul & mod_headets, c
Header set X-UAR-Compatible “IE=Edge, chrome=1"
# mod_headers can't match by content-type, but we don't want to send this header on #ev
<FilesMatch "%, ¢ jsl cssl gi fl pnagl jpe?
gl pdfl xmll ogal oggl mdal ogyl mpdl mdvl webml svgl svgzl eotl t1f] ot fl wof I icol webpl appcachel mani fest|
*
Header unset X-UA-Compatible
£/FilesMatch:
<A1 fModul e

#
# Cross-domain AJAY requests
#

# Serve cross-domaln &jax requests, di sabled,
# enabl e-cors, org
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<1 FHodul & mod_headet-s, cx

"m..n

Header set Access-Control -ALlow-0rigin "+
<1 FHodul g

B R

#

# Webfont access
#

# Allow access from all domalns for webfonts,
# Alternatively you could only whitellst your

# subdomains 11ke "subdomal n, exampl e com”,

¢FilesMatch "5, (ttfl ttcl otfl eotl woffl font, cssy g
<IfModul e mod_headers, ¢
Header set Access-Control-Allow-Origin ="
</TfModul e

</FilesMatchs

#

# FProper MIME type for all files

#

# Javascript
#  Homalize to standard type (it's spiffed in IE anyways)
# tools 1etf, org/html Arfodiz9section-7, 2

AddType applications javascript is

# Audi o

AddType audiofogg oga o0gg
AddType audi o/ mpa m<a

# Video

AddType wideo/ogg gy
AddType wi deo/mpa mpe may
AddType wideo/webm webm

# 546,
#  Reguired for swg webfonts on 1Pad
#  twitter, comsFontsgul rel /st at ussl 465589055



HAd Type 1 mage, svg+xml WO SVOZ
AddEncoding gzip SWOZ

# Webrfont=

AddType applications/wnd ms-fontobject eot
AddType applicationsx-font-ttf ttf ttc
AddType font/opentype ot f
AddType applicationsx—font-woff wof f

# Other Image types

AddType imagesx-icon ico

AddType image/webp webp

AddTupe image/ jpeq jpea jpg jpe
AddType image/png prig

AddType 1imagesswg+xml g

AddType imagestiff tiff tif

# Hzsorted types

AddType text/cache-manifest appcache manifest
AddType text/x-component htc

AddType applicationsx-chrome-extension crx

AddType applicationsx-xpinstall xpl

AddType applicationsoctet-stream safariextz
AddType text/x-wvcard wiof

#

# Allow concatenation from within specific js and css files
#

# e g Inside of script, comblned js you could have

# < --#include rile="11bs/jguery-1. 5 6 min js" —-:

# < ——#include 11e="pluginss jguery, 1dletimer, js" —-3
# and they would be included into this single file

3

15 15 not In use in the boilerplate a5 1t stands. You may

~.

choose to name your files In this way for this advantage or

#
#
# concatenate and mind fy them manual 1y,
# 01 sabled by defaul t,

#oF11estatch "y, combi ned'. j=s$":

# Options +I[ncludes



# AddoutputFilterByType THCLUDES applications javascript applications json

# SetOutputFilter ITNCLUDES

#:/F1 1 estat che

#oF11estatch "y, combi nedh. cssg"s
# Options +[ncludes
# AddoutputFilterByType THCLUDES textscss

# SetOutputFilter INCLUDES

#¢/F1 1 estat che

#

# Gzip compression

#

<IfModul e mod_defl ate, ¢

# Force deflate for mangl ed headers

=

<IfModul e mod_setenwif, c»

<IfModul & mod_headers, ¢

SetEnvI fHoCase "0 Accept-EncodXngl ¥-cept-Encodingl X153 “{1531 -{1532% "((gzipl deflaterts:

HAYE _Accept -Encodi ng

devel oper, yahoo, comsbl ogs/ydnspost 5/2681 671 27 pushl nmg-beu

FequestHeader append Accept-Encoding "ozip, deflate” enw=HAVE_RAccept -Encoding

AT Modul e
AT Modul e

# HIML, TXT,

55,

Javascipt, J50H,

<IfModule filter_modul e

FilterDecl are
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider

COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS

DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE

AL, HTL:

resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type

Ftext/himl

$text/css

$text/plain

Ftext/xml
$text/x-component
$applications javascript
tapplication/ json
$applicationsxml
$applicationsxbtml +xml
tapplication/rss+xml
$applicationsatom+:xml
$application/vnd ms-fontobject
%1 mage/ swg+xml
$application/x—font-ttf



FilterProvider COMPRESS DEFLATE resp=Content-Tupe $font/opentype

FilterChain COMPRESS
FilterProtocol COMPRESS DEFLATE change=yes; byteranges=no
</ fModul e

<IfModule ! mod_filter, o
# Legacy wersions of Apache

AddOut put FilterBuType
AddOut put FilterBuType
AddOut put FilterBuType
AddOut put FilterBuType
AddOut put FilterBuType

DEFLATE text/html text/plain text/css applications json

DEFLATE applications javascript

DEFLATE text/xml applicationsxml text/x-component

DEFLATE applicationsxhtml+xml application/rss+xml applicationsatom+:
DEFLATE image/swvg+xml applicationdwnd ms-fontobject applicationdx-fi

AT Modul e
AT Modul e

£ifModul e mod_gzip. o>

mod_gzip_on Yes
mod_gzi p_dechunk ‘Yes
mod_gzip_item_incl ude
mod_gzip_item_incl ude
mod_gzip_item_incl ude
mod_gzip_item_incl ude
mod_gzip_item_gxcl ude
mod_gzip_item_gxcl ude

file % Chtml?l txtl cssl jsl phpl plo&
handler “cgi-script$

mime “text/. x

mime “applicationdx-javascript, =
mime “image’. #

rspheader “Content-Encoding: . #gzip. *

</1 fModul e

#
# Expitres headers (for better cache controll
#

# These are pretty far-future explres headers,

# They assume you control versioning with cachebusting gquery params 11ke
<script sre="application, js72616A6665"
# ' ot "appl 1 -at Js7ea1 AERASE"

# Addi t1onally,

consl der that outdated proxies may miscache

#  www, stevesouders, comsbl ogsERAGS AEY 25/ revyl ng-r1 1 enames-dont —~use-querystri mgs

version, lowsr the C55 and J5 to something 11ke

£IfModul e mod_expires. o
ExpiresActive on



# Ferhaps better to whitelist expires rules? Perhaps,
ExpiresDefaul t "access plus 1 month"

# cache, appoache needs re-tequests In FF 3 6 (thanks Remy “Tntroduci ng HTHLED
ExpiresByType text/cache-manifest "access plus A seconds"

# Your document hRtml

ExpiresByType text/himl "access plus A seconds"
# Data

ExpiresByType text/xml "access plus A seconds"

ExpiresByType applicationdxml "access plus A seconds"

ExpiresByType applicationd json "access plus A seconds"
# Feed

ExpiresByTupe applicationsrss+xml "access plus 1 hour”

ExpiresByTupe applicationdatom+xml "access plus 1 hour”

# Favicon {cannot be renamed?

ExpiresByType imagesx-1icon "access plus 1 week"

# Media 1mages, video, sudio

ExpiresByType imagesqgif "access plus 1 month"
ExpiresByType imagespng "access plus 1 month"
ExpiresByTupe images jpg "access plus 1 month"
ExpiresByTuype images jpeq "access plus 1 month"
ExpiresByType wvideosogg "access plus 1 month"
ExpiresByType audiosogg "access plus 1 month"
ExpiresByType wvideosmpd "access plus 1 month"
ExpiresByType wideoswebm "access plus 1 month"
# HTC files (rcss3plel
ExpiresByType text/x-component "access plus 1 month"
# Webrfont=
ExpiresByType font/truetype "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByType application/x-font-woff  “access plus 1 month"
ExpiresByTuype imagesswg+xml "access plus 1 month"

ExpiresByType applicationdvnd ms-fontobject "access plus 1 month"



# C55 and Javascript
ExpiresByTupe text/css “access plus 1 year”
ExpiresByTupe application/javascript “access plus 1 year”

<IfModul & mod_headets, c
Header append Cache-Control “public”

AT Modul e

AT Modul e

#
# ETag removal
#

# FileFTag Hone 15 not enough for every server,
<IfModul & mod_headets, c

Header unset ETag
<A1 fModul e

# Since we're sending far-ruture expires, we don't need ETags for
# static content.

#  devel oper, yahoo, comsperformances Ul g5, [tml #et ags

FileETag Hone

#
# Stop screen flicker 1n IE on C55 rollovers
#

# The following directives stop screen flicker in IE on C55 rollovers - In
# combination with the "ExplresByType” rules for I1mages (see abovel, If
# needed, un-comment the followlng rul 85,

# Browsertiatch "HSIE" brokenvary=1

# Browserfatch "Mozillasd [A-9]172" brokenvary=1
# Browserfatch "Opera” ! brokenvary

# SetEnvif brokenvary 1 force-no-vary

#
# Cookie setting from Iframes
#




# Allow cookies to be set from 1frames (for IE onluyl

# If needed, uncomment and specify a path or regex in the Location directlve

# <IfHodul & mod_headsrs, cx

# <Location 7

# Header set P3P "policyref=\" wic/plp xmly", CP=V"IDC DSP COR ADM DEYI TAII FSA Fsh T4
CHTY""

#  </Location:

# <1 FHodul g

#
# start rewlte englne
#

# Turning on the rewlte engine 15 necessary for the following rules and features,
# FollowSymllnks must be enabled for this to work,

£<IfModul e mod_rewrite, o

£IfModul e mod_negotiation, o

Options -Multiviews

# Options +FollowSymllnks —Mul t191 ews
</TfModul e

RewriteEngine on

#If you installed in a subfolder and the J5 and C55 files are not being served, or you
# are getting 49835 change the value of subfolder to the name of the subfol der you 1nsta
# 1. e RewrlteBase /<subrfol der:s

# Fewrl teBase

# Redirect Trailing 51ashes, ..
RewriteRule ™C. #)/% /%1 [L.R=3611

#
# suppress or force the "www,
#

"

at the beginning of URL=

# The same rontent struil d onever ke aval 1Akl e ndes tun i Frerent IR s - ssneci al T oot
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# without "www " at the beginning, since this can cause 5E0 probl ems (duplicate content.

# That's why you shoul d choose ome of the al ternatives and redirect the other one,

# By default option 1 Cno "www, ") 15 activated Remember: Shorter URLs are sexier,
# no-ww, orgstag phptg=cl ass_5

# If you rather want to use option 2, just comment out all option 1 11nes
# and uncomment optlon 2
# THMFORTANT: HEVER LSE BOTH RLULES AT THE SAME TIME!

# Option 1:
# Rewlte "www, sxampl e com - exampl e com”

RewriteCond #{HTTPSY ! =on
RewriteCond #CHTTP_HOSTY “wwwh, ©, +3§ [HC]
RewriteRule ™ http /¢ %1 %{REQUEST_URI: [R=36A1, L]

# Option =

# To rewite "exampl e com - www, sxampl e com” uncomment the followlng 11nes,
# Bz awsre that the following rule might not be 3 good 1dea 1f you

# use "real"” subdomains for certaln parts of your website

#  RewrlteCond ZCHTTFS: ! =on
#  RewrlteCond ZCHTTP_HOSTR ! “www, . +& [HCT
# RewrlteRule ™ http: /7w, XCHTTP_HOSTHECREQUEST_LRT * [R=341, L]

#
# Built-in f1lename-based cache busting
#

# If you're not using the bulld script to manage your f11ename vetrsion rewyl ng,
# you might want to consider enabling this, which will route reguests for
# sosssstyle ZA1182835 css to socsscstyle css

# To understand why this 15 Important and a better 1dea than all. css7wl 231,
# read gi thub, com/paul 111 shstitml 5-bol 1erpl 3t es/wl k1.72Yersi on-Cont rol -wl th-Cachebustl ng



# Handl e Front Controller, ..
RewriteCond ¥{REQUEST_FILEMAMEX} ! -d
RewriteCond #{REQUEST_FILEMAMEX ! -f

RewriteRule ™ index php [L]
#
# Frevent 550 cert warnings
#

# Rewite secure requests properly to prevent 550 cert warnings, e g prevent
# https: <swww, exampl e, com when your cert only allows Attps: /s secure exampl & com
# Uncomment the following 11nes to use this reaturs,

#  RewrlteCond ZSERVER_FORTR ! "443
# RewriteRule ~ https: /sexampl e-domal n-pl ease-change-me, comiiREQUEST_URT» [R=3A1, L]

#
# UTF-8 encodl ng
#

# Use UTF-5 encoding for anythlng served textsplain or textshtml
AddDef aul tCharset utlf-3

# Force UTF-8 for 3 number of file formats
AddCharset utf-8 . html . c3s . j5 . xml . json . r3s . atom . raw

AT Modul e
#

#A1ittle more securlty
#

# 0o we want to advertise the exact wersion number of Apache we' e runni ng?

# Frobably not,

## Thi=s can only be enabled 17 used in httpd conf - It will not work 1n . htaccess
# ServerTokens Frod

# Block access to "hidden” directories whose names begin with 5 period This
# Includes directorles used by version control systems such a5 Subversion or GIE,
<IfModul e mod_rewrite, o

| o WS S R LTS B L T R L A L rrea



FEWNLLERULE L | 500, - Lrl

AT Modul e

# If your server 15 not already configured a5 such, the followlng directive
# should be uncommented in order to set PHP's register_global s option to OFF,
# This closes 3 major security hole that 15 abused by most %55 (cross-site

# scriptingy attacks, For more Information: http: /php netsregi ster_gl obal 5
#

# IF REGISTER_GLOBALS DIRECTIVE CALISES 568 THWTERHAL SERYER ERFURS ©

#

# Your server does not allow PHP directives to be set vwia . htaccess, In that
# case you must make this change in your php ini file instead If you are

# using a commercial web host, contact the admind strators for assistance 1n
# doimg this Mot all serwers allow local php inl files, and they shoul d

# include all PHP configurations Cnot just this onel, or you will effectively
# reset everything to PHP defaul ts Consul towww, php. net for more detalled

# information about setting PHP directives,

# php_rlag register_global s OFfF

# Rename session cookle to something else, than PHPSESSID
# php_wal ue sess1on, name =1d

# Do not show you are using PHP
# Mote: Mowe this 1ine to php Inl since It won't work 1n . htaccess
# php_rlag expose_php OFF

# Level of log detall - 1og all errors
# php_walue error_reporting -1

# Write errors to log file
# phpo_rlag 1og_errors On

# Do not display ervors 1n browser (production - OFF, devel opment - Ond
# php_rlag di splay_errors OFF

# Do not display startup errors (production - OFf, dewvel opment - 0
# php_rlag di splay_startup_errors OFF

# Format errors in plain text
# Mote: Leave this setting '0On' for xdebug' s war_dumpl output



# php_rlag html_sriors U

# Show multiple occurrence of error
# php_rlag 1gnore_repeated_ertors OFF

# Show same errors from di frerent sources
# php_rlag 1gnore_repeated source OFF

# 5ize limit for error messages
# php_wvalue 1og_srrors_max_len 1824

# Don't precede error with string Cdoesn't accept empty string, use whitespace 1 you need)

" "

# php_wal ue error_prepend_strimg

# Don't prepend to error (doesn't accept empty string, use whitespace 1F you need)

" "

# php_wal ue error_append_strlng

# Increase cookle securlty
<IfModule phpS_modul e

php_walue session, cookie_httponly true
/I fModul e

¢FilesMatch "5, (inchg":
Order deny, allow
Deny from all

£/FilesMatch:



